FOREWORD


This Regulation is issued under the authority of DoD Directive 5200.1, “DoD Information Security Program,” December 13, 1996.


DoD 5200.1-R, “DoD Information Security Program,” January 1997, is hereby canceled.


This Regulation applies to the Office of the Secretary of Defense, the Military Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Inspcetor General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities within the Department of Defense (hereafter referred to as "“the DoD Components”).

In the past, the primary focus of the DoD Information Security Program has been the protection of classified information, more specifically, the protection of classified information in paper form.  Advances in technology now permit, and greater reliance is being placed upon, the creation, handling, processing and storage of classified information in electronic form.  In developing guidance for the protection of classified information in this new environment, it has also become apparent that classified information is not the only category of information that requires protection.  Lessons learned from recent military operations clearly indicate that the availability of vast quantities of unclassified information on the Internet and the ability to search this storehouse of information using search engines and data mining techniques can, and often does, create unique operations security concerns.  Capabilities are now so advanced and easily accessible that is considered feasible, even likely, that these capabilities can be used to develop entirely new bodies of knowledge. 

 It is now logical to conclude that all DoD information, individually or in aggregation, could, given the right set of conditions and circumstances, provide an adversary an insight into our capabilities and intentions and/or impact upon the safety of DoD personnel and thus, warrants some level of protection.  In that regard, this Regulation supports the requirement contained in DoD 5400.7-R that, as a minimum, all DoD unclassified information must be reviewed before it is released in any form outside the U.S. Government.  It is also obvious that, considering the large volume of unclassified information that exists in the Department of Defense, it is not feasible to apply additional protective measures to all unclassified information.  Consequently, a primary purpose of this Regulation is to increase awareness of the vulnerability of unclassified information to exploitation, to assist DoD Components in identifying and evaluating the potential adverse impact of individual or aggregated items of unclassified information on DoD operations, activities and personnel; and then provide uniform, standardized guidance for the protection of such information.  It is intended that this Regulation complement 
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DoD 5400.7-R which contains guidance on the review and release of information under the Freedom of Information Act; DoD 5200.28 which provides guidance for the protection of information on automated information systems, and DoD 5200.XX, which provides guidance on the protection of unclassified information on unclassified DoD Web systems.   Together these documents represent a comprehensive approach to dealing with the challenges posed by information technology.

Send recommended changes to this Regulation through channels to:



Director, Security



Office of the Assistant Secretary of Defense


(Command, Control, Communications, and Intelligence)


6000 Defense Pentagon


Washington, DC 20301-6000

 
This Regulation will be published in Title 32, Code of Federal Regulations (CFR). The CFR is available in all Government Depository Libraries.  The DoD Components, Federal Agencies and the public may obtain access to this Regulation via the Internet http://web7.whs.osd.mil/corres.htm. 
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