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Preface:
The Transformation in the DoD

The Department of Defense (DoD) is one of the largest and most complex public global organizations in the world.  Yet, DoD faces many of the same strategic and infrastructure modernization challenges as the private sector.  Large industrial corporations that confront similar issues in today’s environment are rapidly transforming in order to remain competitive.  

The DoD is striving to achieve the same transformation goals as Fortune 500 companies such as IBM, General Electric, Ford Motor Co, Boeing and Lockheed Martin – focusing on people, processes, technology and innovation.  How the leaders of these corporations envision, create and execute the transformation process and propel their organizations forward into the 21st century are invaluable lessons learned for the DoD, which can serve as a model for similar transformation.  These lessons will enable the DoD to establish a transformational model that enables improved processes and innovative technology solutions.  A transformed military – both on the business and warfighter side – will allow the DoD to maintain the information superiority necessary for the defense of the United States and her allies. 

Enhancement of military capabilities is at the core of defense transformation.  General Jim McCarthy, U.S. Air Force (Retired), in a briefing on defense transformation for Secretary of Defense Rumsfeld, outlined a vision for institutionalizing transformation and enhancing joint military capabilities
.  He recommended giving new capabilities to the Joint Response Forces and institutionalizing the transformation process so that it is not a one-time event, but a process that will continue in the future.

Capabilities-based transformation is a widely emulated concept in the private sector.  Leading private sector organizations believe that the following capabilities are vital for business transformation:

· Rapid and continuous business model analysis and development – rapid scenario development, and business model and strategy impact analysis.

· Robust and flexible architectures and infrastructures – rapidly develop and deploy applications to enable new business strategies, and provide highly available, scalable, and reliable infrastructure and management processes.

· Highly leveragable business architectures and processes – leverage business architectures and processes that recognize and facilitate business model variations as well as leverage common capabilities and economies of scale.

· Rapid and continuous business strategy analysis and development – rapid strategy adaptation, formulation and execution of new strategies.

· e-Enabled Business Operations – real time use of current, accurate information for transactions management and process support. 

· Integrated customer collaboration – customized interfaces, interactions and content based upon customer preferences and transaction history, integrated customer view within business unit and across business units, and leverages specific capabilities, competencies, and assets across enterprise.

· Integrated supplier collaboration – real time collaborative forecasting, supply and demand planning, and data interchange involving internal and external partners

The methods and purpose of business transformation in the context of the Department of Defense includes all of the above mentioned capabilities and methods but with a focus on:

· Improved processes that lead to greater efficiencies and reduced bureaucracy.

· An empowered work culture resulting in better skilled and motivated labor force thus increasing productivity, retention and quality of life.

· Transformation that ultimately benefits every customer in the value chain – especially the warfighter – due to better, less expensive, and faster delivery of services.

· The creation of competitive advantage internally (the ability to gain required funding among competing agencies) and externally (remaining the greatest fighting force in the world).

· Improved Program and Project Management where any project, large or small, follows the same basic principles established by institutions such as the Program Management Institute (i.e. managing to schedule, cost and specification, constantly seeking user feedback, and using iterative/spiral development, testing and training).

The following critical success factors are based on lessons learned and industry leading best practices:

· Steadfast support for the transformation process from the senior leadership is the greatest factor for successful transformation, especially in organizations with decentralized structures and autonomous departments, services and agencies.  

· Mission imperative: Align business transformation with strategic objectives and missions of the enterprise with measurable goals.

· Consolidation and standardization provide efficiencies and cost savings. The DoD, like industry, must manage to the bottom line and apply enabling technologies to transformed business processes to achieve cost savings.

· Enterprise-wide process improvement supported with the appropriate level of authority, accountability and resources. To ensure accountability, DoD must empower their leaders with the appropriate level of authority and resources to enable transformation.

· A thorough understanding of the existing culture and its readiness for change coupled with a proactive change management plan are vital for meaningful change to take place. The structure, rewards, and compensation must change to reflect how the individual, team and enterprise perform as a whole.
Transformation in the DoD is about changing habits, re-inventing processes, and leveraging relationships to achieve optimal performance.  It is also about institutionalizing and internalizing continual process change by continuously reflecting on and applying the principles of business transformation.  Harvard Business School Professor, Rosabeth Moss Kanter argues that it is the “networks of relationships, not just new technologies, that permit speed and seamlessness, encourage creativity and collaboration, and release energy and brainpower – the “soul” of e-business
.

Introduction: An Overview of the Toolkit

What is Transformation?

“Transformation is a process of change that involves developing new operational concepts, experimenting to determine which ones work and which do not, and implementing those that do.... transformation means accelerating the development and fielding of capabilities that we know we need...”

What is the Vision for the Business Transformation Toolkit?

The Business Transformation Toolkit is envisioned to be a catalyst for change for the DoD.  The Business Transformation Toolkit was created to help DoD Managers, Principal Staff Assistants and Chief Information Officers jump-start their business transformation efforts. It provides a common framework and roadmap for transformation.  The Toolkit enables better alignment of stakeholder  and client needs with the business processes and objectives of organizations within DoD. Finally, it engenders learning and knowledge reuse and sharing across DoD.

What is the Business Transformation Toolkit?

The Business Transformation Toolkit
 is a consolidated, easy to use, actionable guide and reference to help organizations within the Department of Defense (DoD) understand how to transform.  The Toolkit is an “action-oriented” handbook containing procedures, guidelines, methodologies, frameworks and tools to lead and manage the business transformation efforts within the DoD.   It is not meant to replace or substitute other tools that already exist and are in use within the DoD. 

The discussions in these documents are organized along the five elements of the DoD eBusiness Management Framework: Strategic Assessment, Governance, Architecture, Solutions Development, and Business Plans.  The aim of the Framework is to provide guiding principles to the DoD to re-energize its eBusiness and transformation efforts. 

A successful approach to transformation within the DoD will be coordinating on-going efforts and creating partnerships that promote effective and efficient cross-organizational and cross-functional process improvements. It is important to remember that transformation is an ongoing, iterative and learning process.  As assumptions are tested, validated, or rejected, they should be continually updated throughout each of the phases.  Transformation teams should share and apply lessons learned throughout all phases.

Who should use this Business Transformation Toolkit?

1. Functional Managers within the Department, Service or Agency who are responsible for business process improvement and business transformation.

2. Chief Information Officer (CIO) Teams within the Department, Service or Agency who are responsible for information management and Information Technology Management Reform Act (ITMRA) implementation and compliance.

3. Project Managers within the Department, Service or Agency who are responsible for project development, execution and evaluation.

How is the Business Transformation Toolkit useful to these functional managers and CIO Teams?

Proactive use of the Toolkit, as part of overall transformation and eBusiness strategy can accelerate process improvement. 

This Toolkit has the potential to:

· Make a job easier by not having to “reinvent the wheel”;

· Save time in completing a task by reducing development and implementation time;

· Increase a user’s knowledge by learning from others and reusing what others have developed and learned;

· Lower training time by using easily understood methodologies and applying lessons learned;

· Increase the user’s effectiveness in completing a task;

· Serve as a good preventative measure to assess problem areas or risks within a given task; 

· Create a competitive advantage for the user;

· Further enable compliance with regulatory requirements by integrating regulatory mandates into the transformation process.

What are the Business Transformation Toolkit Phases?

The three major phases in the Business Transformation Toolkit are ASSESS, DECIDE and EXECUTE.  These phases are a simplified adaptation of similar transformation and Business Process Re-engineering (BPR) methodologies as well as program management and acquisition management processes. Throughout each of these three major phases, the transformation team must learn and apply the knowledge and experience they are collecting and gaining. [image: image10.wmf]
Phase I: ASSESS Phase

The ASSESS Phase of the business transformation toolkit refines and documents the organization’s vision for the future so that it can be used as a foundation to align its key mission and business systems.  Once the organizational strategy and mission objectives are clearly defined and the future direction is understood, gaps are identified. In Phase I, the approach is to continue to evaluate the current state of the organization within key system areas – processes, organizational structure and technology.  Moreover, aligning mission and business goals and conducting gap analyses is a continuous process that should be carried out in all phases of the transformation.

Phase II: DECIDE Phase

The DECIDE Phase identifies opportunities for improvement based on the gaps between the current “as-is” state and the stated business objectives that were identified in Phase I.  Phase II activities are designed to obtain a decision from appropriate authorities to move forward with the recommended transformation initiatives and opportunities. These prioritized opportunities become the foundation of what the future business system(s) need to be.  The future business systems include processes, organizational structure, and technology, which are designed, tested, validated, and submitted for executive approval and funding.

Phase III: EXECUTE Phase

The EXECUTE Phase of the business transformation toolkit describes the actions required to execute the strategies and deliver the systems that the organization has decided and funded in Phase II.  Success of this phase depends greatly upon three focus areas:  Program Management, Process Improvement & Development, and Transformation Management.  Several techniques within transformation management include training, recruitment, and a communication plan to facilitate change.    
LEARN and APPLY

An important activity in transformation management involves sharing information and learning from people, tools and other resources by using the enabling effects of technology, processes, and organizational culture.  LEARN and APPLY is an integral part of each transformation phase.  Chapter 4 describes ways transformation teams can capture, reuse, and apply knowledge.

REGULATORY GUIDANCE

This Chapter contains policies and regulations that must be considered in each phase and addresses who should be checking for compliance in the following areas:

· Strategic Planning

· Capital Planning & Inventory Control

· Acquisition

· Security & Information Assurance

· Electronic Government

· Information Management

· Privacy

How do you use the Business Transformation Toolkit?

Functional managers can use the Business Transformation Toolkit as a set of guiding principles and tools to garner process improvements and transformation of organizations within DoD.  It is acknowledged that each organization – such as a department, service, agency, division, etc. within DoD – will be in different phases of the transformation continuum.  Therefore, depending on the phase of the transformation process the organization is in, the manager can jump straight to that phase and evaluate the status of their business transformation program.  For example, if an agency has already identified gaps and opportunities between its mission and business processes, it is in the DECIDE phase of the transformation process.  Then, the manager can start from Phase II of this Toolkit. At the same time, managers might realize gaps in their previous analysis, forcing them to conduct additional analysis using tools for Phase I or Phase II.   

How is the Business Transformation Toolkit organized?

Each chapter of the Toolkit is organized around easy to understand icons:
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Purpose

The Direction Icon describes the purpose and intent of the chapter.  It also serves as guide and roadmap to the content of the transformation phase being addressed.
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Critical Success Factors

The Success Icon represents the Critical Success Factors for the specific transformation phase.  It outlines the important prerequisite factors necessary to ensure success in that phase.
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Expected Outcomes

The Bull's-eye Icon represents the expected outcomes that can be achieved if the proper actions are taken, making use of the actions and tools provided.
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Role of the CIO Team
The Certification Icon contains recommendations for how the CIO Team adds value to the larger organization that they support.  This section also describes how the CIO Team participates in the transformation process.
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The DoD eBusiness Management Framework Icon

The Framework Icon maps the DoD eBusiness Management Framework with the transformation methodology outlined in that phase, and provides the reader with an understanding of how the Framework enables transformation.
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Transformation Actions

The Clipboard Icon represents the actionable steps necessary for transformation.  This section outlines the successful actions, based on best practices and lessons learned, that would fulfill the intended purpose of the specific transformation phase.




[image: image7.wmf]
Transformation Tools

The Toolbox Icon represents those tools such as checklists, matrixes, surveys, and guidelines that support the actionable steps towards transformation.  Not every actionable step has tools.  However, the majority of the “tools” in this transformation toolkit are interactive and require the user to work through issues and make decisions. 

Additionally, these tools are representative of many other resources available to the Department of Defense.  To achieve the desired outcome, the user can substitute other tools.  For a sampling of various guides and resources to include automated tools, see the following government web sites:

· OASD C3I CIO Information:  http://www.c3i.osd.mil/org/cio/
· Software Tools Catalog: http://web2.deskbook.osd.mil/htmlfiles/DBY_SoftwareTools.asp


Phase I: ASSESS

Refine Business and Mission Objectives 
and Assess Current State

[image: image11.wmf]
Purpose

The purpose of business transformation is to align an organization’s key systems, processes, organizational structure, and technologies with its mission, strategy and objectives.   When these systems are not aligned with the overall strategy, they cannot fully support the achievement of the organization’s goals, and result in excess cost and sub-optimal productivity.  

Phase I of the Transformation Toolkit is used to refine, understand and document the organization’s vision for the future so that it can be used as a baseline to compare the current alignment of the critical mission areas and the key business systems.

Once the updated strategy and objectives are clearly understood and documented, Phase I continues to assess and identify gaps in the current state of the organization within its key system areas: processes, organization, and technology.

[image: image12.wmf]Critical Success Factors

· Senior leadership leads and manages the transformation.

· Senior leadership establishes a sense of urgency.

· Senior leadership forms an effective and influential governance body that leads the transformation effort.

· Senior leadership should endorse the vision and the strategies crucial to help direct the transformation effort.

· Stakeholders receive consistent and complete communication about the vision and transformation strategies. 

· Impacted users are shown pros and cons of these transformation strategies.

· Impacted users understand the purpose of the transformation.

· Impacted users are committed to the project by virtue of having had the opportunity to take ownership of the initiative.
· Project leaders have a mission and customer-centered view of the organization, and understand the roles and relationships across the DoD enterprise.

· Project leaders focus on interoperability and interdependencies within the organization to build on cross-organizational learning and transformation processes. 

[image: image13.emf] 


  Expected Outcomes

· The strategy is clear, measurable and reflects the future vision of the organization and the transformation effort.

· The strategy is well communicated and understood throughout the organization and its programs.

· Processes are mapped across functions based on the needs of the transformation process; activities are documented along with inputs, outputs, enablers, business rules, and roles.

· The business and mission areas have been analyzed.  The mission needs are assessed.
· Organizational readiness has been assessed.
· Organizational structure has been assessed and documented, including job role definition, skill requirements, measurements and incentives, and communications channels.

· Original assumptions are continually tested and validated, or rejected and updates are made to the business case and project plan.

[image: image14.wmf]The DoD eBusiness Management Framework 
· The DoD eBusiness Management Framework provides a lens through which an organization can scope, prioritize, coordinate and monitor transformation initiatives.

· The Framework Checklist assists in applying the DoD eBusiness Management Framework from an enterprise perspective to ensure that the organization’s transformation efforts are in sync with the overall DoD efforts from a cross-functional and cross-organizational perspective.  The major components of the Framework are:

·  Strategic Assessment

· Governance

· Architecture

· Solutions Development

· Business Plans (includes Business Case) 

· The Framework Checklist is a tool used to identify barriers to implementing an effective enterprise-wide solution and to ensure interoperability among business systems cross-organizationally and cross functionally.   

· In Phase I of the Business Transformation Toolkit, the three major areas of the DoD eBusiness Management Framework that are most significant are Strategic Assessment, Governance and Architecture. 

See Phase I Transformation Tools:  

“DoD eBusiness Management Framework Checklist – Phase I”
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A. Add Value

In Phase I, the CIO Team can add value to the organization’s mission by:

1. Participating in the transformation process as a partner, key player and change agent.

2. Helping the organization understand the regulatory environment and how to mitigate risk through compliance (see Chapter 5 for regulatory guidance).

3. Advising in gaining insights into current business processes and systems and how they work to support that structure by using the C4ISR and GIG guidance. The CIO office can also provide resources and access to Subject Matter Experts.

4. Assisting their enterprise organization in gaining an understanding of the best practices in the strategic application of technologies and critical I/T trends by providing the latest information on transformation tools such as:

· Enterprise Resource Planning tools

· Information Kiosks: Basic, High Information Transactional, High End Dissemination and High End Kiosks

· Collaboration and knowledge sharing tools

· Total Relationship Management and business intelligence tools

· Integrated Supply Chain Management

· Technology trends

· Web Content Management (Data, Metadata and Site Management) and Workflow integration

· Internets, intranets and extranets

· e-Marketplaces

· Portals

5. Providing the latest inventory of existing I/T resources, infrastructure, and initiatives to include a Family of Systems investment portfolio.

6. Assisting by capturing and providing access to the organization’s technology infrastructure requirements and assess the efficiency and effectiveness of the existing resources, to include business alignment as they pertain to the processes and technology being examined.

7. Assisting the organization in identifying opportunities to leverage current or emerging technologies by providing access to best practices in industry and government.  This includes information derived from partnerships with other agencies, industry and academia. Additional resources include information from the CIO Executive Board, the eBusiness Board of Directors and the Federal CIO Council.

8. Assisting the organization in identifying barriers such as policies, laws/regulations, funding, skill sets, and culture that prevent the adoption of critical technologies.

B. Perform Strategic IT Functions to meet Organization Mission Needs

In Phase I, the CIO Team should work with their organization mission and functional areas by reviewing current programs and processes to ensure they comply with ITMRA requirements for certification.  Key points the CIO Team should make sure the organization explores and captures in a knowledge-based repository include the following:

1. The current programs support DoD Core / Primary mission functions.

2. Evidence that the organization is maximizing the use of COTS and GOTS technology.

3. Evidence that the work processes, information flows, and technology are integrated to achieve DoD strategic goals.

4. Evidence that the projects reflect DoD technology vision.

5. Evidence they are implementing standards that enable information exchange and resource sharing while retaining flexibility.

See the ITMRA Certification Checklist in Chapter 3.
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Transformation Actions for Phase I

As the Functional Manager and Transformation Team Leader, use the following checklist and transformation actions:

A.  Refine Business and Mission Objectives

1. Review your current strategic plan and document your business and mission objectives before starting this phase. 

Tool:  
“ValueNet - Documenting Your Business Vision for the

 Future”

“Business Models Examples & Alternatives

 Guide”
2. Understand your regulatory environment. Seek guidance from your CIO Team. 
Tool:  See Chapter 5 Regulatory Guidance

3. Review DoD eBusiness Management Framework. Understand all components of the governance model for the transformation effort to include the charter, structure, roles & responsibilities, policies, processes, measurements, and content model.

Tool:  “DoD eBusiness Management Framework Checklist”

4. Validate that business and mission objectives reflect the DoD’s business strategy and mission objectives, and are well communicated and understood throughout the organization.

5. Determine your customers’ product and service requirements, performance expectations, and perceptions of current performance.

Tool:   “Customer and Stakeholders Requirements Survey Guidelines”

6. Understand customer issues and perceived opportunities to improve products and services. Develop tools & mechanisms to capture customer requirements. Seek guidance from your CIO Team.

Tool:   “Customer and Stakeholders Requirements Survey Guidelines”
7. Understand the gap between the customers’ perspectives and your business and mission objectives. 

Tool:  “Mission & Business Objectives/Stakeholders Requirements Alignment Matrix”
8. Refine the overall strategic plan as part of the strategic planning process and include all IT strategies as part of the overall plan.

B.  Assess Current State

1. Understand your “as-is” or current business structure and systems and how its processes work to support that structure. Determine all cross-component interaction and interface requirements. Seek guidance from your CIO Team.

Tools:   
“Process Participant Survey”


“Process Models – Examples and Alternatives”



“IDEF Process Model – Single Step Level”


“IDEF Process Model – Multiple Steps & Roles”


“Business Architecture Guidelines”
2. Assess and document your existing internal roles, customers, suppliers and major business processes. Refer to completed ValueNet Tool.

Tools:    
“Process Participant Survey”


“IDEF Process Model – Single Step Level”


“IDEF Process Model – Multiple Steps & Roles”


“Considerations for Determining Process Effectiveness”


“Business Architecture Guidelines”
3. Determine how your processes support the business and mission objectives; identify opportunities for improvement. Seek guidance from your CIO Team.

Tool:
“Current Process/Business Objectives Alignment Matrix”


See Electronic College of Process Innovation:



http://www.c3i.osd.mil/bpr/bprcd/

See Business Process Improvement On-Line:



 http://www.c3i.osd.mil/bpr/dodim/bpr.html
4. Complete Mission Area Analysis (MAA). Assess and understand your ability to implement and manage change efforts, providing general documentation and understanding about your:

· Mission area 

· Organizational structure to include governance structure

· Organization’s readiness to adopt transformation

· Measurement and incentive systems

· Human resources/Personnel & Readiness

· Management and Leadership style

· Communications channels

· Regulations, pending legislation, politics (e.g. DoD 5000.2-R)
(Seek guidance from your CIO Team.)

5. Gain an understanding of the best practices in the strategic application of technologies and critical I/T trends. Seek guidance from your CIO Team.

6. Inventory and document your existing I/T resources, infrastructure, plans and portfolio of initiatives/family of systems. Understand all required and desired interfaces between systems & components. Seek guidance from your CIO Team.

7. Understand requirements of the technology infrastructure and assess the efficiency and effectiveness of the existing resources, to include business alignment as they pertain to the processes and technology being examined. Seek guidance from your CIO Team.

8. Assess which barriers prevent the adoption of critical technologies (lack of management support, lack of dedicated resources, resistance to change, lack of a shared vision, etc.) Seek guidance from your CIO Team.

9. Identify opportunities to leverage current & emerging technologies. Estimate and update funding requirements. Prepare Mission Needs Analysis (MNA). Seek guidance from your CIO Team.

Tools: 
See Acquisition Deskbook
  
http://web2.deskbook.osd.mil/default.asp
Transformation Tools

[image: image17.emf]Phase II: 

Decide

Phase I:

Assess

Phase III:

Execute

Learn

and

Apply

Phase II: 

Decide

Phase I:

Assess

Phase III:

Execute

Learn

and

Apply

Learn

and

Apply


Chapter I – Phase I contains the following representative tools:

· Tracking Sheet for Phase I Actions and Applicable Tools
· DoD eBusiness Management Framework Checklist
· ValueNet – Documenting Your Business Vision for the Future
· Business Models Examples & Alternatives Guide 

· Regulatory Guidelines (See Chapter 5)
· Customer and Stakeholders’ Requirements Survey Guidelines
· Mission & Business Objectives/Stakeholders’ Requirements Alignment Matrix
· Process Participant Survey
· Process Models – Examples and Alternatives
· IDEF Process Model – Single Step
· IDEF Process Model – Multiple Steps and Roles
· Business Architecture Guidelines
· Considerations for Determining Process Effectiveness Checklist
· Current Process/Mission & Business Objectives Alignment Matrix
Phase II: DECIDE

Opportunities Identification And Future State Planning
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Purpose

Once the current state of the business and mission has been refined, its key systems need to be analyzed for alignment with the business strategy and objectives.   In Phase II, the gaps that were identified in the previous phase are analyzed to determine what opportunities for improvements exist.   These opportunities are then prioritized according to criteria, such as ease, cost of implementation, expected positive impact and mandated response to newly identified needs and threats.   

These prioritized opportunities become the foundation of what the future business systems need to include. The latter half of Phase II involves planning for the execution of the selected opportunities.  In addition, the concepts and the business case for future business systems, including processes, organizational structure, and technology are validated and submitted for a decision by the appropriate authority to obtain funding and permission to execute the program(s) and project(s).
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Critical Success Factors
· Top level executive leadership sponsors the transformation effort.

· The empowered transformation governance body sets the example by “walking the walk” and positively rewarding new behaviors.

· Project leaders have a mission and customer-centered view of the organization, and understand the roles and relationships across the enterprise. 

· The Organization(s) is willing to break from existing paradigms, which preserve the status quo of their business systems; executive leadership assists in this effort by supporting innovation and new ideas.

· Project leaders take a cross-functional and cross-organizational view of the transformation effort to effectively prioritize improvement opportunities, thereby optimizing benefits for the entire DoD organization, not just portions of it.
Expected Outcomes
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Phase II should produce the following outcomes:

· Non-aligned areas (opportunities) have been prioritized according to established criteria (ease of implementation, return on investment, expected positive impact, newly mandated regulations, etc.) 

· Measurements have been established to evaluate success of future business systems

· The Business Case for the future design has been developed and presented to the appropriate authority for approval

· The concepts for the transformed processes, organizational and technology systems have been validated.

· Executive-level commitment has been secured to proceed with implementation of future design.  The appropriate authorities decide on funding and budget for the program(s)/project(s). If appropriate, the Mission Needs Statement is ready for submission IAW DoD 5000.2-R.

· Original assumptions are continually tested and validated, or rejected and updates are made to the business case and project plan.

[image: image21.wmf]The DoD eBusiness Management Framework
· The DoD eBusiness Management Framework provides a lens through which an organization can scope, prioritize, coordinate and monitor transformation initiatives.

· The Framework Checklist assists in applying the DoD eBusiness Management Framework from an enterprise perspective to ensure that the organization’s transformation efforts are in sync with the overall DoD efforts from a cross-functional and cross-organizational perspective.  The major components of the Framework are:

·  Strategic Assessment

· Governance

· Architecture

· Solutions Development

· Business Plans (includes Business Case) 

· The Framework Checklist is a tool used to identify barriers to implementing an effective enterprise-wide solution and to ensure interoperability among business systems cross-organizationally and cross functionally.   

· In Phase II of the Business Transformation Toolkit, the four major areas of the DoD eBusiness Management Framework that are most significant are Strategic Assessment, Business Plans & Business Case, Solutions Development and Architecture.
See Phase II Transformation Tools:  

“DoD eBusiness Management Framework Checklist – Phase II”
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Role of the CIO Team 

A. Add Value:

In Phase II, the CIO Team can add value to the organization’s mission by:

1. Helping the organization understand the regulatory environment and how to mitigate risk by compliance (see Chapter 5 for appropriate regulations for Phase II).

2. Helping the organization with architecture – the redesign of the business process (includes Operational View, Systems View and Technical View.)  See Business Architecture Guidelines – Phase I Tools.

3. Assisting with the development of business cases with the emphasis on the enterprise view, existing cross-functional and cross-organizational initiatives, financial planning, ITMRA requirements, Analysis of Alternatives (AoA) (technology options, etc.)

4. Working with OSD level for funding if the initiatives have enterprise benefits.

5. Addressing security requirements for future systems.

6. Conducting scenario-planning workshops on “to-be” design: enterprise, organization and sub-organization levels.

7. Educating the transformation team about the DoD Enterprise Software Initiative Steering Group, under the DoD CIO Council.  This group is developing and implementing a DoD Enterprise Process to identify, acquire, distribute, and manage Enterprise Software.  See the following website:    http://www.don-imit.navy.mil/esi/
8. Providing information and resources concerning accessibility requirements for technology initiatives:  See the following website:  http://www.section508.gov/
B. Perform Strategic IT Functions to meet Organization Mission Needs

In Phase II, the CIO Team should work with their organization mission and functional areas by reviewing current programs and processes to ensure they comply with ITMRA requirements for certification.  Key points the CIO Team should make sure their organization demonstrates, and are captured in a knowledge-based repository include the following:

1. Have work processes been redesigned to reduce costs and improve effectiveness (including benchmarking against comparable processes in other public or private organizations)?

2. Does the projected ROI support this alternative?

3. Are work processes, information flows, and technology integrated to achieve DoD strategic goals?

4. Do they maximize use of COTS and GOTS technology?

5. Do they reflect DoD technology vision?

6. Do they incorporate standards that enable information exchange and resource sharing while retaining flexibility?

7. Are there clearly established measures and accountability for program progress?  Are these measures linked to strategic goals?

8. Do all intended users or sponsors support the program(s)?

9. Does the acquisition strategy allocate risk between government and contractor? Does it effectively use competition?
See the ITMRA Certification Checklist in Chapter 3.

Transformation Actions for Phase II


As the Functional Manager and Transformation Team Leader, use the following checklist and transformation actions:

Checklist for Phase II:  DECIDE

1. Identify opportunities for transformation and incremental improvement projects.

Tools:
“Identifying Opportunities for Improvement Matrix”



See Electronic College of Process Innovation: 


 http://www.c3i.osd.mil/bpr/bprcd/
2. Establish target objectives for the opportunities and prioritize them with the current portfolio of initiatives and family of systems.  Seek guidance from your CIO Team.

Tool:
“Opportunity Prioritization Matrix”

3. Review DoD eBusiness Management Framework.  Understand all cross-functional and cross-organizational interaction and interface requirements. Seek guidance from your CIO Team.

Tool:
“DoD eBusiness Management Framework Checklist”

See GIG Guidance   http://www.c3i.osd.mil/org/cio/gpmlinks.html
4. Create a redesigned business system and update strategic plan that fulfills the vision and goals of your organization and that encompasses process, organization, architecture, information technology and supporting structures. Seek guidance from your CIO Team.

Tools:    
“Paradigm Busters with Industry Examples”

“Future State Roles and Skills”

“ERP Evaluation Tool”

Reference Process Model Tools in Chapter 1 – Phase I

See Chapter 5 and ITRMA Certification Tool
5. Establish measures for the newly designed business system, which demonstrates attainment of mission objectives.  Ensure consistency with balanced scorecard metrics and measurements. 

Tool:
“Measurement Attributes Matrix”
6. Develop a business case that outlines expected benefits and justifies cost. Consider outsourcing IAW appropriate regulations (OMB Circular A-76.)  

Tool:
“Business Case Methodology Overview”

See TurboBPR http://www.c3i.osd.mil/bpr/bprcd/3007.htm
See Chapter 5
7. Test the viability of the new design concepts and processes with scenario planning and simulation (include risk assessment). Understand the degree of impact expected from this transformation.

Seek guidance from your CIO Team.

8. Review and follow all DoD security protocols to ensure performance, authentication, PKI, IA, integrity, non-repudiation, and privacy issues. Seek guidance from your CIO Team.

Tool:
See Department of Defense Information Technology Security Certification Accreditation Process (DITSCAP) and DoDI 5200.40 

9. Develop alternative approaches to implementing the redesigned business system. Seek guidance from your CIO Team.

Tool:
“Business Case Methodology Overview”

See Chapter 5 and ITMRA Certification Tool 

See DoDD 5200.28

See TurboBPR http://www.c3i.osd.mil/bpr/bprcd/3007.htm
10. Develop a recommendation, finalize the Mission Needs Statement (MNS) and secure a decision from the appropriate authority for funding and execution.  

Tools:
See Acquisition Deskbook http://web2.deskbook.osd.mil/default.asp
See Chairman of the Joint Chiefs of Staff (CJCSI) 3170 Instruction  http://www.dtic.mil/doctrine/jel/cjcsd/cjcsi/3170_01B.pdf
Transformation Tools


Chapter 2 – Phase II contains the following tools:  

· Tracking Sheet for Phase II Actions and Applicable Tools
· DoD eBusiness Management Framework Checklist
· Identifying Opportunities for Improvement Matrix
· Opportunity Prioritization Matrix
· Paradigm Busters with Industry Examples
· Future State Roles and Skills
· ERP Evaluation Tool
· Measurement Attributes Matrix
· Business Case Methodology Overview
· Business Case Executive Summary
· Attachment A
· Attachment B
· Attachment C
· Regulatory Compliance Business Case Outline

Phase III: EXECUTE

Program Management, Development and Transformation Management


Purpose

The EXECUTE Phase of the Business Transformation Toolkit describes the actions required to execute the strategies and deliver the systems that the organization has decided and funded in Phase II.  Success of this phase depends greatly upon three focus areas:  Program Management, Process Improvement & Development and Transformation Management.

All programs and projects – large and small – require basic program and project management discipline. Consequently, ALL programs and projects in the DoD require ITMRA compliance.
The actions in the EXECUTE phase will emphasize some of the key actions for larger programs due to additional regulatory compliance requirements such as DoD Directive 5000.2-R (DoD’s Mandatory Procedures for Major Defense Acquisition Programs and Major Automated Information Systems) and the Chairman of Joint Chiefs of Staff Instruction (CJCSI) 3170.01B. 
To facilitate with the transformation programs and projects, change management techniques should be employed, including recruiting sponsorship, establishing a change leadership team, creating a communications plan, and providing necessary training.

The most critical transformation tool in Phase III of the toolkit is the ITMRA Certification Checklist.  Developed by the DoD, this comprehensive checklist addresses the mandates of ITMRA and assists CIOs in validating that the IT investments support core mission functions and is consistent with the enterprise organization’s architecture. The checklist examines IT investments to ensure they reflect a portfolio management and family of systems approach, reduce risk and encourage incremental, phased approaches to transformation initiatives.


Critical Success Factors

· Project Leaders understand the organization’s capacity for change and support change management practices.  

· Project Leaders recognize and leverage interoperable opportunities  across the organization.

· Executive Leadership fully supports the transformation and is willing to take an active role to demonstrate their support throughout the organization.

· Leaders hire, promote and develop team members who can implement the vision and strategies.

· Leaders continue to reinvigorate the transformation process with innovative techniques and approaches to increase the organization’s willingness and ability to transform.

· Leaders instill a high sense of urgency with constituencies at all levels of the organization.

· Leaders share a clear, tangible, and specific vision, with all constituencies. This vision complies with Joint Vision 2020, the Defense Planning Guidance (DPG) and other DoD enterprise vision/strategy documents.

· Project Leaders manage projects rigorously using integrated, holistic, and staged plans with measurable goals.

· Leaders will utilize an effective, two-way communication program.

· Availability of appropriate resources to manage and implement the change.

· A framework and language for dealing with the structure and process of change.

Expected Outcomes


· Executive sponsors are committed to transformation implementation.

· Leaders plan for and create short-term wins.

· Thorough project plan for transformation has been created, including tasks, resources, dates, costs, and dependencies.  These programs and projects comply with the ITMRA and other appropriate regulatory requirements.

· Processes have been transformed and are aligned with business objectives.

· Impacted organizational and technology structures have been changed to align with business and mission objectives.

· Project managers have strategies to remove obstacles to change.

· Leaders encourage risk considering nontraditional ideas, activities and actions.

· Managers recognize and reward team members that are involved in improving the transformation process.

· Change management techniques are planned for execution to facilitate transformation.

· Original assumptions are continually tested and validated, or rejected and updates are made to the business case and project plan.

The DoD eBusiness Management Framework 
· The DoD eBusiness Management Framework provides a lens through which an organization can scope, prioritize, coordinate and monitor transformation initiatives.

· The Framework Checklist assists in applying the DoD Business Management Framework from an enterprise perspective to ensure that the organization’s transformation efforts are in sync with the overall DoD efforts from a cross-functional and cross-organizational perspective.  The major components of the Framework are:

· Strategic Assessment

· Governance

· Architecture

· Solutions Development

· Business Plans (includes Business Case) 

· The Framework Checklist is a tool used to identify barriers to implementing an effective enterprise-wide solution and to ensure interoperability among business systems cross-organizationally and cross functionally.   

· In Phase III of the Business Transformation Toolkit, the most applicable area of the Framework is Governance given that the “Execute” phase consists of program management, process improvement and transformation management.  At this stage, governance is inclusive of strategy, business case, architecture and solutions development because program/project management must encompass all of these components.
See Phase III Transformation Tools:  

“DoD eBusiness Management Framework Checklist – Phase III”
Role of the CIO Team


A.
Add Value
In Phase III, the CIO Team can add value to the organization’s mission by:
1. Assisting the organization in bridging the business transformation programs/projects and the warfighter transformation programs/projects.

2. Assisting the functional community and program management community by proactively involving the CIO in the entire transformation process, especially the acquisition programs and milestones.

3. Assisting in helping the organization understand the regulatory environment, how to mitigate risk and ensure compliance with regulations and laws (see Chapter 5 for appropriate regulations for Phase III).

4. Assisting the organization by applying the key directives from ITMRA. See the ITMRA Certification Tool.

5. Assisting the organization in identifying barriers such as policies, laws/regulations, funding, skill sets, and culture that prevent the adoption of critical technologies.

6. Assisting in helping the organization with architecture and the transformation of the business process (includes Operational View, Systems View and Technical View).  See Business Architecture Guidance in Chapter 1.

7. Assisting with education and training for business transformation:

· Provide access to Subject Matter Experts 

· Provide appropriate references and resources 

· Conduct workshops or brown bags (depending on complexity)

· Provide education and training tools

· Provide continuous communication using various media: portals, intranet, CD ROMs, newsletters, videos, etc.

8. Assisting in identifying key resources for change management and Rapid Improvement Campaigns:

· Recommend the DoD Change Management Center (CMC) as appropriate and review current change management campaigns and engagements.  The CMC Rapid Improvement Team (RIT) process applies strategies and various tools to drive change.  See http://cmckc.meridianksi.com
· Recommend the DISA Operational Process Improvement Center as appropriate: See http://www.opio.disa.mil

· Understand and communicate overarching cultural imperatives that would affect change 

9. Assisting in managing the transition:

· Assist in coordination and collaboration efforts by helping the component contact:

· The Defense eBusiness Program Office: http://www.defenselink.mil/acq/ebusiness/index.htm
· Existing councils, boards and committees

· Existing Integrated Project Teams and WIPTs

· Existing Programs or Initiatives

· Other offices that can take action or make decisions

· Partners in Industry, Government or Academia for lessons learned and best practices

· For the Inter-Agency Benchmarking & Best Practices Council: http://www.va.gov/fedsbest/index.htm
· For examples of Military Lessons Learned resources – See http://call.army.mil/
· Create a new IPT and designate an appropriate lead

· Create Program Management Office for joint or cross-functional initiatives as appropriate

10. Assisting Program Managers in program assessment through PIR, analysis and assessment. 

11. Assisting Program Managers with an acquisition strategy that plans the use of independent expert reviews for all ACAT I through ACAT III software-intensive programs.

B. Perform Strategic IT Functions to meet Organization Mission Needs

In Phase III, the CIO Team should work with their organization mission and functional areas by reviewing current programs and processes to ensure they comply with ITMRA requirements for certification.  Key points the CIO Team should make sure their organization demonstrates, and are captured in a knowledge-based repository include the following:

1. Have work processes been redesigned to reduce costs and improve effectiveness (including benchmarking against comparable processes in other public or private organizations)?

2. Does the projected ROI support this alternative?

3. Are work processes, information flows, and technology integrated to achieve DoD strategic goals?

4. Does it maximize use of COTS and GOTS technology?

5. Does it reflect DoD technology vision and IT Strategy published by the DoD CIO?

6. Does it incorporate standards that enable information exchange and resource sharing while retaining flexibility?

7. Are there clearly established measures and accountability for program progress?  Are these measures linked to strategic goals?

8. Do all intended users or sponsors support the program(s)?

9. Does the acquisition strategy allocate risk between government and contractor? Does it effectively use competition?

10. Will it have fully tested pilots, simulation or prototypes before production / deployment?

11. Does the AIS implement Information Assurance, Security and PKI IAW DoD guidance?

12. Will it be implemented in a phased strategy?

Transformation Actions for Phase III

As the Functional Manager and Transformation Team Leader, use the following checklist and transformation actions:

Checklist for Phase III

All programs and projects – large and small – require basic program and project management discipline.  The actions in the EXECUTE phase will emphasize some of the key actions for larger programs due to regulatory compliance requirements. However, ALL programs and projects in the DoD require ITMRA compliance.
A.  Program Management

1. For all programs and projects – large and small:  

· Plan both the technical and project management activities

· Manage the triple constraints to sponsor/stakeholder satisfaction: Schedule, Cost and Specifications (performance).

· Organize the project: Forming the team, setting up systems to document the project, and setting up project plans & processes to organize, control and manage the project.

· Constantly seek user feedback and use iterative/spiral/modular development, testing and training.

See the Project Management Institute (PMI) at http://www.pmi.org
2. For Larger Programs:  Follow and execute the Program Management and Acquisition Milestones in accordance with DoD 5000.2-R:

· Milestone A

· Concept & Technology Development

· Develop Program Management Plan to include a cost-effective data management system and appropriate digital environment

· Manage to Cost, Schedule and Performance parameters

· Develop and implement software management strategy

· Update & refine business processes (detailed level of effort)

· Develop appropriate acquisition documentation such as TEMP, CARD, SAMP, SEMP, AoA, EA, IA strategy, C4IS Plan, etc.

· Milestone B

· Systems Development & Demonstration

· Update SAMP

· Develop plans such as Rollout Plan, PIR Plan, IV&V, IOT&E, Integrated Logistics Support Plan, etc.

· Using Integrated Product Teams (IPT) and other approaches, involve functional users throughout the development process

· Milestone C Plus

· Production & Deployment

· Conduct maintenance, FOT&E and PIR Analysis

· Operations & Support

· Demilitarization & Disposal

Tools: 
“ITMRA Certification Checklist”

See the Acquisition Deskbook http://web2.deskbook.osd.mil, 

Reference DoD 5000.2-R – See Chapter 5
B.  Process Improvement & Development

1. Review DoD eBusiness Management Framework.  Understand all cross-functional and cross-organizational interaction and interface requirements.  Seek guidance from your CIO Team.

Tools:
“DoD eBusiness Management Framework Checklist”

See GIG Guidance http://www.c3i.osd.mil/org/cio/gpmlinks.html
2. Review Capability Maturity Model (CMM) guidelines for Software Engineering Management practices. Conduct Self-Assessment as to which CMM level the project is striving to obtain.

Tool:
See Management Practices at http://www.sei.cmu.edu/managing/managing.html

C.  Transformation Management
1. Determine scope of change required by recommended future state business systems. 

Tool:   “Transformation Team Roles and Responsibilities”

2. Develop change strategy and plan. Contact the DoD Change Management Center (CMC) as appropriate and review current change management campaigns and engagements.  The CMC Rapid Improvement Team (RIT) process applies strategies and various tools to drive change. 
Tools:   “Transformation Leadership Capabilities”



  See http://cmckc.meridianksi.com
3. Develop a communications plan. 

Tool:   “Communications Plan Guidelines & Lessons Learned"

4. Develop and provide necessary training.  Examine all skill sets and required capabilities.

5. Manage the transition. 

Tool:   “Transformation Leadership Capabilities”
6. Manage change resistance.

Tool:   “Transformation Leadership Capabilities”

7. Evaluate program/project progress and modify as need.
Transformation Tools


Chapter 3 – Phase III “EXECUTE” contains the following tools:  

· Tracking Sheet for Phase III Actions and Applicable Tools
· ITMRA Certification Checklist
· Regulatory Guidelines (See Chapter 5)
· DoD eBusiness Management Framework Checklist
· Transformation Team Roles and Responsibilities
· Transformation Leadership Capabilities
· Communications Plan Guidelines & Lessons Learned
Learn and Apply


Purpose

During each phase of transformation, program/project team members should take an active role in learning and applying lessons learned and best practices that are experienced by others and themselves. These “nuggets of knowledge” are garnered from both successes and mistakes.  

An important activity in transformation management involves sharing information and learning from people, tools and other resources by using the enabling effects of technology, processes, and organizational culture. This chapter highlights ways transformation teams can capture, reuse and apply knowledge. 

Critical Success Factors

· The Transformation Team has a defined strategy to apply lessons learned and incorporate best practices in every phase.

· Leadership is committed to dedicating appropriate resources to plan and capture learning and knowledge sharing activities.

· Every member of the Transformation Team understands the level of effort in capturing lessons learned and sharing knowledge.

· Appropriate technologies are used for collaborating, managing and sharing content.

Expected Outcomes


· Successful transformation programs systematically leverage information and knowledge to improve performance.

· Lessons learned from each phase of the transformation process are captured, codified, and applied.  These lessons are made available to appropriate personnel.

· The Transformation Team understands the benefits of successful knowledge sharing and is motivated to contribute and reuse this knowledge.

· Program managers invest in technologies and processes to share ideas.

The DoD eBusiness Management Framework 

· The DoD eBusiness Management Framework provides a lens through which an organization can scope, prioritize, coordinate and monitor transformation initiatives.

· The Framework Checklist assists in applying the DoD eBusiness Management Framework from an enterprise perspective to ensure that the organization’s transformation efforts are in sync with the overall DoD efforts from a cross-functional and cross-organizational perspective.  The major components of the Framework are:

·  Strategic Assessment

· Governance

· Architecture

· Solutions Development

· Business Plans (includes Business Case) 

· The Framework Checklist is a tool used to identify barriers to implementing an effective enterprise-wide solution and to ensure interoperability among business systems cross-organizationally and cross functionally.   

· In the “Learn and Apply” chapter of the Business Transformation Toolkit (applicable across all three phases: Assess, Decide, and Execute), the three major areas of the DoD eBusiness Management Framework that are most significant are Strategic Assessment, Solutions Development, and Governance.
See Learn and Apply Transformation Tools:  

“DoD eBusiness Management Framework Checklist – Learn and Apply”

Role of the CIO Team

The role of the CIO Team in a learning organization is to support the strategic development and evolution of an environment conducive to effective knowledge sharing and collaboration across numerous physical and cultural boundaries.  

The  DoD Joint Vision 2020 states: “The joint force must be able to take advantage of superior information converted to superior knowledge to achieve “decision superiority.” The goal of the “decision superiority” requires both a responsive, knowledge-rich infostructure as well as concerted programs to improve decision or “sensemaking” for optimum use of the information and expertise available. 

In organizations that have staffed positions responsible for knowledge management and e-learning outside of the CIO, the CIO should provide strategic and enterprise level information management and technology support to the Chief Knowledge Officer (CKO) or the Chief Learning Officer (CLO) functions.  Many DoD CIOs have CKO functions within their organization and therefore should be prepared to lead these efforts for the Enterprise.  In either case, the CIO plays a vital role in generating support for and implementing knowledge capture and collaborative environments.   

A. Add Value

In the Learn and Apply part of the Business Transformation Toolkit, the CIO can add value to the organization by:

1. Assisting the program manager in identifying barriers such as technology, policies, funding, skill sets, and culture that prevent the adoption of learning and sharing knowledge.

2. Assisting in helping the organization with collaborative technological strategies and solutions.

3. Assisting with education and training on best practices and lessons learned:  

· Provide information on critical components of a knowledge sharing program

· Provide access to Subject Matter Experts 

· Provide appropriate references and resources 

· Conduct a workshop or brown bag (depending on complexity)

· Provide education and training tools

· Provide continuous communication using various media: portals, intranet, CD ROMs, newsletters, videos, etc.

4. Assisting Program Managers with an access management and security strategy that plans for access privileges, authentication and authority levels for the lessons learned and knowledge-based repository.

Transformation Actions

As the Functional Manager and Transformation Team Leader, use the following checklist and transformation actions:

Checklist for Learn & Apply Actions for Transformation

1. Review DoD eBusiness Management Framework for applicable elements including strategic assessment, solutions development, and governance.


Tool:  “DoD eBusiness Management Framework Checklist”

2. Examine critical enablers for learning and knowledge sharing.

3. Review how your organization shares best practices, models business processes, and does research & development.

4. Understand the following components of a knowledge-sharing program and apply those most pertinent to the Transformation Program and/or Project.  Seek guidance from your CIO Team.

· Program/Project Document & Content Management

· Communities of Practice and Communities of Interest

· After-Action Learning

· Best Practices and Intellectual Capital Management 

· Business Intelligence

· Knowledge Portals

· Knowledge Roles 

· Distributed Learning: Asynchronous and Synchronous

· Collaboration Tools

5. Based on the transformation program needs, investigate and review available resources with the Department and other federal agencies. Seek guidance from your CIO Team.

Tools:
See DoD CIO Web Site:  

See First Gov KM Web site: http://www.km.gov
Knowledge Management Web Sites: 



http://web2.deskbook.osd.mil/KMS/General_KM.htm
6. Agree on process for collecting information, best practices and lessons learned. Review the After-Action Report process and apply during each phase of transformation.

Tools:
See the Center for Army Lessons Learned (CALL) for

 description and instruction on AARs

Web Site: http://call.army.mil/
7. Develop an access management plan and integrate security requirements. Review information and resources concerning accessibility requirements for technology initiatives. Seek guidance and guidance from your CIO Team.

Tools: 
http://www.section508.gov/

8. Acquire and use technology tools for collaboration and sharing.  Identify communities of practice and develop strategy. Seek guidance from the CIO Team.

Tools:
“Communities of Practice Guidelines”

Transformation Tools
Chapter 4 – Learn and Apply contains the following tools:

· Tracking sheet for Chapter 4 Learn and Apply Actions and Applicable Tools (includes Referenced web sites and URLs)
· The DoD eBusiness Management Framework Checklist
· Communities of Practice Guidelines
Regulatory Guidance

The following matrix explains which regulations need to be considered in the different phases of the transformation process and who should be checking for regulatory compliance (the Functional Manager and/or the CIO Team).


Phase I:

ASSESS
Phase II:

DECIDE
Phase III:

EXECUTE

Role of the Functional Manager 
GPRA, ITMRA, DoD D5000.1 and 5000.2-R
ITMRA, OMB M-97-02, OMB A-11, OMB A-130, DoD D5000.1 and 5000.2-R, , CJCSI 3170.01B, GPEA
ITMRA, DoD D5000.1 and 5000.2-R, OMB M-00-07, CJCSI 3170.01B, Privacy and Computer Matching Acts, OMB M-99-05, OMB M-99-18

Role of the CIO Team
DoDD 8190.2, PRA, ITMRA, Title 10, OMB M-00-07, OMB A-130, Draft DoDD on Roles & Responsibilities of CIO
ITMRA, Title 10, GPEA, Draft DoDD on Roles & Responsibilities of CIO
DoD D 5200.28, National Defense Authorization Act of 1999 Title 10, Draft DoDD on Roles & Responsibilities of CIO

Phase I (ASSESS) encompasses the baseline strategies and a basic understanding of the organization, processes, and technology enablers.  In this phase it is crucial to insure that DoD Components are doing strategic and capital planning in accordance with regulatory guidance in ITMRA, GPRA, OMB A-130, acquisition strategies as per DoD D5000.2-R.

Phase II (DECIDE) phase involves the redesign of future business systems, and hence requires the Components to adhere to regulatory guidelines in strategic planning, capital planning and investment control, acquisition (DoD 5000.2-R, CJCSI 3170.01B), electronic government (GPEA), and security.

Phase III (EXECUTE) phase involves compliance with guidance similar to Phase II, except the addition of privacy requirements and Title 10 (National Defense Authorization Act for FY 1999) and DoD 5000.2-R & CJCSI 3170.01B for program management and acquisition guidelines.

Regulatory Guidance Checklist
Regulatory guidance is critical to ensure success of the Business Transformation Toolkit.  This list addresses top-level statutes and DoD policies limited to the first and second level of the DoD Directives.  It is assumed that DoD service/agency regulatory instructions and directives are derived from the top-level statutes and the DoD Directives.  The following regulatory requirements are taken directly from the legislation but have been adapted so that they are applicable to you and for your information management and process improvement efforts
: 
1. Strategic Planning:  Government Performance and Results Act (GPRA); Paperwork Reduction Act (PRA); Department of Defense Directive 8190.2. CJCSI 3137.01A for Joint Warfighting Capabilities Assessment Process.

2. Capital Planning and Investment Control: Information Technology Management Reform Act (ITMRA); OMB Capital Programming Guide; GAO Information Technology Investment Management; Office of Management and Budget (OMB) Memorandum M-97-02 (Funding Information Systems Investments also known as Raines’ Rules)*; OMB Circular No. A-11, OMB Circular No. A-130 Management and Use of Information  (65 FR 77677; December 12, 2000).

3. Acquisition:  DoD Directive 5000.2-R (DoD’s Mandatory Procedures for Major Defense Acquisition Programs and Major Automated Information Systems – See Acquisition Deskbook at http://web2.deskbook.osd.mil/default.asp), Chairman of Joint Chiefs of Staff Instruction (CJCSI) 3170.01B, at http://www.dtic.mil/doctrine/jel/cjcsd/cjcsi/3170_01b.pdf, Federal Acquisition Streamlining Act (FASA).

4. Security (Information Assurance):  DoD Public Key Infrastructure (PKI) Guidance and Policy Memorandum, August 12, 2000; Policy Guidance for use of Mobile Code Technologies in DoD Information Systems, November 7, 2000; Computer Security Act of 1987 (Pub. L. 100-235); Government Information Security Reform Act (P.L. 106-398); OMB Memorandum M-99-20 (Security of Federal Automated Information Resources); OMB Memorandum M-00-07 (Incorporating and Funding Security in Information Systems Investments); OMB Memorandum M-01-08 (Guidance on Implementing the Government Information Security Reform Act); OMB Circular No. A-130 Appendix 3; “Security Requirements for Automatic Data Processing Systems,” DoD Directive 5200.28
. DoDD 5200.28 provides mandatory minimum Automatic Information Systems (AIS) security requirements and updates uniform policy for safeguarding classified, sensitive unclassified, and unclassified information processed in AIS.   Additional guidance is contained in Federal Information Security Assessment Framework (November 28, 2000) prepared by the National Institute of Standards and Technology. For Information Assurance Certification process information, see DODI 5200.40 and DoD 8510.1-M (Information Technology Security Certification and Accreditation Process).

5. Electronic Government:  Government Paperwork Elimination Act (GPEA); OMB Memorandum M-00-10 (OMB Procedures and Guidance on Implementing the Government Paperwork Elimination Act); OMB Implementation of the Government Paperwork Reduction Act (May 2, 2000).

6. Overall Information Management:  Paperwork Reduction Act as Amended in 1995 (PRA); OMB Circular No. A-130 Management and Use of Information; Additional Information Technology Responsibilities of Chief Information Officers – Public Law 105-261, Section 331 (National Defense Authorization Act for FY 1999) – Title 10.  A significant amount of additional guidance on a range of information management issues, including the Federal Enterprise Architecture Framework and the Architecture Alignment and Assessment Guide, is available from the Federal Chief Information Officers Council (www.cio.gov).   

7. Privacy:  The Privacy Act, as amended (5 U.S.C. 552a) including the Computer Matching Act; OMB Memorandum M-01-05 (Guidance on Inter-agency Sharing of Personnel Data – Protecting Personnel Privacy); OMB Memorandum M-99-05 (Instructions on Complying with President’s Memorandum of May 14, 1998 “Privacy and Personnel Information in Federal Records”); OMB Memorandum M-99-18 (Privacy Policies on Federal Web Sites).

REGULATORY GUIDANCE CHECKLIST

I.
STRATEGIC PLANNING

Applicable Regulation
Guidance
Yes or No 
Comments

GPRA
Do you have a comprehensive mission statement covering the major functions and operations of your agency/service?




Do your general goals and objectives include outcome-related goals and objectives for the major functions and operations of your agency/service?




Do you have descriptions of how your goals and objectives are to be achieved, including a description of the operational processes, skills and technology, and the human, capital, information, and other resources required to meet those goals and objectives?




Do you have a description of how the performance goals included in the plan are related to the general goals and objectives in your agency/service’s strategic plan?




Do you have a description of the program evaluations used in establishing or revising general goals and objectives, with a schedule for future program evaluations?




Have you established performance goals to define the level of performance to be achieved by a program activity?




Do your Plans express such goals in an objective, quantifiable, and measurable form where possible?




Do your Plans briefly describe the operational processes, skills, and technology, and the human, capital, information, or other resources required to meet the performance goals?




Do your Plans establish performance indicators to be used in measuring or assessing the relevant outputs, service levels, and outcomes of each program activity?




Do your Plans provide a basis for comparing actual program results with the established performance goals, and do they describe the means to be used to verify and validate measured values?



PRA
Are you fulfilling the goals of the PRA to reduce, minimize, and control information collection burdens imposed on the public?




Are you using appropriate information technology to reduce burden and improve data quality, agency efficiency and responsiveness to the public?



DoDD 8190.2
Are you fostering and promoting the integration of eBusiness technologies into reengineered or improved processes consistent with the requirements of Public Law 104-106 (reference c)?




Are you using electronic business operations that employ EB/EC principles, concepts, and technologies in the entire range of DoD operations?




Are you planning, developing, and implementing EB/EC from a DoD-wide perspective to provide for integrated and uniform program direction and planning?



II.
CAPITAL PLANNING AND INVESTMENT CONTROL

The DoD has taken a number of steps to ensure compliance with, and in fact the DoD CIO has an ITMRA certification program to ensure that information technology investments serve their intended purpose, and are cost efficient.  See Chapter 3 Transformation Tools for the ITMRA Compliance Checklist. A demo of the ITMRA certification program (produced by the Department of the Navy) can be accessed at http://www.bcinow.com/demo/clinger-cohen/.

A Capital Planning and Investment Control Process should ask three basic questions:

· Should we do this project?

· How are we doing on this project?

· How well did we do this project?

These fundamental questions apply to all types of investments, not just IT.  The Federal Government has enacted a broad range of legislation, based on private sector “best practices” to bring Federal Agencies into the Information Age.  

Applicable Regulation
Guidance
Yes or No 
Comments

ITMRA 
Does your Agency have a CIO that reports to the Agency head?




Do you have goals for improving the efficiency and effectiveness of organizational operations, and as appropriate, the delivery of services through the effective use of IT?




Are you ensuring that performance measures are prescribed for IT and that the measures demonstrate how well IT supports your programs?




The ITMRA statute requires the DoD CIO to notify the Congress of MAIS certifications in a timely manner.  Such notifications to Congress must include program funding baseline, milestone schedule, & at a minimum, confirmation that the following requirements have been satisfied with respect to the program:

· Business Process Reengineering (BPR)
· Analysis of Alternatives (AoA)

· Economic Analysis (EA)

· Performance Measures (PM)

· Information Assurance (IA)




Do you quantitatively benchmark performance against comparable processes and other organizations, in terms of cost, speed, productivity, and quality of outputs and outcomes?




Have you performed an analysis of missions of the executive agency and, based on the analysis, revisions to the executive agency’s mission-related processes and administrative processes, as appropriate before making significant investments in information technology that is to be used in support of the performance of those missions?




Have you prepared an annual report of progress towards goals to be included in budget submission to Congress, and ensure that information security policies, procedures, and practices are adequate?




Finally, based on Section 5132 of the Act, does your Agency satisfy Congressional requirement that agencies make an annual 5% improvement in productivity through the use of IT?



OMB (Memo 97-02) and Circular No. A-130
Do you understand and are you implementing the legislative guidance on the importance of aligning technology and sound business requirements ?



OMB Circular No. A-11
Do you prepare and submit budget estimates based on requirements for Exhibit 53:

· IT investments linked to mission areas (including financial management.)

· IT infrastructure and Office Automation (to help agencies illustrate the scale and scope of what is frequently taken for granted.)

· IT Architecture Development and Planning.

· Total IT Costs (Resource Summary.)




Do you prepare an IT Capital Plan that includes:

· A section on all IT Capital Asset Plans for major information systems or projects, including a subsection on how the Agency manages its other IT investments, as required by ITMRA.

· A section for Information on Financial Management, and a section for the Agency’s IT Investment Portfolio.

· A section that demonstrates the criteria it will use to select the investments into the portfolio, how it will control and manage its investments, and how it will evaluate the investments based on planned performance versus actual accomplishments.

· A section that includes a summary of the security plan from the agency’s five-year plan as required by the PRA and Appendix III of the Circular No. A-11.



III.
ACQUISITION

The Federal Acquisition Streamlining Act of 1994, Title V, implements Congress’ concern for better management and performance in the acquisition of capital assets, including IT.

Applicable Regulation
Guidance
Yes or No 
Comments

DoD 5000.2-R
Do your acquisition programs establish program goals – thresholds and objectives – for the minimum number of cost, schedule, and performance parameters that describe the program over its life cycle?




Are your program goals linked to the DoD Strategic Plan and other appropriate subordinate strategic plans, such as Component and Functional Strategic Plans and the Strategic Information Resources Management Plan?




Do you have an acquisition strategy consistent with the policy and guidance in DoD 5000.2-R?




Is your acquisition strategy driven by family-of-systems or mission area requirements for interoperability?




Does your acquisition strategy reflect dependency on planned capability being achieved by other programs?



FASA Title V
Do you institute a performance-based planning, budgeting, and management approach to the acquisition of capital assets?




Do you establish cost, schedule, and performance goals that have a high probability of successful achievement (law requires the CFO/Comptroller of Agency to perform or validate cost estimate)?




Do you achieve a 90% standard for meeting cost, schedule, and performance goals?




For projects that are not achieving 90% of original goals, are you taking corrective actions to bring those projects up to expectations?




If projects cannot achieve goals, do you identify how and why the goals should be revised, whether the project is still cost beneficial and justified for continued funding, or whether is should be canceled?




Do you establish gain-sharing incentive systems for acquisition/program offices?



IV.
SECURITY (INFORMATION ASSURANCE)

The OMB Memorandum M-00-07 emphasizes security in IT investments, and OMB Circular No. A-130 Appendix 3 – Security, sets forth the regulations for automated information.  Statutory guidance is contained in the Computer Security Act and the Government Information Security Reform Act.  DoD D5200.28
 provides mandatory minimum Automatic Information Systems (AIS) security requirements and updates uniform policy for safeguarding classified, sensitive unclassified, and unclassified information processed in AIS.  For Information Assurance Certification process information, see DODI 5200.40 and DoD 8510.1-M (Information Technology Security Certification and Accreditation Process).

Applicable Regulation
Guidance
Yes or No 
Comments

DoD Directive 5200.28
Do you have a security strategy and is it described in a security model of the architecture that is traceable through requirements, design, implementation, and operating procedures?  Are the investment and acquisition features of your strategy consistent with the architecture described in the program’s C4I Support Plan?  Is your security strategy consistent with DoD security policy?




Do you have an approach that addresses how specific security features will be tested and certified (i.e. level of access, number of allowable passwords, response of system to an incorrect password, etc.)?



OMB Memo M-00-07 
Are your IT investments included in the President’s Budget:

· Tied to your Agency’s information architecture and demonstrate consistent security controls for systems and applications?

· Explicitly break out security costs in lifecycle costs?

· Include a security plan that addresses seven specific areas?

· Protect privacy and confidentiality?



OMB Cir No. A-130 Appendix 3 – Security
Have you established – based on risk and potential for damage – a minimum set of controls that can be included in Federal automated information security programs?




Are your automated information security programs and agency management control systems established in accordance with OMB Circular No. A-123?



V.
ELECTRONIC GOVERNMENT

The Government Paperwork Elimination Act (GPEA) of 1998 was enacted to enable a digital interface with all Federal agencies.  GPEA is now beginning to influence agency decision-making in such areas as incorporating industry standards on data exchange, digital interfaces, digital signatures, and in providing for electronic record keeping and automating internal workflow. Under the GPEA, agencies are required to prepare a business case and follow ITMRA/A-11.   OMB issued final guidance on implementing GPEA in the spring of 2000 (M-00-10) and in a separate document entitled OMB Implementation of the Government Paperwork Reduction Act (dated May 2, 2000)  requiring agencies to “ensure a smooth and cost-effective transition to a more electronic government.”  Finally, agencies were required by OMB Memorandum M-01-10 to develop and submit to OMB a plan for implementing GPEA.  OMB has issued guidance on preparing these plans in a memorandum entitled Achieving Electronic Government:  Instructions for Plans to Implement GPEA (July 25, 2000).

Applicable Regulation
Guidance
Yes or No 
Comments

GPEA
Are you building and deploying electronic systems to complement and replace paper-based systems to be consistent with the need to ensure that investments in I/T are economically prudent to accomplish your agency’s mission, protect privacy, and ensure the security of its data?




Do you use business cases to evaluate costs and benefits and appropriate risk analysis, recognizing that low-risk information processes may need only minimal consideration, while high-risk processes may need extensive analysis?




Do your business cases identify strategies to mitigate risks and maximize benefits in the context of available technologies, and the relative total costs and effects of implementing those technologies on the program being analyzed?




Do your business cases contain baselines and verifiable performance measures that track your agency’s mission, strategic plans, and tactical goals, as required by the ITMRA? 




Do you assess your project costs and benefits so as to generate a business case and verifiable return on investment to support your agency decisions regarding overall programmatic direction, investment decisions, and budgetary priorities?



VI.
Overall Information Management

OMB Circular No. A-130 provides guidance on the management and use of information.  A-130 has been revised to incorporate ITMRA, and is consistent with Circular No. A-11.  Circular No. A-130 establishes strong linkages between GPRA Strategic Plan and IT investments, including the requirement to create and maintain Enterprise Architecture.  The CIO Council has prepared two documents providing guidance on content of Enterprise Architectures and how they should be linked to the Capital Planning and Investment Control Process.

Applicable Regulation
Guidance
Yes or No
Comments

OMB Circular No. A-130
Is your Capital Investment Plan linked to the Strategic Plan and vice versa?




Does your Capital Investment Plan provide meaningful details on how the investment relates to the overall missions and the goals of your agency?



National Defense Authorization Act of FY 1999 (Title 10)
Do your information technology and national security systems ensure interoperability?



VII.
Privacy

The basic principles of privacy and disclosure are:

· Electronic authentication should only be required where needed.

· Tailor authentication needs to the transaction and the participants.

· Avoid collecting information that is more detailed than required.

· Inform participants that information collected will be managed consistent with the Privacy Act, Computer Security Act, and any other applicable laws.

Applicable Regulation
Guidance
Yes or No 
Comments

Privacy and Computer Matching Act
Are you consistent with the best practice principles outlined in the law, to include practices in authentication, and collection and dissemination of information?




If you are creating a new system of records, have the requirements of the Act been complied with?



OMB M-01-05
Prior to any data sharing, have you reviewed and ensured that it meets the Privacy Act requirements for computer matching, including developing a computer matching agreement and publishing notice of the proposed match in the Federal Register; OMB Guidance on Computer Matching (54 Fed. Reg. 25818, June 19, 1989); and OMB

Circular A-130, Appendix I, "Federal Agency Responsibilities for Maintaining Records About Individuals."



Chief Financial Officer (CFO) Regulatory Guidelines

The DoD has to adhere to specific financial management policy and regulation as outlined in DoD Financial Management Regulation (DoD FMR) 7000.14-R.  The DoD FMR 7000.14 regulations govern financial management by establishing and enforcing requirements, principles, standards, systems, procedures, and practices applicable to the DoD.  This regulation provides statutory and regulatory financial reporting requirements and directs financial management requirements, systems, and functions for all appropriated, working capital, revolving, and trust fund activities.  The DoD FMR can be accessed at the URL link http://www.dtic.mil/comptroller/fmr. The CFO is also responsible for documenting ITMRA performance reports in Annual Reports.

Volume 2 of the DoD FMR 7000.14-R was updated June 28, 2000 and contains established procedures for use by all DoD Components.  Volume 2 can be accessed at the URL link http://www.dtic.mil/comptroller/fmr/02a/index.html.

In addition, OMB has issued the following guidance (applicable to the DoD) on financial management:

· OMB Circular A-11, Part 3: Planning, Budgeting, and Acquisition of Capital Assets, updated in July 2000.  Of particular interest is Section 300 B of Circular A-11 that contains a sample checklist for Capital Asset Planning and Justification.

· OMB Circular A-123: Management Accountability and Control

· OMB Circular A-127: Policies and Standards for Financial Management Systems Transmittal Memorandum #2

· OMB Circular A-134: Financial Accounting Principles and Standards

· OMB Circular A-50: Audit Follow-up

OMB circulars can be accessed at http://www.whitehouse.gov/omb/circulars/index-ffm.html.
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� The Business Transformation Toolkit is a continuation of “The Way Ahead, version 1.0,” published May 2001 and the study titled “e-Business Management Framework Assessment,” dated October 27, 2000.


� This is not a comprehensive list, but does include the most significant documents.


* Incorporated in and superceded by OMB Circular No. A-130  (65 FR 77677; December 12, 2000). 


� New directives in the 8500 series will superceded 5200.28 and 5200.40.


� New directives in the 8500 series will supercede 5200.28 and 5200.40.
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