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DEFENSE MESSAGE SYSTEM SECURITY POLICY

1.  Purpose.  This document prescribes the security policy and associated security requirements applicable to the Defense Message System (DMS), especially as it applies to organizational messaging.  It applies to DMS implementations and defines the rules governing the protection of DMS data, services, resources, and security services associated with DMS applications and processes.  The design, implementation and operation of the DMS must support the complete and consistent enforcement of this security policy.

2.  Applicability.  DMS provides electronic delivery of messages within the Department of Defense (DoD) and intelligence communities for organizations and individuals (formal messaging and informal electronic mail).  The DMS is intended to provide messaging and directory services to all strategic and tactical users, access to and from worldwide locations, and an integrated interface to other U.S. Government, allied, Defense contractors, and other authorized users (e.g., academia).  It is a flexible, COTS-based, network centric application layer system providing multi-media messaging and directory services which are capable of taking advantage of the flexible and expandable underlying DII network and security services.  The DMS encompasses hardware, software, procedures, standards, facilities, and personnel.  Security services provided in support of the DMS protect all data transmitted, stored, or processed by the system, for all levels of criticality, sensitivity, and classification.  

This policy does not supersede the approval process implemented for AUTODIN components and systems.  Until the phase-out of AUTODIN is complete, the security policies and procedures required in the “DMS Component Approval Process”, DISA letter 24 Mar 1993, remain necessary and will continue to govern the connection of DMS transitional and legacy components to AUTODIN.  

3.  Authority.  This document is published in accordance with the authority contained in DoD CJCSI 5721.01, “The Defense Message System and Associated Message Processing Systems,” 28 June 1993; DoD Directive 5200.28, “Security Requirements for Automated Information Systems,” 21 March 1988;  “Multicommand Required Operational Capability (MROC) 3-88, The Defense Message System, Change 2,” 30 October 1997; “Policy Guidance for Defense Message System (DMS) Implementation, Operation, and Life-Cycle Management (LCM),” 18 October 1996; and DCID 1/16, “Security Policy for Uniform Protection of Intelligence Processed in Automated Information Systems,” 19 July 1988.
This policy supersedes the 10 December 1993 DMS Security Policy.
4.  DII Information Assurance and Defense in Depth.  DMS security is reliant on a satisfactory DII security posture.  Elements of DII defense in depth include:  use of protected DoD wide area networks such as the SIPRNET, NIPRNET, and JWICS; use of multiple security levels with hard separation between the levels; host computer protection through use of properly configured secure operating systems; protection of enclave boundaries with firewalls and guards; use of secure protocols for identification, authentication and privacy (e.g., digital signature and encryption); LAN and host enclave monitoring; and Information Warfare (IW) situation awareness.  

5.  Implementation and Enforcement.  The DMS cannot provide adequate information assurance without the contribution of DII information assurance and layered security.  As such, this DMS security policy reflects the contribution of other DII security elements.  The enforcement of this security policy may be provided through a combination of computer security, communications security, emanations security, personnel security, physical security, operational security, and administrative security (i.e., procedural) means.  The specific implementation of security features, the associated schedules, and the relationship between the security features to specific communities of interest can be found in the Service and agency security implementation plans and policies.

This security policy defines a minimum set of rules to be enforced for the protection of data, services, and resources under DMS cognizance.  Local security authorities may apply more stringent rules or constraints, while not degrading the DMS security posture and maintaining consistency with the minimum essential required security rules identified in this DMS Security Policy.

DISA and the National Security Agency (NSA) are responsible for providing flexible, secure products capable of providing a range of digital signature and encryption options, appropriate message security classification labels and markings, and authentication, access management and access control mechanisms.  Use of approved NSA cryptography appropriate to the classification and sensitivity of the message is also specified, when required.  MROC Change 2 provides Service and agency implementation flexibility within domains.

6.  Security Requirements.  Security requirements apply to the protection of the physical information technology, the communications equipment, and the data and information systems.  The protection of data involves all forms of data representation.  (Note:  The term “DMS data” is used to reference this type of information throughout the rest of this document.)  Protection also applies to the facilities, environment, hardware, software, and people associated with the DMS.


a.  Fundamental Security Requirements. The fundamental DMS security requirements are:



(1)  Protect all DMS data directly associated with DMS applications and processes including DMS messages and directory information from unauthorized disclosure, modification, or deletion.  



(2)  Protect critical DMS services and resources from unauthorized use and denial of service.



(3)  Verify the identity of appropriate users and processes that may cause actions to take place throughout the DMS.



(4)  Establish accountability to individual person, organizational entity or process for events and actions taking place on the DMS.


b.  Security Services. Secure operation of the DMS depends upon the accurate and consistent enforcement of four security services defined in International Standards Organization (ISO) 4498, Part 2:  confidentiality, integrity, availability, and accountability.



(1)  Confidentiality.  Ensures data at rest or in motion is not made available or disclosed to unauthorized individuals, entities, or processes.  For DMS, confidentiality extends to all data directly associated with DMS applications and processes including DMS messages, directory information, and management information, as appropriate.



(2)  Integrity. Ensures data, services, and other controlled resources have not been altered or destroyed in an unauthorized manner.



(3)  Availability.  Ensures resources, services, and data are accessible and usable on demand or in a timely, reliable manner by an authorized entity.



(4)  Accountability. Enables activities to be traced to users and processes that may then be held responsible for those actions.  For DMS, accountability includes the security services of identification and authentication and extends to all data directly associated with DMS applications and processes including DMS messages, directory information, and management information.


c.  System Security Policy Statements. Successful security policy enforcement relies on the proper implementation and operation of the security mechanisms and services.  


(1)  Identification and Authentication (I&A).  Provides signature verification of the DMS user for authorization and access control.  Defines what the user can do (authorization) with what system resources (access control).  I&A ensures user and process accountability can be established and maintained based on unique, non-forgeable security tokens.  Non-repudiation (i.e., proof of participation) provides users with a mechanism to know, without question, that the message reached the intended recipient and was opened.  It also protects against users denying they participated in a message exchange when in fact they did.  Applicable policy statements are:




(a)  Users and processes shall be uniquely identified.




(b)  Users and processes shall be authenticated before being granted access to DMS data, services, and resources.




(c)  DMS shall provide a user-selectable digital signature capability for proof of origin (message originator) and proof of delivery (message recipient) non-repudiation.




(d)  Authentication data and mechanisms shall be protected against unauthorized disclosure, modification, and use through appropriate I&A mechanisms.



(2)  Access Control.  Protects DMS data, services, and resources from unauthorized access.  Applicable policy statements are:




(a)  DMS users and processes shall have access, either directly or indirectly, to only data for which they have clearance, authorization, and need-to-know.




(b)  DMS users and processes shall have access only to those DMS data, services, and resources for which they have the clearance, authorization, and need-to-use.




(c)  Sensitive DMS data shall be protected from unauthorized use or tampering.




(d)  DMS services and resources shall be protected from unauthorized use.




(e)  DMS shall support appropriate release and message/directory service distribution authority.



(3)  Data Confidentiality.  Provides privacy of data.  Protects DMS data during processing, transmission, and storage.  The mechanisms to enforce this policy must be commensurate with the security levels and value of the data processed, transmitted, and stored.  Applicable policy statements are:




(a)  DMS data shall be protected from unauthorized disclosure during processing, transmission, and storage commensurate with the designated sensitivity level and handling instructions.




(b)  Access to DMS data contained within storage media shall not be granted to users or processes upon allocation or reallocation of that media.  This may be satisfied through technical, administrative or procedural means.




(c)  DMS shall provide a user selectable data encryption mechanism.

 

(4)  Data Integrity. Provides assurance against unauthorized data modification during transmission, storage, and processing.  Applicable policy statements are:




(a)  DMS data shall be protected from unauthorized or undetected modification during processing, transmission, and storage within and between DMS components.




(b)  DMS shall provide a user selectable digital signature and verification mechanism.



(5)  Process Integrity. Ensures that DMS processes start, operate, and terminate correctly and reliably.  Applicable policy statements are:




(a)  DMS processes shall be protected from unauthorized modification and use through appropriate identification and authentication mechanisms.




(b)  DMS processes shall support the delivery of data, process status, and statistics to only those specified and authorized individuals and processes meeting appropriate distribution criteria.



(6)  Availability.  Ensures the availability of system data, services, and resources as offered by the DMS infrastructure, as opposed to that offered by the underlying network (e.g., DII).  Applicable policy statements are:




(a)  DMS data, services, and resources shall be available for use by authorized users and processes to the capacity of the DMS and the supportive communications infrastructure.




(b)  Non-delivered DMS messages shall result in prompt notification to the sender.




(c)  DMS services shall be protected against denial of service conditions through appropriate user and system component I&A mechanisms.




(d)  No unprivileged user’s or process’s action, either deliberate or accidental, shall cause the DMS to become unavailable to other users or processes.  (Note:  DMS provides security services to ensure availability at the application level.  Transmission system availability is the responsibility of the underlying network).



(e)  Conditions that would degrade service below a specified minimum shall be detected and system administrators shall be notified promptly of such impending conditions.



(7)  System Security Management.  Provides the management of security-related information and security components.  Applicable policy statements are:




(a)  Security management functions shall not be accessible to users who are not operating in authorized security management or administrative roles.




(b)  The DMS shall provide mechanisms to configure, collect, maintain, and review all security-relevant data, services, and resources.



(8)  Audit.  Establishes accountability for security-relevant actions and events in the DMS. Applicable policy statements are:




(a)  Users and processes shall be accountable for initiating DMS security relevant events.




(b)  An audit trail of DMS security-relevant events shall be established, maintained, protected and available to authorized agents.




(c)  DMS security audit trails shall identify the users and processes responsible for the initiation of DMS security-relevant events.




(d)  DMS audit mechanisms shall be tamper proof and shall remain active and available throughout all operational states.


d.  Security Administration Policy Statements.  The following section states the applicable administrative (i.e., procedural) security services and their supporting policy statements.



(1)  Encryption/Digital Signature.  High-grade, high-assurance DMS requires the means to achieve sender authentication, release authority authentication for organizational messages, enhanced identification and authentication, per message integrity and confidentiality, and a variety of other security services.  These services must be accomplished with NSA-approved security products.  Lower levels of assurance may be supported by a wide range of digital signature and encryption options (i.e., hardware, software, and commercial implementations).  This includes the option not to sign or encrypt those messages that do not require either additional authentication or confidentiality.  The digital signature, when used, verifies data integrity and provides identification, authentication and non-repudiation.  Encryption, when used, provides confidentiality.  Applicable policy statements are:



(a)  All organizational or other high grade, high assurance messages shall be digitally signed, however Services/agencies have the authority to determine the extent of implementation of these services within their domains. 




(b)  All classified messages at sensitivity levels for which the message transfer system, including the transportation mechanism, is not accredited, shall be encrypted using NSA-approved products.



(2)  Risk Management. Provides a disciplined approach with which to identify, measure, and mitigate risks.  Applicable policy statements are:




(a)  A coordinated comprehensive risk management plan shall be implemented for the DMS infrastructure.




(b)  Appropriate risk management guidance shall be provided to sites implementing DMS.



(3)  Personnel Security.  Personnel have a critical role in protecting DMS information and monitoring and maintaining the security of DMS.  Personnel directly involved with DMS typically include message originators, message recipients, system operators, system administrators, accounting personnel, registration and certificate management personnel, installers, maintainers, and security officials.  Applicable policy statements are:




(a)  Personnel security shall be provided in accordance with the applicable personnel security regulations.




(b)  Personnel who have access and authorization to effect security changes to any operational DMS hardware and software components shall be required to have the appropriate clearances and authorizations based on the value of the components and information accessible to the person.



(4)  Physical Security.  Proper physical security is critical to all other security services.  The effectiveness of all technical security safeguards is based, in part, on the assumption, either explicit or implicit, that all components have adequate physical security protection.  Applicable policy statements are:




(a)  Automated information system and network hardware, firmware, and software used for DMS transmission, storage, or processing shall have adequate physical access controls commensurate with the classification levels, handling instructions and value associated with the DMS information and the threats posed to those resources.




(b)  A DMS user session that is not active for a specified amount of time will be suspended.  A suspended user session shall not allow further processing until the user revalidates their identity to the DMS user agent to activate a suspended user session.  The allowable maximum amount of time for user session inactivity will be determined and approved by the local DAA for specific functions (e.g., watch officer).




(c)  DMS configuration items shall be protected from unauthorized modification or deletion.



(5)  Training.  Training is a basic component of the DMS security strategy.  All personnel involved with DMS must be trained to properly interact with DMS resources and services.  Applicable policy statements are:




(a)  Personnel shall be trained to use DMS and its security features prior to initial access to DMS.




(b)  DMS management and administrative personnel at all local, regional, and global control centers shall receive training pertaining to DMS security threats, vulnerabilities, and risks; DMS security services, policies, and regulations; and DMS security-related operational procedures.




(c)  All personnel are required to successfully complete annual security awareness training.  Security refresher training is required when personnel assume new or different duty responsibilities, when significant configuration changes occur that affect security, or when different threats or new vulnerabilities are identified.

7.  Approval Roles and Responsibilities.  The following paragraphs provide a description of the roles and responsibilities of the DAAs involved in the DMS accreditation process.



(a)  Approval Process.  To ensure that the DMS is operating in an acceptable manner DMS shall be formally accredited by cognizant DAAs issuing an approval to operate.  DMS accreditation for the DoD will follow the process described in the DoD Information Technology (IT) Security Certification and Accreditation (C&A) Process (DITSCAP)”, 5200.40 (30 December 1997).  Accreditation of DMS implementations on SCI networks will be accomplished in accordance with DCID 1/16.  Applicable policy statements are:




(1)  The DMS shall be formally approved to operate by the cognizant DAAs. 




(2)  Significant changes to approved components, infrastructure, or enclaves will require another formal approval (or reaccreditation).



(b)  DMS Designated Approving Authorities.  For the DoD, the DMS DAAs are:  the Director, National Security Agency (NSA), the Director, Defense Intelligence Agency (DIA), the Director, Defense Information Systems Agency (DISA), and the Joint Staff (JS) J6.  Collectively, these DAAs are responsible for approving DMS components which satisfy DMS messaging and directory requirements in support of the Military Services, Defense and Intelligence Agencies implementations.  In all cases, each system-level DMS DAA is held to be preeminent in their respective area of responsibility.  They are not responsible for approving specific local implementations of the components by the Military Services and Defense and Intelligence Agencies.  Local accreditation of the systems running DMS components is the responsibility of the local DAA consistent with the guidance from the system DAAs.  The DMS DAAs address issues affecting the security of the DMS as a system.  As necessary, they will designate working groups to address these issues and ensure that overall security of DMS is maintained.  When addressing these issues and approving components, the DAAs will base their decisions on a balance of threat, vulnerability, operational requirements, cost, performance, and other significant factors.  The DMS DAAs will also ensure that specific implementation security policies that are necessary to execute the policy statements of this document are developed and maintained.  The DMS DAAs will ensure this policy document is reviewed periodically and revised as appropriate.




(1)  NSA DAA.  In addition to being one of four DAAs responsible for the overall security of the DMS, the NSA DAA is responsible for the accreditation of those systems that are running the DMS application that support CRITICOMM messaging, directory, and service management services.  The NSA DAA will accredit the SCI Global Operations and Security Center (GOSC) jointly with DIA.




(2)  DIA DAA. In addition to being one of four DAAs responsible for the overall security of DMS, the DIA DAA will accredit the SCI GOSC jointly with NSA.




(3)  DISA DAA.  In addition to being one of four DAAs responsible for the overall security of DMS, the DISA DAA is responsible for accrediting the DMS infrastructure that includes the GENSER (non-SCI, non-Single Integrated Operational Plan (SIOP)) GOSC and all GENSER ROSCs.  All GENSER LCCs and systems hosting other GENSER DMS Infrastructure components will be jointly accredited with the local DAA.




(4)  Joint Staff DAA.  In addition to being one of four DAAs responsible for the overall security of DMS, the JS DAA is responsible for accrediting those systems running the DMS application that handle Single Integrated Operational Plan-Extremely Sensitive Information (SIOP-ESI) messaging, directory, and management services.

(c)  Military Service and Defense Agency DAAs.  Each Military Service and Defense Agency DAA is responsible for accrediting their specific implementation within their local communications enclaves that run the DMS application in accordance with this policy and with their Military Service or Defense Agency security policy.  Military Service and Defense Agency DAAs will jointly accredit LCCs within their purview with the cognizant system-level DAA.  LCCs and systems hosting DMS infrastructure components are also jointly accredited.  Those systems hosting only user components will be under the purview of the cognizant Military Service or Defense Agency DAA.  Local DAAs remain responsible for accrediting local GENSER systems, including system that run the DMS user application.

(d) IC DMS Approving Authorities.  Accreditation of DMS implementations on SCI networks shall be in accordance with DCID 1/16 and applicable Department and agency procedures for certification and accreditation of SCI systems.  Sensitive Compartment Information (SCI) Regional Operations and Security Centers (ROSCs) or SCI Local Control Centers (LCCs) that support DMS SCI messaging, directory, and management services and systems hosting DMS SCI infrastructure components will be accredited by the responsible operating element.

APPENDIX A: MROC CITATIONS AND TRACEABILITY

SYSTEM SECURITY POLICY STATEMENTS

6.b.1.  Confidentiality. 


[MROC II 3.3.4(a)]

Confidentiality/Security

6.b.2.  Integrity.


[MROC II 3.3.6(a)]

Integrity


[MROC II 3.3.12(b)]

Distribution, Determination, Delivery

6.b.3.  Availability.


[MROC II 1.4 (h)]
 
Survivability


[MROC II 3.3.1(b)]

Connectivity



[MROC II 3.3.3(b)]

Timely Delivery 


[MROC II 3.3.7(b)]

Availability/Reliability


[MROC II 3.3.2(b)]

Message Delivery

6.b.4.  Accountability. 

[MROC II 3.3.2 (b)] 

Accountability

[MROC II 3.3.5(b)]

Sender Authentication

[MROC II 3.3.9(b)]

Identification of Recipients

SECURITY ADMINISTRATION POLICY STATEMENTS

6.d.5.  Training.

[MROC II 3.3.8(b)]

Training

The following requirements have been determined to be not applicable in the determination of the DMS Security Policy.

 [MROC II 2.2.a(2)]

Ease of Use


[MROC II 3.3.10(a)]

Message Preparation Support

[MROC II 3.3.11(b)]

Storage and Retrieval Support



