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 The DoD EA Business Reference Model 

Introduction

The Federal Enterprise Architecture Business Reference Model (FEA BRM) Version 2.0 was released to agencies on June 12, 2003, to support the FY 2005 budget formulation process.  A DoD Supplement was published shortly thereafter.  The DoD Supplement incorporates newly defined sub-functions under the Defense and National Security Line of Business and replaces the “TBD” sub-functions in the FEA 2.0 release. Office of Budget and Management (OMB) Circular A-11 guidance, which outlines the requirements and questions in the FY 2005 OMB Exhibits 53 and 300 for IT investments, is available at www.cio.gov.  

The FEA BRM structure is the basis for development of the DoD EA BRM.  The DoD EA BRM maps to the FEA BRM Lines of Business and sub-functions, and integrates DoD-specific Lines of Business and sub-functions.  The DoD EA BRM uses existing DoD Standards with taxonomies and guidance to relate to FEA BRM elements.  The mapping to the FEA BRM provides a pre-established bridge for Exhibit 300 preparation and can be used by the Program Manager to facilitate preparation and submission of budget information to the OMB.

structure of the document

The document is organized according to the following chapters:

Chapter 1 explains the relationship of the DoD EA BRM to the FEA BRM.

Chapter 2 describes the structure of the DoD EA BRM. 

Chapter 3 describes, at a high level, the use of the DoD EA BRM. 

Chapter 4 is an analysis of the DoD EA BRM with conclusion and recommendations.

Appendix A contains DoD EA BRM Mission Area definitions, including Warfighter, Business, Intelligence, and Enterprise Information Environment (EIE) Lines of Business and sub-functions.

Appendix B contains FEA BRM Lines of Business and sub-functions definitions. 

Appendix C provides the mapping of the DoD EA BRM Warfighter Mission Area elements and their relationship to FEA BRM elements.

Appendix D provides the mapping of the DoD EA BRM Business Mission Area elements and their relationship to FEA BRM elements. 

Appendix E provides the mapping of the DoD EA BRM Intelligence Mission Area elements to FEA BRM elements. 

Appendix F provides the definitions of the DoD EA BRM Enterprise Information Environment (EIE) Mission Area elements to FEA BRM elements. 

chapter 1. Relating the FEA BRM to the DoD EA BRM 

FEA BRM Description

The FEA BRM describes the business of the entire Federal Ggovernment.  The FEA BRM is organized into four business areas, each of which is subdivided into Lines of Business. The four business areas are Services for Citizens, Mode of Delivery, Support Delivery of Services, and Management of Government Resources, as shown in Figure 1.  Each Line of Business has sub-functions that further refine the Lines of Business. The Defense and National Security Line of Business under Services for Citizens has three sub-functions: Strategic National and Theater Defense, Operational Defense, and Tactical Defense. 
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Figure 1. FEA BRM Top Level Structure Showing Business Areas and Lines of Business

Services For Citizens Definition

The Services For Citizens Business Area describes the mission and purpose of the United States Government and more specifically the Department of Defense in terms of the services it provides for, and on behalf of the American citizen.  It includes the delivery of citizen-focused, public, and collective goods and/or benefits as a service and/or obligation of the Federal Government to the benefit and protection of the nation's general population and for the Citizens who are a part of the DoD Enterprise.

The Mode of Delivery Definition

The Mode of Delivery Business Area describes the mechanisms the Department of Defense uses to achieve the purpose of government, or its Services For Citizens.  It includes Government Service Delivery, such as knowledge creation and management, public goods creation management, regulated activity management, and direct services for the citizen, which includes military operations. 

Support Delivery of Services Definition

Support Delivery of Services provides the critical policy, programmatic, and managerial Foundation to support federal government operations.
Management of Government Resources Definition

Management of Government Resources refers to the back office support activities that enable the Department to operate effectively.
DoD EA BRM description

The following definitions of the DoD sub-functions in the FEA BRM Services for Citizens are based on the DoD Universal Joint Task List (UJTL) top level categories. 

Defense and National Security - Protect and advance U.S. national interests and, if deterrence fails, decisively defeat threats to those interests.

( Strategic National and Theater Defense. Strategic National and Theater Defense involves establishing national and multinational military objectives; sequencing initiatives; defining limits and assessing risks for the use of military and other instruments of national power; developing global plans or theater war plans to achieve these objectives; and providing military forces and other capabilities in accordance with strategic plans.

( Operational Defense. Operational Defense involves linking tactics and strategy by establishing operational objectives needed to accomplish the strategic objectives, sequencing events to achieve the operational objectives, initiating actions, and applying resources to bring about and sustain these events.

( Tactical Defense. Tactical Defense involves focusing on the ordered arrangement and maneuver of combat elements in relation to each other and to the enemy to achieve combat objectives.

To fulfill its primary operations providing Strategic National and Theater Defense, Operational Defense, and Tactical Defense, the DoD is involved in many other sub-functions identified in the FEA BRM such as Foreign Affairs, Health Care Services, Criminal Apprehension, Budget Formulation, and Personnel Management. DoD involvement in providing Services for Citizens is usually restricted to providing the service to DoD affiliated citizens, such as health care for military personnel and their families.  

Since the DoD is a large business organization, the DoD EA BRM captures the tasks and activities of that large business organization, as shown in Figures 2, 3, 4, and 5. The FEA BRM captures the business sub-functions of the entire Federal Government, many of the tasks and activities in the DoD EA BRM map to sub-functions in the FEA BRM.  Figures 8, 9,10, and 11 show those sub-functions in the FEA BRM that have tasks or activities in the DoD EA BRM that map to them. Each figure shows one of the four FEA BRM Business Areas. The color- and letter-coded blocks following the sub-function represent the DoD EA BRM mission area where the associated DoD EA BRM task or activity resides. The actual lowest leaf level mappings of the DoD BRM tasks and activities are contained in the Appendices. 

Mappings have been made to the Strategic/National set of UJTL categories that in addition to defense aspects involve a number of business activities that align 
with the FEA BRM.  The Operational and Tactical categories are believed to be unique to defense, and are thus only mapped to the appropriate top-level defense category in the FEA BRM.

Each DoD EA BRM operational function is related to a FEA BRM sub-function, where possible. DoD professionals needing to align a DoD operation to the FEA BRM for budget submission or other purposes can do so by aligning their operation to the DoD EA BRM, using the DoD EA BRM alignments to the FEA BRM.  

chapter 2.  Structure of the DoD EA BRM 

DoD Mission areas

The DoD provides for the common defense of the United States through Strategic National and Theater Defense, Operational Defense, and Tactical Defense. DoD provides defense through Warfighter Operations supported with Business and Intelligence Operations. The Warfighter, Business, and Intelligence operational functions depend on Information Technology (IT) and other infrastructure. The DoD EA BRM provides a taxonomical structure of DoD operations that gives a cross Department view for Capital Planning and Portfolio Management, aligning IT investments, identifying handoffs and connections, facilitating architecture integration, and other purposes. The DoD operational functions identified in the DoD EA BRM are based on existing DoD standards, i.e., the Universal Joint Task List (UJTL), Business Enterprise Architecture (BEA), and NCOW RM.  

The DoD EA BRM has four Mission Areas: Warfighter, Business, Intelligence, and Enterprise Information Environment (EIE), each derived from existing DoD standards, as shown in Figure 1.  




Figure 1.  DoD EA BRM Four Mission Areas

Warfighter Mission Area: The DoD UJTL depicts the functions of military operations during engagement of DoD in providing for the common defense. DoD has defined the echelons of defense activities as: Strategic National, Strategic Theater, Operational, and Tactical.  These echelons are the top-level categories of the UJTL.  The Strategic National UJTL categories include some business activities. The Operational and Tactical categories are unique to defense.      

Business Mission Area: The standard activities contained in the Business mission area are derived from operational activities in the BEA.  The DoD Business Management Modernization Program (BMMP) develops and maintains the BEA as a blueprint to guide and constrain investments in DoD organization, operations, and systems as they relate to or impact business operations.  The BEA provides the basis for the planning, development, and implementation of business management systems that comply with Federal mandates and requirements, and produce accurate, reliable, timely, and compliant information for DoD decision makers.  

Intelligence Mission Area: The DoD UJTL depicts all functions of intelligence operations, including production, processing, and dissemination of the intelligence required by consumers for formulating policy, strategy, systems acquisition, and military plans and operations.  The Intelligence Mission Area includes providing surveillance and reconnaissance. The Intelligence Mission Area Lines of Business will be further detailed in the next version of the DoD EA BRM and will include the concept of “Task, Post, Process, and Use (TPPU).” 

Enterprise Information Environment (EIE) Mission Area:  The DoD UJTL and the NCOW RM, V1.0, A5 Manage Net-Centric Information Environment, depict the functions of the EIE. The functions include providing core services and the management of all services and resources to all DoD consumers. 

DoD mission area activities and tasks 

The DoD EA BRM includes lower level activities or tasks for each top-level item. Figures 2, 3, 4, and 5 show the detailed activities or tasks for the Warfighter, Business, Intelligence, and EIE Mission Areas, respectively.  The definitions for the specific activities in the DoD EA BRM are derived from their authoritative sources and are included in Appendix A.  The definitions for the FEA BRM are in Appendix B.  Appendices C-F contain tables that map the Warfighter, Business, Intelligence, and EIE BRM elements to the corresponding FEA BRM elements.  

warfighter Mission area
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Figure 2. DoD EA BRM Warfighter Tasks (High level)

Business Mission area
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Figure 3. DoD EA BRM Business Activities

intelligence Mission area
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Figure 4. DoD EA BRM Intelligence Activities

enterprise Information Environment mission area
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… indicates further decomposition exists


Figure 5. DoD EA BRM EIE NCOW A5 Activities

alignment of the Dod service components to the fea service components

DoD EA BRM Lines of Business and sub-functions for the Warfighter, Business, Intelligence, and EIE Mission Areas have been identified using the DoD resources described in Figures 2-5.  

The DoD Warfighter, Business, Intelligence and EIE Lines of Business align with FEA Lines of Business as shown in Figures 6-9.   These graphics show the linkage from the four FEA Business Areas to the DoD Mission Areas.  The figures are from FEA BRM V1.0 and depict the four areas of the FEA BRM:  Services to Citizens, Mode of Delivery, Support Delivery of Services, and Management of Government Resources.  The notations, W for Warfighter; B for Business; I for Intelligence; and E for EIE identify where DoD aligns to FEA.  

The definitions for all DoD elements are replicated from the authoritative sources and are contained in Appendix A.  The definitions for the FEA BRM are contained in Appendix B.  Appendices C-F contain the tables that detail the mapping between the Warfighter, Business, Intelligence, and EIE, respectively, and FEA components as shown in the figures.  The tables show the mapping from the DoD EA BRM activities and tasks to the FEA BRM sub-functions.  

Services for Citizens
Figure 6 shows the services for the citizen who is a part of the DoD Enterprise.  The services that support the citizenry at large are secondary to the primary purpose of the service that is essential for supporting the primary mission of the Department; i.e., Defense and National Security - Protect and advance U.S. national interests and, if deterrence fails, decisively defeat threats to those interests. 


Figure 6. FEA BRM Services for Citizens Sub-Functions that Relate to DoD EA BRM Mission Areas
Mode of Delivery



Figure 7. FEA BRM Mode of Delivery Sub-Functions that Relate to DoD EA BRM Mission Areas 

Support Delivery of Services


Figure 8. FEA BRM Support Delivery of Services Sub-Functions that Relate to DoD EA BRM Mission Areas

Management of Government Resources


Figure 9.  FEA BRM Management of Government Resources Sub-Functions that Relate to DoD EA BRM Mission Areas 

chapter 3.  Using the DoD EA BRM

dod ea brm guidance

One of the key features of the President’s 2003 E-Government Strategy is the integration of IT investments across agencies around common users of government services and technologies (i.e, individuals, businesses, other governments or federal employees).   The DoD EA BRM provides the underlying foundation to support this cross-agency integration of IT investment and service delivery.  The “functional” (as opposed to organizational) framework that characterizes the DoD EA BRM provides a new way of thinking about the government’s services and the functional commonalities that exist across organizations.  These same principles apply to DoD organizations.  

While the DoD EA BRM does provide an improved way of thinking about DoD operations, it is only a model; its true utility can only be realized when it is effectively used.  The functional approach promoted by the DoD EA BRM will do little to help accomplish the goals of the President’s Management Council and the Secretary’s transformation agenda if it is not incorporated into the management processes of the Department and OMB.  This section summarizes the processes associated with BRM management and use, describes how the BRM will be incorporated into the DoD’s annual budget formulation process, and characterizes stakeholder roles and responsibilities. 

The DOD EA BRM has two primary classes of customers: agencies external to DoD and the Components, Services, and Agencies within DoD. Each class of customers has different uses for the DoD EA BRM ranging from Capital Planning and Portfolio Management to Business Process Reengineering, Interoperability, and Enterprise Architecture efforts. 

The primary value of the DoD EA BRM accrues to the internal user.  The DoD EA BRM provides the DoD with an official Dictionary of Common Reference Terms for describing the Functional Operations of the DoD. These descriptions are independent of any technical implementation. This Dictionary of Common Reference Terms serves as the foundation for many other enterprise level uses including: 

1. The DoD EA BRM serves as a lexicon for DoD by facilitating a cross-DoD organizational view of operations based on functional processes, not stovepiped organizational views. This view promotes DoD-level Capital Planning and Portfolio Management, while also providing the overarching structure for the DoD Components, Services, and Agencies to use internally as well.

2. The DoD EA BRM provides the joint-level of a taxonomical structure of DoD operational functions that establishes the hand-offs, connections and/or hooks for the DoD Components, Services, and Agencies to link into with their operational inputs.

 3. The DoD EA BRM provides the foundational set of joint-level operational terms for developing DoD architecture products. The use of the DoD EA BRM as an authoritative source of information, useful for the production of operational architecture products, facilitates architecture integration.  Varied artifacts may be developed independently, for different reasons and at different levels of granularity, yet all the artifacts will be based on the same common set of terms.

By providing alignment with the FEA BRM, the DoD EA BRM facilitates Capital Planning and Portfolio Management functions at the Federal level.  

The OMB budget cycle reviews of Exhibit 300 Reports submitted by DoD Program Mangers illustrates how a DoD Program aligns with the FEA BRM activities contained in the Services to Citizens, Mode of Delivery, Support Delivery of Services, and Management of Government Resources sections.  

By using the DoD EA BRM, OMB analysts are provided a view of DoD Programs based on a standardized set of functional business and operations criteria at both DoD and Federal levels. It is this level setting of DoD Program activities that facilitate Capital Planning and Portfolio Management at the Federal level.   

A two-step process achieves this facilitation. First, programs are compared at the Federal level for possible overlapping of functionality.  Second, if two or more programs appear to have duplicate functionality at the Federal level, then a review of the mapped DoD activities would provide an “apples to apples” view of each program’s functionality within the operational context in which it resides. It is this operations context view that provides accurate information, in sufficient detail to facilitate Capital Planning and Portfolio Management decisions at both the Federal and DoD levels.

use of DoD EA BRM by key stakeholders

This section is devoted to describing the various uses of the DoD EA BRM from the point of view of its key stakeholders.  It is important to note that this section does not intend to serve as the only guidance that will be issued on the use of the model.  Specific guidance on the use of the DoD EA BRM at key times throughout the year will be provided as developed.  

Department Of Defense

DoD organizations should use the DoD EA BRM to inform their own EA business architectures and to guide the development and submission of business cases.  The result should be improved quality of service at a lower cost. 
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DoD organizations should use the DoD EA BRM to describe their operations and to describe the Lines of Business/Internal Functions and Sub-Functions supported by their IT investments. 
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DoD determines if other agencies play a role in their Lines of Business/Internal Functions and investigate opportunities for collaboration.
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DoD will use DoD EA BRM and business case information to identify opportunities for cross-agency collaboration. 
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Joint business cases are developed and described in terms of the DoD EA BRM and mapped to the FEA BRM.

Using the BRM to Submit Business Cases
Beginning with the President’s FY 2005 Budget Preparation process, the DoD along with other Federal agencies, aligned their budget requests with the President’s Management Agenda, Federal E-Government initiatives, and the FEA.  Specifically relating to architecture, DoD mapped their major IT capital investments to the business lines identified in the FEA BRM, and described how their initiatives supported the FEA BRM Lines of Business and Sub-Functions.

As DoD IT investment requests are being prepared, DoD organizations should use the DoD EA BRM to identify the lines of business that they support.  The following table, Program Manager’s Guide to the Appendices, is a quick look at where to find the information for the mapping between FEA and DoD Lines of Business.  The Office of the DoD CIO, building on their Enterprise Architecture work, should then identify the key IT investments that contribute to these lines of business.  The DoD CIO should directly, or in conjunction with line of business personnel, review the DoD EA BRM data, as presented in the Federal Enterprise Architecture Management System (FEAMS) to identify other agencies that are performing similar lines of business, and compare their investment requests to the current or planned IT capabilities of the overlapping agency.  Where an opportunity may exist for collaboration, agencies should begin communication prior to the development and submission of their own, separate business cases. 

Quick Guide for Program Managers
	Program Manager’s Guide to Appendices

	Appendix A – DoD EA BRM Definitions 
	Definitions for Warfighter-related UJTLs, Business Enterprise Architecture (BEA) Activities, Intelligence-related UJTLs, Net Centric Operations and Warfare Reference Model (NCOW RM) V1.0 Activities. 

	Appendix B – FEA BRM Definitions
	Definitions for FEA Lines of Business and sub-functions

	Appendix C – Warfighter Tables 
	Table C-1 Warfighter-related UJTLs to FEA Lines of Business

	
	Table C-2 FEA Lines of Business to Warfighter-related UJTLs

	Appendix D – Business Tables
	Table D-1 BEA Activities to FEA Lines of Business

	
	Table D-2 FEA Lines of Business to BEA Activities

	Appendix E – Intelligence Tables
	Table E-1 Intelligence-related UJTLs to FEA Lines of Business

	
	Table E-2 FEA Lines of Business to Intelligence-related UJTLs

	Appendix F – EIE Tables
	Table F-1 NCOW RM V1.0 Activities to FEA Lines of Business

	
	Table F-2 FEA Lines of Business to NCOW V1.0 Activities


Using the BRM to help define DoD Business Architectures

DoD organizations should invest time in mapping their business architectures to the DoD EA BRM.   This will serve two purposes.  First, it simplifies the Exhibit 300 mappings required for budget submissions.   Second, it helps DoD organizations identify those areas of the DoD EA BRM and, ultimately, the FEA BRM that require modification.  To clarify, if a DoD organization cannot find a proper fit for some of its business processes in the DoD EA RM and if DoD EA BRM cannot find an appropriate fit for its processes in the FEAl BRM, the DoD organization should suggest changes to the models, following the procedure discussed in Chapter 3 of the FEA BRM release document.  In this respect, DoD will be improving the utility of the models for itself, the FEA-PMO, and the larger architecture audience.  

Using the BRM to Drive Business Line Architectures

As the business-line approach of the BRM begins to take hold in the agencies’ capital planning efforts, and as agencies begin to work together along business lines, the FEA-PMO hopes that agencies will begin to drive the direction of these areas of the BRM through the definition of Business Line Architectures.  For example, if four agencies are involved in a certain line of business, they will work together to: (1) improve the BRM Sub-Functions; (2) define the desired performance outcomes for the Business Line; (3) design IT solutions that span across their own organizational boundaries; and (4) better serve the citizen.  
Using the DoD EA BRM to Submit Joint Business Cases
On August 6, 2002, OMB issued its first guidance on the submission of joint business cases in support of the FY 04 budget process.  The guidance related to the revised OMB Circular A-11, signed by the Director on June 27 of that year, which required that agencies make every attempt to submit joint requests (using the Exhibit 300) that consolidate or align overlapping IT budget requests.   

The managing partner (lead agency) will take the lead for the business case and capital asset plan to include managing it through the agency capital planning and budget process and submitting the business case to OMB.  The partnering agencies’ information on funding and milestones is reflected in the project and funding plan section of Exhibit 300.  The project and funding plan will identify all participating agencies, the milestones they are responsible for,
and the appropriation/funding source information for the partner agencies.

Partnering agencies will reflect a line item on their Agency IT Investment Portfolio (Exhibit 53) indicating that the funds are part of a multi-agency business case.  The description provided on their Agency IT Investment Portfolio will describe where to find the business case in the managing partner's budget submission.  Partnering agencies should ensure that their collaboration is indicated in the appropriate sections of the business case before it is submitted to OMB.  

Other Users of DoD EA RMs

The DoD EA BRM can significantly improve citizen services by highlighting opportunities that integrate agency operations and IT investments along common Lines of Business within DoD and across the government at large.  The DoD EA BRM also illustrates where multiple organizations (and their IT investments) support common Lines of Business in DoD and the government at large.  

OMB is responsible for ensuring that government agencies playing a role in the same Lines of Business are not creating duplicative technology investments to meet similar business needs.  

OMB will use the FEA to analyze investments in IT to identify:
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Which agencies share common business functions, processes, and activities
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What budget requests support duplicative business functions and information systems 
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Where the government is investing money on redundant capabilities, including work under the human capital strategy
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How IT investment is supporting the achievement of performance goals

Each year, OMB will analyze the BRM to identify areas of the BRM that will benefit from cross-agency collaboration and warrant the submission of joint (multi-agency) Exhibit 300s.  Each September, once agencies have submitted their budget requests, OMB analysts will map all IT investment business cases (Exhibit 300s) against the DoD EA BRM to identify possible redundancies and additional opportunities for collaboration.   OMB budget examiners will leverage these mappings during the fall review process to facilitate their own cross-agency analyses and to determine the best way to invest funds to achieve performance outcomes.  The result will be the identification of opportunities to save money by taking advantage of the economies of scale offered by cross-organizational collaboration and to improve and simplify the delivery of services to the citizen.
chapter 4.  Analysis

DoD EA BRM Purpose

Due to the unique mission requirements of the DoD to provide for the common defense of the United States by conducting Strategic National and Theater Defense, Operational Defense and Tactical Defense, the DoD is functionally structured to support its Warfighting Operations with Business and Intelligence Operations. In today’s and tomorrow’s technological environment, DoD foresees a net centric approach to conduct these functions.  

The DoD EA RM has a dual primary purpose. First, it provides the model of these functions as part of the DoD Enterprise Architecture. The content of this model is derived from four sources: the DoD UJTLs for conducting Joint Military Operations, the DoD BEA, input from the DoD Intelligence Community, and the DoD NCOW RM V1.0.  The second primary purpose is that the DoD EA BRM provides the official DoD mapping to FEA BRM. 
The mapping between the DoD EA BRM and the FEA BRM, contained in the DoD EA BRM, is the essential cross-walk that provides the basis for the Federated relationship between the business and operational segments of the FEA and the DoD EA.

The DoD EA BRM is intended to be utilized by DoD to better align IT investments in direct support of the four strategic risk areas identified in the 2003 Annual Defense Report by the Secretary of the Department of Defense to the President and Congress: Force Management Risk, Operational Risk, Institutional Risk, and Future Challenges Risk. This alignment of investment in IT is facilitated in the DoD EA BRM by mappings between DoD Operations to the Lines of Business and Sub-Functions performed by the Federal Government, independent of the agencies that perform them. The mapping facilitates a common understanding between the Federal Government’s business for agencies, oversight bodies, IT decision makers, and other stakeholders; and DoD’s operational structure.

Conclusion

The primary focus for the development and first iteration of the DoD EA BRM was to address the DoD requirements of establishing a standardized mapping between DoD business processes and the FEA BRM. The purpose of this mapping was to facilitate accuracy in the DoD IT budget for Capital Planning and Portfolio management at the Federal level.

The evolution of the DoD EA BRM should be configuration-managed by the office of the DoD CIO with DoD Component, Services, and Agencies (C/S/As) input. This evolution will solidify and expand the functionality of the DoD EA BRM, as necessary next steps, by addressing four focus areas that were identified by the DoD FEA Congruence Working Group during the initial model development.  

Recommendations
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   Resolve the Gaps/Overlaps between the FEA and the DoD EA BRM. The Office of the DoD CIO will work with the Federal Architecture Integration Council (AIC) to ensure the adoption of Federal standards within DoD and to propose DoD constructs for use as Federal standards where appropriate.  
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   Resolve DoD Internal Gaps/Overlaps between the 4 areas (Warfighting, Business, Intelligence, and Network Centric Operations) that served as the foundation of the first version of the DoD EA BRM. 
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   Add a DoD Enterprise Management Mission Area that addresses activities at the decision maker level, such as policy, acquisition, readiness, and capabilities assessments. 

[image: image17.png]


   Expand the taxonomy for each Mission Area as programs evolve in DoD, i.e., the Common Operational Activities List (COAL), the Joint Functional Area analyses, and the Joint Integrated Architecture for the Warfighter Mission Area, and the Intelligence activities identified by the Intelligence Community Enterprise Architecture (IC EA).
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   Address the expanded uses of the DoD EA BRM by the C/S/As within DoD. The DoD EA BRM Uses Section identifies the primary DoD internal uses for the DoD EA BRM. It is these primary uses that future versions of the model will need to address and develop in the areas of Policy and Guidance, Model Content, and the documentation of processes for both model use and development. 
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   Maintain alignment with the Federal and DoD enterprise level efforts that the DoD EA BRM uses and contributes to. Some relevant examples are the DoD Enterprise Reference Model (DoD ERM), the Cross-Service Architecture Integration Working Group (CSAIWG), the BEA developed by the DoD Business Management Modernization Program (BMMP), the UJTLs, the Joint Information Architecture (JIA), the NCOW and Global Informational Grid (GIG), and the IC EA. 

  Appendix A -- DoD EA BRM Definitions
DoD EA Business Reference Model Definitions

This section of the DoD EA BRM contains the definitions used to map the FEA BRM elements to the DoD EA BRM elements.  There are four sets of definitions.  Note that the FEA BRM definitions are in the body of the document.  
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 Warfighter Operations: definitions include the Strategic National activities derived from the Universal Joint Task List.  
[image: image21.png]


 Business Operations:  definitions include the Business Enterprise Architecture (BEA) activities from the OV-5.
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 Intelligence Operations:  definitions include the intelligence-related Strategic National activities derived from the Universal Joint Task List.
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 Enterprise Information Environment:  definitions include the Net-Centric Operations and Warfare Reference Model A5 activities that relate to Lines of Business elements.

These definitions may be used as a reference for reviewing and analyzing the tables in the Warfighter Operations, Business Operations, Intelligence Operations, and the Enterprise Information Environment appendices. 

Warfighter Operations Definitions for DoD EA BRM

This section contains definitions of Universal Joint Task List (UJTL) activities that map to the FEA BRM.  The definitions may be used as a reference for the tables in Appendix A that map the FEA BRM to the DoD EA BRM. 
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  SN 1 Conduct Strategic Deployment and Deployment - To conduct the relocation of forces to desired theaters and their return in accordance with national military strategy and OPLANs to include within CONUS in support of Homeland Security missions.   This task focuses on the movement of forces and resources from a point of origin to a specific operational area.  Strategic deployment encompasses relocation of forces, equipment, and supplies to a theater from CONUS, or from one theater to another, for subsequent reception, staging, onward movement, and integration (RSOI).  This task applies to mobilization and nonmobilization situations.  Forces include air, land, and sea forces, as well as special operations forces.
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  SN 1.1
Determine Transportation Infrastructure and Resources
To identify demands on common-user, organic, and contracted-commercial lift assets and en route support required to move forces to and from theaters in support of national military and theater strategies, operation plans, and multinational and regional needs.
SN 1.1.1
Determine Transportation and Support Availability
To determine installation materiel handling capability, port throughput capacity, onward movement capability, transit times, overflight and landing rights, en route support facilities, and critical common-user lift asset availability.
SN 1.1.2
Coordinate and Match Transportation Resources and Requirements
To compare deployment requirements against the actual strategic lift assets made available.  If a change in the allocation is required, the supported combatant command, in coordination with USTRANSCOM, requests additional transportation allocations from the Chairman of the Joint Chiefs of Staff.
SN 1.1.3
Determine Possible Closure Times
To determine the arrival date of a specified movement requirement at port of debarkation (POD).  This task includes conducting a detailed, integrated air, land, and sea transportation analysis to determine the transportation feasibility of a course of action.  It employs common-user lift assets apportioned for planning and supporting command deployment estimates for organic movements.  USTRANSCOM evaluates the capability to deploy the force within the transportation priorities established by the supported command.  Services and Service components also provide an estimate of the ability of their installations and forces to meet required arrival times at POE and onward movement from POD to destination.
SN 1.1.4
Provide for En Route Support and Clearances
To arrange support, diplomatic clearances, and overflight/transit rights with affected countries for forces that are in transit from one locality to another.  Includes coordination with domestic state and local authorities for homeland security.  Many strategic deployments need intermediate staging bases or areas for refueling, air-bridge operations, forward basing/staging of personnel and equipment, regrouping of ship convoys, replenishment, exercise, inspection, and concentration or redistribution of forces.  Staging bases or areas may require airfields and facilities (e.g., navigation aids, communications, maintenance and servicing facilities), augmentation support, parking and transshipment facilities, construction services, health services, berths, beaches, stevedores, and utilities.
SN 1.1.5
Determine Impact of Environmental Conditions on Strategic Mobility
To identify environmental conditions (these include, but are not limited to, weather, oceanic conditions, and the space environment ) that may delay, divert, change, or cancel strategic airlift/sealift.  Recommend changes in transportation modes, assets, or routing to minimize impact or exploit favorable conditions to enhance mission success.
SN 1.1.6
Determine the Impact of Threat Activity on Strategic Mobility
Examine potential and actual threats at departure and arrival locations and en route (along lines of communications), including possible use of nuclear, biological, and chemical weapons and determine necessary changes to operations.
SN 1.2
Conduct Deployment and Redeployment
To move forces and cargo in accordance with both national strategic and theater strategic requirements and in conformance with the supported commander’s concept of operations.  This may be included in an OPLAN, CONPLAN, or OPORD.
SN 1.2.1
Integrate Deployment Systems
To manage the employment of common-user and organic lift assets of deploying forces through movement control and ADP systems.  While execution is decentralized, centralized integration permits worldwide strategic mobility operations.  The global transportation network (GTN) integrates data from transportation and logistics automated information systems for mission area applications.  GTN should be used for in-transit visibility.  Utilize the Joint Operation Planning and Execution System (JOPES) for deployment, sustainment, and redeployment operations.  The umbrella for the JOPES system is the Global Command and Control System (GCCS), which will provide visibility to all users.
SN 1.2.2
Provide Forces and Mobility Assets
To provide the transportation assets (e.g., road, rail, sealift, and airlift) required in an operational configuration for the movement of forces and cargo.  Mobility assets involve military and commercial means that includes assets from multinational partners.
SN 1.2.3
Conduct Terminal Operations
To conduct reception, proces sing, and staging of passengers; receipt, transit storage, and marshaling of cargo; loading and unloading of ships or aircraft; maintain in-transit visibility (ITV); and manifesting and forwarding of cargo and passengers to destination.  This task applies to ports of embarkation normally within the continental United States and can also apply to ports of debarkation outside the continental United States.
SN 1.2.4
Provide Movement to POE
To move forces, individuals, and equipment/supplies from origin installation, or mobilization station if used, to marshaling area and then to ports of embarkation (POE).
SN 1.2.5
Move Forces from POE to POD
To move forces by air and sea strategic mobility assets to ports of debarkation (POD) in theaters. 
SN 1.2.6
Conduct Redeployment or Retrograde of Personnel and Equipment from Theater
To conduct redeployment of US and other designated personnel and equipment from theater of operations/joint operations areas, often using the retrograde capacity of mobility assets during strategic deployment operations.
SN 1.2.7
Coordinate Global Strategic Refueling
To coordinate refueling for (1) the strategic deployment of aircraft to reach their destination with minimum dependence on landing rights in foreign nations, and (2) the enhancement of range, loiter time, and payload of aircraft conducting strategic air operations.  It can also include replenishment (fueling) at sea for strategically employing and deploying ships and convoys.
SN 1.2.8
Provide Global Patient Movement and Evacuation
To provide evacuation and control of patient movement worldwide.  This task includes the evacuation of combat casualties from theater of operations/joint operation area (JOA) and worldwide movement of ill or injured patients within theater, between theaters or between the theater and CONUS, or within CONUS.
SN 2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance -To produce the intelligence required by strategic consumers for formulating national-level policy, strategy, systems acquisition, and military plans and operations.  The strategic intelligence task applies across the range of military operations including military operations other than war.  This task includes providing national strategic surveillance and reconnaissance.
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  SN 3 Employ Forces - To employ forces to achieve desired end states to include within the United States if in response to homeland security.  Employment at the strategic national level includes the commitment of functional combatant command assets or other forces under direct supervision of the Secretary of Defense to execute a national mission.  This task includes efforts that integrate two or more theater strategies or US and multinational national-level efforts.  It also includes coordination and integration of non-DOD support to combatant commands and DOD support of non-DOD agencies and other nations and groups.
SN 3.1
Coordinate Forward Presence of Forces in Theaters
To collaborate with other US departments and agencies and the US Congress and to work with foreign governments to allow the stationing of or temporary presence of US combat and support units and individual Service members or DOD civilians.  The objective is to allow the rapid application of the military instrument of national security by placing US forces in a position from which they can rapidly respond to a crisis or can support the rapid response of other forces to such a crisis.  This is a crucial element of deterrence and can be a demonstration of resolve to allies and potential adversaries.
SN 3.1.1
Station Forces Forward in Theaters
To collaborate with other US departments and agencies and the US Congress and to work with foreign governments to allow the permanent stationing of US combat and support units.  Further, to act on agreements with foreign governments by the assignment of forces to combatant commanders for stationing overseas and to provide the DOD funds necessary to support those forces and any accompanying dependents.  Includes the collection of environmental background data to establish any endemic hazard levels.  
SN 3.1.2
Coordinate Periodic and Rotational Deployments, Port Visits, and Military Contacts
To collaborate with other US departments and agencies and the US Congress and to work with foreign governments to allow for US combat, support, and training units and individual Service members and DOD civilians to visit foreign nations.  This task includes the coordination of deployments, port visits, and military contacts to ensure no conflicts exist between combatant commands or with nonmilitary instruments of national power.
SN 3.1.3
Support Establishment of Access and Storage Agreements
To support the combatant commanders’ efforts to obtain agreements for periodic access by US personnel and units and for the permanent stationing ashore or afloat of selected items of equipment and supplies.  This task includes collaborating with other US departments and agencies, the US Congress, and foreign governments to develop treaties, executive agreements, and memorandums of understanding with host nations or international organizations.  This task supports proliferation reduction measures.
SN 3.1.4
Coordinate Joint/Multinational Training Events
To coordinate, schedule, and conduct designated joint/multinational training events.  This task includes arranging for the participation of forces from other nations and from international organizations, when obtaining such participation is beyond the purview of the combatant commander.  It also includes the deconfliction of training events, both between combatant commands and with non-military instruments of national power.  At times the Chairman of the Joint Chiefs of Staff will be the officer scheduling the joint training events, but will almost always delegate to the combatant commander the conduct of the training event or allow the CINC to further delegate conduct of the training event.
SN 3.1.5
Acquire Host-Nation Support (HNS)
Moved to:  SN 4.2.9 Acquire Host-Nation Support.
SN 3.2
Manage National Strategic Firepower
To manage all aspects of national strategic firepower to include targeting and attack policy, target selection, planning applications, readiness, generate and disperse forces, and maintain weapon stockpiles.  The term strategic firepower is a far-reaching concept and is used here to refer to any type of attack (i.e., nuclear, conventional, unconventional ), both lethal and nonlethal, on targets of strategic value.
SN 3.2.1
Process Strategic Targets
To acquire, positively identify, select, and prioritize targets that are enemy strategic decisive points, critical nodes, and centers of gravity.  This task includes apportioning resources to attack the selected strategic targets in either a deliberate or adaptive planning mode.
SN 3.2.2
Generate and Disperse Strategic Forces
To notify, alert, and increase the readiness of forces capable of conducting strategic attack.  This task also includes assembling, and/or dispersing forces capable of conducting/supporting strategic attack in a posture preparatory to attacking strategic targets as well as surviving forces on tactical threat warning.  This task includes those forces assigned to supporting commands in support of the Single Integrated Operation Plan (SIOP) and other strategic plans.
SN 3.2.3
Manage Strategic Force Readiness Levels
To modify strategic forces responsiveness by directing them into lower/higher conditions of readiness and survivability.  This task includes directing changes in aircraft and ICBM posture levels and submarine deployment/patrol condition, as well as dispersing these forces to increase survivability.
SN 3.2.4
Manage Strategic Weapon Stockpile
To monitor strategic asset current availability/reliability, maintain current status, and assess current capabilities of assets.  This task includes coordinating with combatant commands to ascertain requirements and working with components, operational commands, and support agencies within DOD and DOE to ensure weapons availability in support of strategic objectives. 
SN 3.2.5
Determine National Strategic Targeting Policy
To determine national strategic targeting policy and provide advice to the President and Secretary of Defense (SecDef)  concerning all aspects of the use of strategic fires and information operations weapons.  This task includes determining target priority, needed level of damage or as well as legal limitations and political constraints on targets of strategic importance.
SN 3.2.6
Develop National Strategic Attack Policy
To determine national strategic attack policy.  Strategic attack refers to the use of strategic firepower to create strategic nuclear, conventional, lethal, or nonlethal effects.  The components to determine attack policy are situational dependent.  Examples include development of policy pertaining to the Single Integrated Operation Plan (SIOP), nuclear strike plans, conventional strike plans, information operations (IO), and antisatellite (ASAT) plans.
SN 3.3
Employ National Strategic Firepower
To employ all lawful means and systems of attack for strategic effect.  This task includes series or parallel attack of selected enemy targets to instantly or progressively produce the desired effect (destroy, disintegrate, degrade, etc.) on the enemy's strategic forces.  Targets may include national command and control facilities, CBRNE weapon production and delivery systems, warmaking capacity, economic or political centers of gravity.  National strategic attack employs lethal (nuclear, conventional, and unconventional) and nonlethal assets in a manner consistent with national and International law.
SN 3.3.1
Employ National Lethal Capabilities
To employ national lethal capabilities to affect, modify, neutralize, or destroy enemy targets worldwide. 
SN 3.3.2
Synchronize Strategic Attack
To synchronize attacks on all strategic targets with other operations through the coordinated employment of national-level systems to maximize the combined effects and to minimize effects on friendly forces, neutrals, and noncombatants.  Attack is conducted to destroy or neutralize strategic-level targets worldwide using lethal and nonlethal means.  Synchronization may take place at the ST level of war.
SN 3.3.3
Demonstrate National Military Capabilities
To conduct exercises or other show of force demonstrations to display national strategic military capabilities or show resolve to influence world perceptions of US potential and resolve to meet the Secretary of Defense's specified strategic end-state.
SN 3.3.4
Apply National Nonlethal  Capabilities
To apply national nonlethal capabilities, such as information operations, to affect, modify, or neutralize strategic-level enemy targets.
SN 3.3.5
Conduct National Combat Assessment
To determine the overall effectiveness of force employment during national strategic military operations.  The assessment will use battle damage assessment, munitions effects assessment, collateral effects, and reattack recommendations provided by the combatant commanders and intelligence organizations.
SN 3.3.6
Determine National Residual Capabilities
To assess the impact of all of Chemical. Biological, Radiological, Nuclear, and High Yield Explosive (CBRNE) events as well as natural and man-made disasters.  This task includes determining both the status both of military forces and national infrastructure (logistics, communications, transportation, medical, etc.).  
SN 3.4
Protect Strategic Forces and Means
To safeguard friendly strategic center(s) of gravity, strategic force potential, and CONUS base (includes civilian population, key assets in the local community supporting plans, and the civil populace and industrial capacity of the nation) by reducing or avoiding the effects of enemy strategic-level actions and unintentional friendly actions.  This task includes protection during strategic deployment of forces.
SN 3.4.1
Provide Strategic Air Defense
To protect all assets from air attack.  This task involves integrating national and multinational surveillance, detection, identification, tracking, and interception systems.  Strategic air defense includes the use of aircraft, air defense missiles, air defense artillery, nonair defense assets in an air defense role, electronic warfare, and other lethal and nonlethal capabilities against all air threats including aircraft, naval vessels, air-to-surface missiles, and cruise missiles.  This task centers on the protection of national centers of gravity, critical facilities, strategic reserves, population centers, and industrial capacity and infrastructure.
SN 3.4.10
Protect the National Sea Frontiers
To protect the seaward approaches to the United States and ensure the safety of maritime operations and the environment.  This task includes protecting coastal shipping from attack.  It also includes developing and implementing measures to prevent marine pollution or toxic waste spills ashore with the potential to disrupt defense operations, adversely impact national economies, or do significant environmental damage.  To ensure hazardous materials are removed and properly disposed of without further damage to the environment.  The environmental portions of this task can be executed in support of combat operations in a theater of operations/joint operations area (JOA).  
SN 3.4.2
Provide Integrated Tactical Warning and Attack Assessment
To provide unambiguous, reliable, and survivable integrated tactical warning and attack assessment (ITW/AA) of atmospheric, space, and/or ballistic missile attack to President and Secretary of Defense (SecDef), top echelon defense staffs and combatant commanders.  Integrated tactical warning (ITW) is a continuous, real-time process that provides warning after initiation of a threatening or hostile act based upon an evaluation of information from all available sources.  Attack assessment (AA) is an evaluation of information to determine the potential or actual nature and objectives of an attack.  AA also characterizes the attack as to origins, patterns, regions, sources, areas at risk, destruction potential, etc.  ITW/AA provides information to support timely decisions during all phases of conflict.  This task includes controlling ground and space based warning systems that provide data/information for ITW/AA of an atmospheric, space, and/or ballistic missile attack.
SN 3.4.3
Coordinate Strategic Ballistic Missile Defense
To coordinate the protection of strategic forces and national assets from ballistic missile attack.  This task involves integrating national and multinational surveillance, detection, identification, tracking, and interception systems to counter a ballistic missile attack.  This task centers on the protection of national centers of gravity, critical facilities, strategic reserves, population centers, and industrial capacity and infrastructure.  
SN 3.4.4
Safeguard National Strategic Capabilities
To safeguard military forces, critical facilities (political, economic, informational, military), national strategic center(s) of gravity, and force potential by reducing or avoiding the effects of enemy strategic-level actions (lethal or nonlethal).  This task includes hardening or fortifying facilities or construction for forces, removing hazards affecting execution of the national military strategy, and ensuring friendly effective use of the electromagnetic spectrum.
SN 3.4.5
Coordinate and Conduct Strategic Operations Security
To take actions to minimize friendly indicators associated with national military strategy.  This task includes signal security (communications security and electronic security) and protection of activities (e.g., patterns), strategic forces, and facilities from enemy observation and surveillance.  
SN 3.4.6
Coordinate Protection of National Strategic Information, Information-Based Processes, and Information Systems
To coordinate the protection of information, information-based processes, and information systems by planning and implementing comprehensive defensive information operations (IO) measures.  This is a broad task that may require a risk management approach to focus the effort.  This task includes ensuring access to timely, accurate, and relevant information when and where needed, and to deny an adversary the opportunity to exploit friendly information and systems for their own purposes.  
SN 3.4.7
Coordinate Force Protection for Strategic Forces and Means
To coordinate force protection for strategic forces and means to enhance freedom of strategic action by reducing friendly vulnerability to hostile acts, influence, or surprise.  This task includes antiterrorism measures and counterintelligence actions designed to protect friendly forces from surprise, observation, detection, interference, terrorism, espionage, sabotage, intelligence collection, and assassination.  
SN 3.4.8
Coordinate Nuclear Surety
To coordinate the safety, security, and weapon level use and control of nuclear weapons, and for the confidence in the enduring nuclear weapon stockpile.  This task includes monitoring and assessing current nuclear weapons programs and procedures and providing recommendations for improvements to current nuclear weapons programs and procedures.  
SN 3.4.9
Support Worldwide Personnel Recovery
To provide national-level policy, plans, doctrine, exercise and operations support for the recovery of U.S. military, DOD civilian and DOD contract service employees placed in danger of being isolated, beleaguered, detained, captured or having to evade capture while participating in a U.S.-sponsored activity or mission.  
SN 3.5
Provide Space Capabilities
To plan (including integration and synchronization), initiate, and direct activities and operations associated with space combat operations, space support operations, and combat support operations.  Such operations are conducted from earth to space, space to space, and space to earth.  These operations include space control (enforcing space superiority through protection, prevention, negation, and surveillance); force enhancement (supporting the warfighter with communications, weather, navigation, ballistic missile attack warning, and intelligence products); and space support (placing systems in space and operating them).  Strategic space capabilities include national, DOD, civil and commercial space systems, and associated infrastructure.
SN 3.5.1
Provide Space Support
To launch, sustain, (predicted or unforeseen), or augment orbiting DOD space assets.  Launch tasks include booster assembly, mating the booster and payload, launching the vehicle, providing range support, notifying the appropriate agencies, and launch support analysis.  Once in orbit, this task includes monitoring and controlling space systems to maintain their operational status.  Task includes initialization activities after launch, routine control of all systems that support the payloads, contingency operations to recover from anomalous conditions, and relocating or reorienting space systems as directed to support national or theater requirements.  This task also includes control of payloads as directed by other organizations responsible for the payload operation and management.  
SN 3.5.1.1
Launch and Initialize New Satellites 
To launch vehicle, assemble booster and payload, provide the appropriate agencies with launch support analysis and initialization activities after the launch.
SN 3.5.1.2
Monitor/Upkeep Satellites 
To maintain the health and welfare of the satellites by providing telemetry monitoring and routine maneuvers to maintain orbit.
SN 3.5.1.3
Resolve Satellite Anomalies
To plan and coordinate anomaly detection, user notification and contingency operations to recover from anomalous conditions and anomaly correction as well as geolocating a source of RFI.
SN 3.5.1.4
Relocating/Reorienting Satellites 
To relocate/reorient space systems as directed to support national or theater requirements and to control payloads as directed by other organizations responsible for the payload operation and management.
SN 3.5.2
Provide Space Control
To assure freedom of action of US and multinational space assets in space, while denying adversaries such freedom of action.  Space control includes protection of US space systems and negation of enemy space systems.  In addition, this task also includes the necessary surveillance to track, assess and catalog all orbiting space objects, and to provide collision avoidance reports.
SN 3.5.2.1
Provide Space Surveillance 
To detect, track and catalog objects in space and to direct the space surveillance network to provide data on all near earth and deep space satellites.  It includes processing launches, maneuvers, reentries, deorbits, break-ups, separations and conjunctions.
SN 3.5.2.2
Provide Space Protection 
To protect our assets from various threats such as directed energy, RFI, space debris.
SN 3.5.2.3
Provide Space Negation 
To deny the use of space to the enemy.
SN 3.5.3
Provide Space Force Enhancement
To provide direct support to combatant commanders, operational commanders, and land, sea and air forces through the use of space based sensors and payloads.  Space force enhancements supports the warfighter with navigation, surveillance and reconnaissance, communications, weather/environmental, and theater ballistic missile warning products.  In addition, this task includes deployment of Space Support Teams to ensure the responsive application of space assets for geographic combatant and subordinate joint force commanders
SN 3.5.3.1
Provide Navigation Support 
To provide navigation support to the warfighter through the use of space based sensors and payload.
SN 3.5.3.2
Provide Weather/Environmental Support 
To provide weather and environmental support to the warfighter through the use of space based sensors and payload.
SN 3.5.3.3
Provide Theater Ballistic Missile Warning Products 
To provide theater ballistic missile defense warning products to the warfighter through the use of space-based sensors and payload, including Global Positioning System (GPS) accuracy.
SN 3.5.3.4
Provide Communication Channels 
To provide sufficient satellite channels for data and communications to the warfighter through the use of space based sensors and payload including UHF, EHF, SHF and GBS.
SN 3.5.3.5
Provide Surveillance/Reconnaissance Support 
To provide surveillance and reconnaissance to the warfighter through the use of space-based sensors and payload including satellite vulnerability and intelligence products.
SN 3.5.3.6
Deploy Space Support Teams 
To deploy space support teams to ensure the responsive application of space assets for geographic combatant and subordinate joint force commanders.
SN 3.5.3.7
Protect Ground Based Space Assets
To increase the FP of essential ground based receivers/transmit sites that are currently not guarded.
SN 3.6
Conduct Survivable Mobile Command Center (SMCC) Operations and Planning Functions
(Classified)
SN 3.6.1
Conduct SMCC Central Management Duties
(Classified)
SN 3.6.2
Assume SMCC Central Manager Responsibilities
(Classified)
SN 3.6.3
Maintain SMCC Connectivity with the President and Secretary of Defense and Senior Military Authorities
(Classified)
SN 3.6.4
Maintain Communications with Other SMCC Assets and National Military Command System (NMCS) Command Center
(Classified)
SN 3.6.5
Monitor Status of SMCC Assets, Senior Leadership (Military and Civilian), and Provide Command Center Status (CCSTAT) and Handover Reports
(Classified)
SN 4 Provide Sustainment - To maintain the necessary level and duration of military activity to achieve national and multinational objectives.  This task includes providing, maintaining, transporting, or assisting/coordinating those levels of force, personnel, materiel, and consumables necessary to support the national and/or multinational military strategy.  In military operations other than war, this task pertains to support of US forces and agencies and to provide advisory and training assistance to a host-nation.  
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  SN 4.1
Procure and Distribute Personnel
To procure officers, warrant officers, enlisted personnel, and civilians for the force and to transport them to units and organizations of their Service and other DOD, governmental, and nongovernmental support agencies, according to policy and national military strategy.  Includes support from states and non-DOD agencies.  
SN 4.1.1
Determine Requirements and Allocate Human Resources
To determine manpower requirements and allocate the resources from approved positions in the force structure.  This task includes determining which requirements will be supported with authorizations (spaces) by grade and skill level.  
SN 4.1.2
Procure, Train, Supply, Transport, and Maintain Personnel
To procure, train, and assign personnel to authorized positions in the force structure.  This task includes accountability of assigned forces and movement of trained personnel replacements to their unit assignments.  
SN 4.2
Provide for Base Support and Services
To provide and coordinate wholesale logistics and administrative support to combatant commanders and the Military Departments.  This task includes the acquisition of materiel, facilities, and services.  This support and these services can be provided directly to operational and tactical organizations as well as theater organizations.  
SN 4.2.1
Determine National Military Support Infrastructure
To determine, in conjunction with the combatant commanders (and Department of State and other government agencies), the lines of support and the locations for sustaining bases to best support the national military strategy and theater strategy and campaign plans  
SN 4.2.2
Provide Wholesale Supply and Maintenance
To provide wholesale procurement and distribution of supplies and equipment.  This includes receipt, classification, storage, accounting, issue, maintenance, procurement, manufacture, assembly, research, reutilization, salvage or disposal of material, as well as wholesale distribution, to supported retail echelons of supply and to collateral depot maintenance activities.  It also includes the maintenance performed on materiel requiring major overhaul or a complete rebuild of parts, assemblies, subassemblies, and end items, including the manufacture of parts, modifications, testing, and reclamation as required.  Depot maintenance supports lower categories of maintenance by providing technical assistance and performing that maintenance beyond their responsibility or capability.  
SN 4.2.3
Control National Inventories and Movements
To integrate materiel inventory management of all groups of items within the overall supply system.  It includes management of the administrative movement of materiel within and from the CONUS base or prepositioned stock locations to a combatant command or host-nation either in bulk or individual shipments tailored to the needs of the deployed forces.  
SN 4.2.4
Develop Sustainment Base
To improve, expand, or contract the resources and facilities of an area or a location in the United States and its commonwealths or territories in response to changes in the national military strategy.
SN 4.2.5
Coordinate Defensewide Base Operations Support
To coordinate the providing of local administrative and logistic services, including supply operations, maintenance of materiel, personnel support and services, base services, operation of utilities, maintenance of real property, minor construction, geospatial information and services support (formerly mapping, charting, and geodesy support), other engineering support, and administrative services (including network and computer security and services, which involves protection of critical assets at both CONUS and deployed locations).  This support is accomplished by or through activities of the supporting installation.  Base services also include transportation and electronic (signal) communications and weather support.  Personnel support and services include personnel administrative services, finances, and resource management.
SN 4.2.6
Organize Management Headquarters
To organize headquarters that are primarily concerned with long-range planning, programming, and budgeting of resources; development of policy and procedures; coordination of effort; and evaluation.  This task is to establish and operate departmental and major command-level headquarters and provide certain administrative services for non-DOD agencies.
SN 4.2.7
Provide Legal Support
To advise commanders and staff on all civil, acquisition, fiscal, military, international, and operational law issues.  To review all rules of engagement, directives, and operational plans and all strategic targets, whether preplanned or adaptively planned, for consistency with US and international law; and to advise on the legal and political implications of restraints upon operations to include the right to employ force.  
SN 4.2.8
Establish Prisoner Control Policy
To establish the policy for confinement of military personnel so ordered and the internment of EPWs.  
SN 4.2.9
Acquire Host-Nation Support (HNS)
To negotiate and contract for support and services from a host nation for US forces in a theater and within the United States if in response to homeland security misisons.  The scope of HNS is a function of US capabilities in theater, but can include any portion of the range of combat support and combat service support activities.  
SN 4.3
Provide for Personnel Support
To ensure provision is made for the support of personnel, either in CONUS or overseas in a theater, to include personnel management and morale support, religious support, and health services support.  
SN 4.3.1
Provide Personnel Management and Morale Support
To manage the military personnel and the civilian work force, including procurement, accountability, training, education, utilization, development, promotion, assignments, motivation, retention, and separation/retirement policy.  To provide policy for the entertainment and recreational facilities and activities for troops, including motion pictures, libraries, sports, live entertainment shows, Service clubs, musical entertainment, crafts, and outdoor recreation.  This activity includes providing resources, facilities, and support to CONUS and OCONUS commands for morale, welfare, and recreation activities, especially rest and relaxation for service members from the rigors of sustained combat, and support operations.  
SN 4.3.2
Coordinate Defensewide Religious Support
To coordinate comprehensive, inter-Service religious ministry support within DOD.  This task includes reviewing plans and providing guidance in the provision of religious ministry across the range of military operations.   To advise on the ecclesiastical, religious, and moral implications of Joint operations to achieve national security objectives; to advise on Joint religious ministry doctrine and policy, and coordinate chaplaincy issues with foreign military organizations.
SN 4.3.3
Coordinate Defensewide Health Services
To coordinate medical services that promote, improve, conserve, or restore the mental or physical well-being and performance of individuals or groups.  This task is performed in support of all Services (and other nations as required), both in the field and in CONUS.  This task includes: medical, dental, veterinary, optical, and ancillary services; health-related research; medical evacuation and patient transport; medical supply and maintenance; and humanitarian assistance and civic action to other nations and in CONUS.
SN 4.3.4
Develop and Maintain a Medical Surveillance Program
Developing and maintaining a comprehensive surveillance program is a critical force protection element.  Program elements include: mechanism to identify health threats, systems to implement preventive medicine measures, pre- and post-deployment health assessment systems, and medical surveillance systems to monitor health threats during an operation.
SN 4.4
Reconstitute National Forces and Means
To reconstitute the Armed Forces of the United States that will counter any emerging global threat.  National reconstitution involves forming, training, and fielding new fighting units.  This task includes initially drawing on cadre-type units and laid-up military assets, mobilizing previously trained or new manpower, and large-scale use or employment of the industrial base.  This task also involves maintaining technology, doctrine, training, experienced manpower (military, DOD civilian, and contractors), and the innovative approach necessary to retain the competitive edge in decisive areas of potential military competition.  This task includes providing the support required for reconstituting a host-nation's forces in military operations other than war.  
SN 4.5
Set Sustainment Priorities
To establish or coordinate worldwide priorities to support a revised national military strategy and revised theater campaigns and strategies, to optimize the use of available resources.  This task includes the analysis and evaluation of theater and Service logistic plans, procedures, capabilities, and systems for sustainment of special operations forces (SOF).  
SN 4.6
Acquire Materiel
To procure, produce, buy, lease, rent, or otherwise obtain equipment and supplies for the armed forces.  To provide them to military units and other DOD, allied, US Government, and nongovernmental organizations according to established laws, statutes, regulation, DOD directives, policy, and national military strategy.
SN 4.6.1
Conduct Acquisition
To perform research, development, test, and evaluation (RDT&E), production, fielding, and support for weapon systems, management information systems, consumables, non-weapon and non-AIS items, and services.
SN 4.6.1.1
Defense Acquisition
To plan and accomplish RDT&E to produce weapons and management information systems, processes, procedures, and end products for the Services and other DOD, Allied, US governmental, and nongovernmental support agencies.  
SN 4.6.1.2
Procurement
To plan and obtain consumables, non-weapon and non-AIS items, and associated services by DOD, such as studies, passenger vehicles, supplies, construction, and waste removal necessary to support the national military strategy.  
SN 4.6.2
Assess Performance and Implementation Improvements
To assess capabilities of the current force structure (people and materiel) to meet projected threats, while taking into account opportunities for technological advancement, cost savings, procedural and technical efficiencies, and changes in national policy or doctrine.  This task includes the requirements generation process to identify needs based on mission area assessments.  
SN 4.6.3
Support Logistic Processes
To enable, assist, and perform production, fielding/deployment, and operational support.  Task includes the production and delivery of materiel, supplies, and equipment, including required support infrastructure, to the field for operational use and identifying, developing, and performing modifications to fielded systems throughout the life cycle.  
SN 4.6.4
Reutilization or Disposal of Materiel
To reuse, recycle, demilitarize, or otherwise dispose of materiel, equipment, supplies, systems, and products in the military inventory after they become surplus.  This task includes use of recovered materials, reuse of products, recycling, and planning for disposal during system development.  At the end of the system/product useful life, the task includes controlled demilitarization and disposal in a way that minimizes liability due to environmental, safety, security, and health issues.
SN 4.7
Acquire, Manage, and Distribute Funds
To perform the resource management function of estimating costs for specific operations and tracking and reporting actual costs to support requests to the US Congress for appropriation of funds for specific operations.  It also includes identifying and managing funds that can be made available to theater and operational levels to pay for immediate expenses.  Resource management includes planning, programming, and budgeting (PPBS) support, budget analysis, management services, and force management support.  Finance and accounting functions include overall capturing of the costs of operations via standard accounting systems and other means and the management of the operating systems that pay personnel and providers (contractors, host-nation, suppliers, etc).
SN 5 Provide Strategic Direction and Integration -To develop and revise national and/or multinational military strategy.  This task is based on national security strategy for the attainment of strategic security interests, objectives, and end states.  The Joint Chiefs of Staff  (JCS) (includes the Chairman and Vice Chairman of the Joint Chiefs of Staff) derives strategic direction from national security strategy and policy directives.  The Secretary of Defense, through the Chairman of the Joint Chiefs of Staff, provides strategic guidance and direction to the combatant commanders.  The combatant commanders subsequently provide strategic direction for the employment of joint, Service, supporting, special, and multinational forces through their unified action in theater strategies and campaign plans.  This task includes providing clear command relationships and tasking authority through an appropriate JCS planning, warning, alert, or execute order.  Theater operations are often in conjunction with interagency, nongovernmental, and private voluntary organizations and United Nations forces.  These three strategies (national security, national military, and theater) and related strategic plans integrate the national ends, ways, and means.  Includes missions in support of homeland security within the United States.  
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  SN 5.1
Operate and Manage Global Strategic Communications and Information Systems
To receive information and data on the strategic situation worldwide, including: combatant command, theater component command, and operational level command missions, disposition of friendly and enemy forces, strategic centers of gravity, and characteristics of the theater areas (worldwide).  This task includes translating the information and decisions into a usable form and promulgating, retaining, and disseminating it.  The task includes informing, advising, and obtaining information and decisions on the worldwide situation, national security and national military strategies, and theater strategies and campaigns.  Information and decisions will be acquired from and communicated to the President and Secretary of Defense (SecDef) and National Security Council advisory staff, Chairman of the Joint Chiefs of Staff, Military Departments and staffs, multinational commands and staffs, and other elements of the Department of Defense and government agencies as required.  This task includes coordinating with friendly civilian government authorities as required.
SN 5.1.1
Communicate Strategic Decisions/Information
To send and receive strategic decisions and data from one echelon of command, component, Military Department, ally, or other organization to another, by any means.  
SN 5.1.2
Establish and Direct National Military C4 Systems Worldwide for Communicating Strategic Information
To establish, direct, and control or interact with the networks and nodes (including space systems) used to send or receive strategic information (including data) and to use these systems to obtain or send strategic information.  This activity includes requirements for command, control, communications, and computer systems to operate within the Global Command and Control System (GCCS), which includes the National Military Command System (NMCS), Global Transportation Network (GTN), combatant command C4 systems, the Service component C4 systems, USSOCOM C4I systems, or similar systems that may be established or required.  This task includes repositioning of C4-related forces and systems.
SN 5.1.3
Maintain Global Strategic Military Information and Force Status
To capture, screen, process, circulate, store, and display strategic data in a form that supports the decision making and planning processes for the President and/or Secretary of Defense (SecDef), National Military Command Center (NMCC), Services, and combatant commands.  
SN 5.1.4
Monitor Worldwide Strategic Situation
To continuously observe and analyze events regionally and globally in the context of national and multinational security, military strategies, and other elements of national power (i.e., political, economic, informational).  
SN 5.1.5
Execute CJCS/CINC Emergency Action Procedures
To employ CJCS and CINC emergency action procedures to perform highly structured command and control activities.  This task includes DEFCON, NATO, and NORAD emergency action procedures in addition to nuclear command and control procedures.  
SN 5.1.6
Disseminate Presidential Nuclear Decision and Nuclear Command and Control Orders to the Forces
(Classified)
SN 5.2
Assess Worldwide and Regional Strategic Environment
To assess the global strategic environment and situation and to compare the capabilities of the Armed Forces of the United States and multinational forces with those of potential adversaries in a worldwide and regional context.  To review the current national military strategy, forces, and operation plans.  In particular, this task would decide whether actions required under the most recent orders are still appropriate.  This task includes reassessing the national military strategy and plans and determining friendly strategic centers of gravity.  
SN 5.2.1
Conduct Joint Military Net Assessments (JMNA)
To compare the defense capabilities and programs of the Armed Forces of the United States and multinational forces to those of their potential adversaries.  This task includes the joint military net assessment, CJCS net assessment for strategic planning, and CJCS program assessment.  
SN 5.2.2
Conduct National Military Strategy Review
To review the strategic situation and strategy by gathering information, raising issues, and facilitating the integration of strategy, operation planning, and program assessments.  Such a review supports the formulation of subsequent guidance for the development of a national military strategy statement.  This task includes reviewing the objectives, concept, and resources associated with existing national military strategy, planning guidance, and national security documents; conducting a baseline intelligence threat assessment; receiving from combatant commanders inputs on priorities and preparedness; reviewing changes to the global national security environment; and evaluating the risk associated with various force levels for planning.  
SN 5.2.3
Review Operation Plans
To review existing strategic and operation plans, to include relevant CONPLANs and functional plans, in light of the existing global strategic environment and the results of the national military strategy review.  This ensures compliance with Secretary of Defense's guidance and resource levels and with developing issues, such as risk associated with enemy equipped with CBRNE weapons hat might suggest changes to the strategy or joint operation plans.  
SN 5.2.4
Decide on Need for Military Action or Change
To decide whether strategic actions are required which are different from those that combatant commands and Service forces have already been directed to support.  
SN 5.3
Determine National Military Strategic Direction
To assimilate various estimates, reviews, and Secretary of Defense's guidance; develop options and decisions on multinational and national military strategy recommendations to the Secretary of Defense; and support theater strategies and campaign plans.  
SN 5.3.1
Issue Strategic Planning Guidance
To provide guidance on goals and objectives, resources, and planning tasks to Service staffs, Service major commands, and combatant command planners.  This task includes providing guidance for developing recommendations for the national military strategy.  It also includes providing guidance for Service forces to ensure they support multinational and theater strategies and campaigns in conformance with DOD, CJCS, and joint operation planning guidance.  Guidance may include targeting policy, rules of engagement, levels of acceptable risks, and other restrictions and constraints.  
SN 5.3.2
Develop and Analyze Multinational and National Military Strategy Options
To identify and define multiple, feasible strategy options within the framework of guidance; to examine or war game each course of action; to determine advantages and disadvantages of each; and to compare the advantages and disadvantages of each course of action.  This analysis is conducted in the context of combined CJCS and unilateral Service-related actions with OSD, Office of Management and Budget (OMB), Congress, and the President during Planning, Programming, and Budgeting System (PPBS) and other activities.  
SN 5.3.3
Select or Modify Multinational and National Military Strategy, Plans, and Other Strategic Actions
To decide on the strategic option that offers the best prospect for success or to modify a course of action previously selected.  
SN 5.3.4
Review Strategic Options and Recommendations with Secretary of Defense and Other Officials and Adjust
To review strategic options and recommended strategies with the Secretary of Defense and Chairman of the Joint Chiefs of Staff (and Congress and foreign government officials, as required) to enable them to make a reasoned decision.  To adjust the recommended strategy or action based on Secretary of Defense or CJCS guidance.  
SN 5.3.5
Set Worldwide Priorities and Allocate Resources
To set multinational and national military (and Service) priorities and allocate national and Service resources worldwide to combatant commands based on the concept and intent of Secretary of Defense/CJCS guidance.  This task includes analyzing affordability issues.  For special operations forces this includes planning, programming, and budgeting  
SN 5.3.5.1
Produce a National Military Strategy
To produce and publish a National Military Strategy (NMS), providing midterm guidance for force development and acquisition and combatant commander planning.  This task includes developing constrained macro-force alternatives attainable within the program period and to develop preferred force alternatives.  This task then includes selection of the objective force from the preferred alternatives and provide the optimum mid- and long-range force levels to guide program and extended planning period developments within projected resource constraints.
SN 5.3.5.2
Produce a Capabilities-Based National Strategic Plan and Assign Forces
To produce an overall national plan or set of plans which provides guidance to the combatant commanders and Defense agencies on the application of available military capabilities in the event of war or crises short of war.  This plan includes an apportionment of forces for planning.  This task also includes the peacetime assignment of forces to combatant commanders.  
SN 5.3.5.3
Allocate Forces and Resources at Execution
To decide on and provide the combatant commanders a decision on the allocation of forces and resources at execution.  
SN 5.4
Provide Strategic Direction to Forces Worldwide
To provide strategic direction to combatant commands, Military Departments and their subordinate commands, Service component commands, or combat support agencies.  Such direction will facilitate their understanding of Service roles, the mission, and its contribution to the national military strategy and the multinational strategy.  This task includes maximum decentralized conduct of Service support in the CONUS base or to combatant commanders’ unified action and joint operations.  
SN 5.4.1
Prepare and Issue Strategic Estimates, Priorities, and Joint Operation Plans
To develop and issue the plans or directives, to include the Single Integrated Operation Plan (SIOP), that convey the concept and intent for worldwide support of the national military strategy and for multinational and theater strategies and campaigns.  This task includes planning guidance, policy, and legal restrictions or constraints for any actions including targeting, force protection issues, and rules of engagement.  
SN 5.4.2
Coordinate Support for Unified, Joint, and Multinational Operations
To coordinate strategic actions and information with US Military Services; US Service commands; US and allied government, civilian, and military officials; and other national and international headquarters and support agencies.  
SN 5.4.3
Synchronize and Manage Global Operations and Resources
To arrange worldwide sustainment operations in time, space, and purpose to ensure the provision of forces to combatant commands in accordance with the national and multinational military strategy and the combatant commander’s needs.  This task includes both the vertical and the horizontal integration of all activities.  This task ensures that all joint and multinational resources are efficiently employed.  It ensures that the sum of their effects worldwide is greater than the sum of their individual capabilities.  This task includes providing oversights for sensitive activities; activities designed to emplace processes and/or systems to ensure propriety, legality, and accountability of sensitive activities. 
SN 5.4.4
Prepare and Issue Presidential and/or Secretary of Defense Directives/CJCS Orders
To promulgate national strategic execution decisions to subordinate headquarters as well as directly to executing and supporting forces.  This includes planning, warning, alert, and execute orders.  
SN 5.5
Coordinate Worldwide Information Operations (IO)
To coordinate the elements of offensive and defensive IO.  Offensive IO activities include, but not limited to, operations security military deception, psychological operations, electronic warfare, electronic warfare, physical attack/destruction, and special information operations, and may include computer network attack.  Defensive IO integrate and coordinate policies and procedures, operations, personnel, and technology to protect and defend information and information systems.  This task includes military support to attacking and defending information environment that supports national military, political, and economic power.   
SN 5.6
Provide Public Affairs (PA) Worldwide
To advise and assist the Secretary of Defense and Chairman of the Joint Chiefs of Staff, and combined chiefs in an alliance, in telling the military's story to both internal and external audiences.  This task includes communicating through civilian news media to inform the American public through print and broadcast outlets, and developing positive relationships through community relations projects.  Public affairs activities are coordinated with all components of information operations.  Public affairs services apply across the range of military operations.
SN 5.7
Manage DOD Resources
To perform analysis, planning, administration, and control of human, fiscal, financial, material, and other DOD resources.  The task includes control of national inventories, provision for personnel utilization, expansion of the transportation system, management of the industrial base, planning, programming, budgeting, budget execution, financial management, auditing, and accounting in accordance with DOD policy and the National Military Strategy (NMS).
SN 5.7.1
Provide Decision Support
To provide near real-time data fusion in a easily understandable format.  This task includes improving course of action (COA) analysis to aid in the planning, prioritization, and redirection of defense logistics operations in accordance with policy and objectives outlined in the NMS.
SN 5.7.2
Determine Requirements
To determine total force package requirements (personnel and material) for OSD, Military Departments, and Joint Staff to support the operational and support objectives of the NMS and the Joint Strategic Capabilities Plan.
SN 5.7.3
Plan, Program, and Budget
To produce extended future year plans; associated programs and supporting budgets for DOD components in accordance with national and DOD policy guidance and the NMS.  This task includes providing policy guidance (e.g. Policy Guidance for Contingency Planning, fiscal guidance, Defense Planning Guidance, Program Manager Guidance Memo, Director of Central Intelligence Strategic Intent) and national security objectives by the National Command Authorities.  Program development, execution authority, and responsibility are generally delegated to the DOD Components.
SN 5.7.3.1
Planning
To evaluate the threats to vital national interests and develop military strategy and force requirements to attain national security objectives.  This task includes the preparation of the Chairman’s Guidance, (CG), the Joint Planning Document ((CPR), and the release of the Defense Planning Guidance (DPG) by the Office of the Secretary of Defense (OSD).
SN 5.7.3.2
Programming
To establish the aggregate levels of fiscal support to be allocated and impose directed resource constraints.  This task includes the determination of the constrained mix of assets which best satisfies the defense posture expressed in the NMS, DPG, CG and the JPD.  This task is accomplished through DOD component preparation of Program Objective Memoranda (POMs) and Chairman’s Program Assessment (CPA) for complying with DPG objectives.  Programming is culminated with the release of Program Decision Memoranda (PDMs) and amended PDMs.
SN 5.7.3.3
Budgeting
To develop DOD component budgets and a consolidated Defense budget from POMs as modified by PDMs.  This task includes the preparation of budget estimate submissions (BESs) by DOD components based on their PDMs, adjustment of budgets by the SecDef and Defense Resources Board through Program Budget Decisions (PBDs), review and comment on PBDs by the Military Departments and other DOD components, preparation of Amended PBDs and the preparation of budget schedules by DOD components for incorporation into the President’s budget.  
SN 5.7.4
Accounting
To account for DOD real estate, equipment, supplies, personnel, other assets, and funds in accordance with established policy.
SN 5.8
Provide Direction and Coordination for Historical Documentation of Operations
AssuD153D128D103D145D153re training of Service historians to perform joint missions and facilitate field collection efforts by determining proper staffing for field documentation operations.  This includes actions to support field documentation collection efforts with personnel and equipment; establish standards for collection documentation; provide guidance on priorities for collection; assure return, preservation, and proper storage of documents; and transcription of interviews.
SN 6 Conduct Mobilization - To expand the Armed Services by assembling and organizing national resources to support national objectives in time of war or other emergencies.  This task brings the Armed Services, or part of them, to a state of readiness for war or another national emergency.  This task includes advising the Secretary of Defense on mobilization.  It includes activating all or part of the Reserve Components (RC), as well as assembling and organizing personnel, supplies, and materiel.  This task is performed when the Secretary of Defense initiates a selective, partial, full, or total mobilization.  Mobilization tasks of combatant command components are included under this joint task.  For example, US Army Pacific (USARPAC), a component command of US Pacific Command (USPACOM), has mobilization responsibilities.  These mobilization responsibilities are analyzed under the national strategic level (rather than a theater strategic task) because USARPAC performs these responsibilities as a major Army command (MACOM).  Thus, USARPAC is considered to be performing national military functions.  However, USARPAC reports mobilization status through the combatant command as well as the Service.  For demobilization, reverse SN 6.5, SN 6.6, and SN 6.7.
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  SN 6.1
Prepare for Mobilization
Develop, coordinate, and evaluate mobilization doctrine, programs, and systems.  Develop and maintain plans that identify requirements and capabilities of the mobilization base which support force and resource expansion to achieve military and national security objectives.  Develop mobilization estimates and conduct mobilization studies.  Direct, monitor, and assess the status and progress of the mobilization base to support the National Military Strategy in accordance with Defense Planning Guidance and the Joint Strategic Capabilities Plan.  Furnish mobilization-related information to the combatant commanders for incorporation into CINC OPLANs, CONPLANs, functional plans, OPORDs, and campaign plans.  Review CINC OPLANs, CONPLANs, functional plans, OPORDs, and campaign plans to identify stated and implied mobilization requirements.  
SN 6.1.1
Develop and Evaluate Installation Plans, Policies, Procedures, and Systems for Mobilization
To prepare and implement detailed installation capability plans to support mobilization and deployment requirements.  Activities include support and processing units mobilizing at mobilization stations (MS); support of Service major command activities and requirements; operation of Service schools and centers; provisions for real property maintenance, new construction, space management, use of state property and nonindustrial facilities, base expansion, training base expansion; and support for CONUS replacement center (CRC) operations where applicable.  
SN 6.1.2
Develop and Exercise RC Unit and Individual Mobilization Plans
To prepare and implement plans for mobilizing RC units and individual reservists, to include peacetime preparation, alert notification, mobilization at home station, CRCs, and movement to mobilization stations or ports of embarkation (POE).  
SN 6.1.3
Participate in Joint Operation Planning to Support Mobilization
To participate with the Joint Staff, other Services, and the combatant commands in joint operation planning to establish forces and the requirements for their augmentation.  Joint planning and execution is accomplished through the Joint Operation Planning and Execution System (JOPES) and the Joint Strategic Planning System (JSPS), resulting in combatant command operation plans (OPLANs).  Each OPLAN is supported by a time-phased force and deployment data listing of units, non-unit personnel, and resources required to support the plan.  Service headquarters and CONUS major commands interact with the planning process through their mobilization and planning system (e.g., Army Mobilization and Operations Planning and Execution System (AMOPS) or Navy Capabilities and Mobilization Plan (NCMP) or USAF War Mobilization Plan (WMP) or Marine Corps Mobility Management Plan (MMP).
SN 6.1.4
Increase Readiness of Key Mobilization Personnel
To increase readiness levels of active-duty units in theater, in CONUS, or both.  To initiate premobilization actions to increase readiness of RC units and individuals.  To augment active forces by ordering to active duty selected reservists.  
SN 6.1.5
Maintain Current Operational Readiness Status of Units
To prepare recurring status of resources and training systems joint reports (SORTSREP) in peacetime and when alerted for mobilization.  A commander determines a unit's status by comparing personnel, equipment, and training factors to mission requirements.  This task also involves maintaining unit status data in the SORTS data base, a data file that contains the identity of worldwide resources keyed to a unit’s identification code.
SN 6.2
Alert Forces for Mobilization
To transition the force from reserve to active duty status with available personnel and facilities, and to complete all administrative and processing actions.  The alert phase begins when units or individuals receive notice of pending order to active duty and ends when the unit enters active Federal service.  
SN 6.2.1
Alert Units and Individuals of Pending Mobilization
To provide readiness for action—the period of time during which troops standby in response to an alarm.  This task includes any form of communication used by Service headquarters or other competent authority to notify National Guard and Reserve unit commanders that orders to active duty are pending.
SN 6.2.2
Prepare Home Station and Mobilization Station/CONUS Replacement Center for Reception of Activated Units and Individuals
To screen personnel and medical records, notify finance of unit status, prepare for activities at home station, review postmobilization training support requirements (PTSR), inventory unit property, coordinate retrieval of equipment, verify billeting and subsistence support, and finalize supply and equipment shortages.  
SN 6.2.3
Activate Key Personnel
To order key personnel to active duty.  
SN 6.2.4
Conduct Preparatory Administrative, Logistic, Medical, and Readiness Activities
To begin activities required at mobilization.  These include PTSR, command readiness inspection reports, operational tests and evaluations, readiness reports, POM processing, the unit training readiness status, and informal evaluation and observations for determining unit training shortfalls.  Also, combatant commander evaluations of joint training are considered, as appropriate.
SN 6.3
Mobilize at Home Station
To bring units to active Federal duty, transition those RC units to Active duty status, and prepare them for departure to their mobilization station.
SN 6.3.1
Assemble Forces and Report Status
To assemble unit members and resources at home station and provide readiness status of personnel, equipment, and training.
SN 6.3.2
Conduct Specified Training
To train personnel and units on designated subjects, to identify training deficiencies, and to begin training to be completed at MS.  
SN 6.3.3
Requisition MS Training and Support Requirements
To review and request mobilization station training, training ammunition, and MS support requirements.
SN 6.3.4
Transfer HS Property and Prepare for Movement to MS
To complete inventory and to turn over facilities and equipment not accompanying the unit to MS.  To conduct inspection and make units ready for movement to mobilization station.  
SN 6.4
Move to Mobilization Station
To move or transport a unit and its equipment from HS to MS by any transportation means.
SN 6.4.1
Develop Requirements/Movement Plans from HS to MS (or POE)
To prepare plans, including loading plans, routes, convoy organization, C2, guides, and advance parties for movement by any mode to MS.  Plan includes requirements beyond organic capabilities to move to the mobilization station.  
SN 6.4.2
Provide Transportation for Mobilized Units and Individuals
To provide mobilized units and individuals the transportation (common carrier or organic) required to move to MS.  
SN 6.4.3
Provide Mobilization Movements Control
To collect and analyze personnel and materiel movement information to plan, prioritize, allocate, capture and process in-transit visibility (ITV) data, and control movements.  Includes prioritization of use for the US domestic transportation system (all modes and terminals).  To establish a point of contact in each state for information management and coordination.  
SN 6.5
Prepare Units and Individuals at Mobilization Station (MS) or CONUS Replacement Center (CRC) for Deployment
To determine the operational readiness of a unit at MS, validate the unit for deployment, and to take necessary action to correct shortages and deficiencies in training, manning levels, and equipment.  The function includes marshaling RC units (RCU) and preparing vehicles and equipment (weighing, marking, tiedown, inspection, etc.) for deployment.  It includes processing non-unit personnel for overseas movement.
SN 6.5.1
Receive and Provide Base and Operations Support for Units and Individuals
To in/out process Reserve component unit (RCU), retirees, and individual ready reserve (IRR) fillers and to provide base operations support, PAR/POM processing, ammunition, reports, coordination/ control for deployment, and other support (e.g., administrative, legal, health services, chaplain, finance).
SN 6.5.2
Evaluate RC Units for Deployment
To evaluate all deploying RC units in the areas of personnel, logistics, and training.  This task provides a last-minute check to determine the unit's capability to perform its assigned mission when deployed.
SN 6.5.3
Cross-Level and Redistribute Personnel and Equipment
To reallocate or reassign personnel, or effect transfer in control, utilization, or location of materiel at an installation to meet minimum readiness validation criteria for deploying units.  
SN 6.5.4
Train Units and Individuals to Minimum Operationally Ready/POR Status
To plan and conduct operational readiness training at MS to have all units and personnel ready to deploy.  
SN 6.5.5
Secure Clearance for Deploying Non-Validated Units
To obtain gaining combatant commander’s approval to deploy nonvalidated units.  
SN 6.6
Mobilize CONUS Sustaining Base
To expand the CONUS base to support emergency and mobilization requirements.  The sustaining base consists of those elements that are oriented primarily toward sustaining and reinforcing the theater force.  Included are mobilization stations/CONUS Replacement Centers, training bases, logistic support, health services support, transportation support, and C2.
SN 6.6.1
Expand Mobilization Stations
To ensure the orderly expansion of posts, camps, and stations and their ability to receive, house, supply, train, and prepare units for deployment.  
SN 6.6.2
Expand Training Base
To expand training base support to ensure the orderly and timely availability of trained manpower to mobilize for CONUS base support and theater force requirements.  The training base includes induction centers, reception centers, training centers, and schools.  It also includes Reserve augmentation to man the expanded training base.  
SN 6.6.3
Expand Logistic Support
To expand logistic support to meet the mobilization and deployment/employment requirements of the total force.  The expanded support includes maintenance systems, facilities (e.g., military production base, national industrial base, military construction), supply (e.g., storage, handling, procurement, production capability), and service support.
SN 6.6.4
Expand Health Service Support
To maintain and/or expand essential health services including:  medical, dental, optometry, veterinary, ancillary services, and preventive medical support.  Health service support is provided in Service hospitals, Veteran’s Administration hospitals, and civilian hospitals both in other countries and CONUS.  Casualty estimates will be based on projected casualties, force strength, and medical evacuation policy.  
SN 6.6.5
Expand Transportation System
To expand the transportation system capability to move units, personnel, and materiel within CONUS and between combatant commands.  These functions include traffic management (CONUS land transportation, common-user ocean terminals, and intermodal movement), operation and management of common-user ocean shipping and port authorities, worldwide operation of common-user airlift resources and aerial ports.  It also includes Civil Reserve Air Fleet (CRAF),  Voluntary Intermodal Sealift Agreement (VISA), Foreign Carrier Programs, and Ready Reserve Force (RRF).
SN 6.6.6
Expand Other Support
To expand other support requirements in accordance with the expansion of the force.  This support includes family assistance, legal, security/law enforcement, chaplain, finance, and public affairs. 
SN 6.6.7
Plan and Maintain Industrial Base Capabilities
To plan and maintain a viable industrial base that can sustain ongoing production requirements and respond adequately to force mobilization and sustainment requirements.  This task includes DOD/Services working with private industry to ensure continued capability to produce, maintain, and repair material for meeting requirements.  Activities include industrial base capability assessments; establishing Service industrial preparedness programs (such as preparing critical items and planning lists, and conducting production base analysis); and implementing industrial base and or government measures where required to preserve or protect a critical capability.  This task includes actions to provide incentives to the industrial base to maintain technological capabilities and to support reconstituting the Armed Forces of the United States in the face of a developing global threat.
SN 6.7
Provide Command and Control Over Mobilized Forces
To provide C2 over mobilized forces from the time they are called to active duty until they depart their mobilization station (MS) or CRC.  This task includes providing the necessary communications to support C2 and in-transit visibility (ITV) data.  It also includes the transitioning of C2 from premobilization to postmobilization for any level of mobilization.  Reserve component (RC) units are assigned to a designated major command when mobilized at home station.  Command of RC units passes to the MS commander (tenant major command activities in the case of nondeploying units) when the unit reports to the MS.  C2 is then passed to the gaining command at POE departure.
SN 7 Conduct Force Development - To translate projected Military Department, Service, 

and USCINCSOC resources—manpower, fiscal, and materiel—into time-phased programs and structure (expressed in dollars, equipment, and units) needed to accomplish national security, national military, multinational (alliance and coalition), and theater strategy, and Service-assigned missions, core competencies, and functions.
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  SN 7.1
Formulate Joint and Service Concepts, Doctrine, and Requirements
To formulate concepts, doctrine, and tactics, techniques, and procedures in accordance with guidance, the threat, technology, and projected capabilities and resource constraints.  Formulation is consistent with approved joint doctrine or provides innovative concepts across the range of military operations.  This task also includes the development of joint and Service requirements (including a prioritized needs assessment and cost benefit analysis) through the identification of deficiencies and opportunities for improvement, and the highlighting of preplanned modernization and other potential solutions.  The methodology provides bottom-up feedback on doctrine, concepts and requirements.  These requirements provide the basis for R&D.  
SN 7.1.1
Develop Top-Down Strategic Planning Guidance
To derive top-down planning guidance from various high-level authorities to form joint and Service guidance concerning priorities, warfighting concerns, and areas of emphasis for doctrine, training, leader development, organizations, and materiel.  It may include guidance to direct concept development efforts toward particular objectives.  It includes a summary of warfighting and other concepts.  
SN 7.1.2
Develop Joint and Service Warfighting and Other Concepts, Doctrine, and Tactics, Techniques, and Procedures (TTP)
To describe how future military operations may be conducted in light of past experience, current and evolving doctrine and TTP, future capabilities, future or evolving threats, and future technology.  Warfighting concepts describe specific capabilities for joint and Service, inter-Service, and functional concepts and systems.  
SN 7.1.3
Determine Needs and Solutions
To determine needs (i.e., deficiencies, opportunities, and obsolescence issues) for warfighting and military operations other than war, to develop solution sets, and to prioritize solutions based on military judgment, cost benefit analyses, new technology, and tradeoff considerations.  
SN 7.1.4
Document Requirements and Solutions
To categorize joint and Service needs and to consolidate, integrate, and prioritize capability issues into modernization plans.  
SN 7.2
Conduct Research and Development
To conduct studies and experiments in those fields related to national security needs, to provide fundamental knowledge to solve identified military problems, and to produce exploratory and advanced developments in technologies of new or improved military functional capabilities.  This task also includes evaluating test results of advanced concept technology demonstrations.  Incorporated in this task is the authority to establish RDT&E and procurement programs that support modernization.  
SN 7.2.1
Conduct Basic Research
To conduct scientific studies and experiments directed toward increasing knowledge and understanding in those scientific fields related to national security needs.  Basic research provides fundamental knowledge for solution of identified military problems.  Within the DOD acquisition community, this task covers budget activities 6.1 through 6.3.  
SN 7.2.2
Integrate Capabilities and Prioritize R&D and Acquisition Programs
To provide operational and technical integration of current and projected systems.  This task includes the process to determine which systems should be pursued into demonstration and eventual production.  This task includes the activities of the Joint Warfighting Capabilities Assessment (JWCA) and Joint Requirements Oversight Council (JROC).  
SN 7.2.3
Conduct Demonstration, Engineering Development, and Production (Life Cycle Management)
To take available scientific information and use it to develop concepts for meeting military needs and to take such concepts to production.  This task includes concept exploration, program definition and risk reduction, and engineering and manufacturing development.  It also includes production of the product, major modifications, demilitarization, and disposal.  This task is Department of Defense acquisition Phases II through III.
SN 7.2.4
Conduct Testing
To evaluate and assess system or materiel performance appropriate to each phase and milestone of development.  This task includes developmental test and evaluation (DT&E) of alternative concepts and identification of risk.  As operational test and evaluation (OT&E), this task is to determine the operational effectiveness and suitability of a system under realistic conditions.  Also included in this task is live fire test and evaluation (LFT&E).
SN 7.3
Structure the Force
To develop and document new or revised joint and Service organizations, or design unit models, in response to an approved requirement.  To prescribe the mission, organization, and equipment requirements of such organizations or units.  
SN 7.3.1
Develop Combat Force Structure
To determine the size and composition of the major combat formations of each Service, individually and as a whole, based on consideration of the national security strategy, defense planning guidance, national military and theater strategies, threat, and resource constraints.  Where appropriate, the capability of our allies should be considered in this task.  
SN 7.3.2
Develop Support Force Structure
To determine the support structure for combat forces.  This support structure includes combat support (CS) and combat service support (CSS) manning, equipment, and modernization levels required to support the major combat formations, to include special operations forces established in the objective force.  This task compares requirements for support forces to the availability of such forces.  The comparison identifies the total shortages of personnel by specialty, command, and the total force worldwide for war and military operations other than war.  This task includes determining resource requirements (dollars, personnel, materiel, programs) required to correct deficiencies in the program, budget, and current force.  Weigh risks against benefits to set priorities for the support structure.  Analyses are normally separate for the programmed and budgeted forces.  
SN 7.3.3
Design Units and Organizations
To design units and organizations and determine the personnel and equipment to be assigned.  This task includes determining equipment and personnel changes required to introduce new/modified items into the inventory; to determine the need to develop or revise military and civilian occupational specialties; and to prepare plans for the personnel and training needed to operate and maintain new or improved items.  This task includes prescribing the required structure, manpower, and equipment for several organizational options for a particular type of unit or vessel.  Finally, this task provides a model for fielding an organization or unit.  A documented organizational design, such as an Army table of organization and equipment (TOE) or an Air Force unit manning document (UMD), specifies the tasks the unit is designed to perform and its capabilities.
SN 7.3.4
Integrate Unit Design
To develop unit or organization designs jointly with other Services, combatant commands, Joint Staff, and elements of own Service.
SN 7.3.5
Authorize Units and Organizations
To develop authorization documents which integrate the output of the force design and force structuring functions.  Force structuring documents the number of each required unit the Military Departments can afford to buy and maintain.  Force structuring tracks changes in the force as the Departments introduce new equipment, implement new doctrine, and field new organizations.  This activity includes employing automated information systems to facilitate recording, maintaining, and retrieving data necessary for force structuring, force planning, and accounting for units of the Active and Reserve Components.  It also includes developing an authoritative record of force structure decisions.
SN 7.4
Educate and Train the Force
To prepare individuals, leadersD220D249D220, and units to fight and win in war as Service, joint, special, and supporting forces, in coordination with multinational, interagency, nongovernmental, private voluntary and United Nations agencies/forces/organizations, and to do the same in military operations other than war.  This task applies to providing fully educated and trained personnel and units to combatant commands in either a mobilization or nonmobilization operation.  This task also applies to training provided through nation assistance to a host-nation in war or military operations other than war.  For the host-nation this task can serve as the model for evaluating and developing its education and training requirements.  
SN 7.4.1
Coordinate Joint Mission Essential Task List (JMETL) or Agency Mission Essential Task List (AMETL) Development
To provide methodology and policy for establishing combatant commander JMETL and Combat Support AMETL.  This activity includes integrating the CJCS Exercise Program.  This task also includes review of combatant command JMETL.  For Services, this activity may involve establishing Service METL.  For combat support agencies, this task involves establishing an AMETL.
SN 7.4.2
Establish Education and Training Programs and Allocate Resources
To link joint and component JMETL/AMETL requirements and joint doctrine/JTTP with the subsequent execution and evaluation of education and training.  This activity includes conducting training assessment of proficiency (current vs. desired), articulating a Service and joint professional military education and training vision, issuing education and training guidance, applying a risk management process associated with the training, performing time management, establishing training events, and allocating training resources.  Joint Force Providers use the JMETL based requirements from combatant commanders’ subordinate components to develop a common training program.  
SN 7.4.3
Conduct Professional Education and Training
To provide adequate preparation, effective presentation and practice, and thorough evaluation of joint, Service, collective, and individual tasks being executed.  It includes educating officers and enlisted personnel in established military education institutions, such as ROTC, Service academies, senior joint and Service colleges, staff colleges, noncommissioned officer academies, and technical schools.  Close cooperation between the educational and training communities is required to focus training and educational objectives on common goals and reduce redundancy.  A key link between the educational and training communities and the UJTL.  Graduates of both Professional Military Education (PME) and Joint PME should understand the concept and intent of the UJTL.  The concept of continuing education is then required at every echelon to reinforce the CJCS Joint Professional Military Education Program 
SN 7.4.4
Assess Training and Education Effectiveness
Moved to:  ST 7.2.4 Assess Training and Education Effectiveness.
SN 7.5
Ensure Interoperability
To ensure that systems, units, or forces can provide services to, and accept services from, other systems, units, or forces (including the US interagencies and the government at the state and local levels, in the case of Homeland Security) and use the exchanged services and use the exchanged services. 
SN 8 Foster Multinational and Interagency Relations - To work within the Interagency process and with representatives of other nations and regional organizations.  This task ensures the accomplishment of US politico-military objectives through the combined action of different US organizations and friends, allies, neutrals, and other nations overseas.  Includes missions in support of homeland security within the United. States.  
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  SN 8.1
Support Other Nations or Groups
To provide assistance to other nations or groups (counterinsurgencies or insurgencies) in support of the national security, national military, and theater strategies across the range of military operations.  This task includes security assistance, coalition support to multinational operations, counterproliferation and counterforce programs and activities, combating terrorism, counterdrug operations, countermine activities, humanitarian assistance, and civil-military operations (CMO).  CMO activities involve the relationship between military forces, civilian authorities, and the population.  CMO activities include assisting the host-nation's development, undermining insurgent grievances, gaining support for national government, and attaining national objectives without combat.  These include medical, engineer, communications, transportation and logistic activities undertaken incident to the combined exercises and operations.
SN 8.1.1
Provide Security Assistance
To provide defense articles, military training, and other defense-related services by grant, credit, or cash sales to further national policies and objectives.  To coordinate the actions of Services and combatant commands in the provision of security assistance from their own resources.  This task includes military assistance programs, advisory and training assistance, and security assistance surges.  
SN 8.1.10
Coordinate Actions to Combat Terrorism
To coordinate action to preclude, preempt, and resolve terrorist actions throughout the threat spectrum, including antiterrorism (defensive measures taken to reduce vulnerability to terrorist acts) and counterterrorism (offensive measures taken to prevent, deter, and respond to terrorism).
SN 8.1.11
Support Countermine Activities
To support the elimination of the threat to noncombatants and friendly military forces from mines, booby traps, and other explosives devices.
SN 8.1.12
Coordinate Counterproliferation Programs and Activities
To coordinate US counterproliferation programs and activities with allies and friends.  Task includes actions to counter the proliferation of weapons of mass destruction and encouraging allies and friends self-improvement and bilateral strategic cooperation in the functional areas of counterproliferation activity.
SN 8.1.13
Conduct Arms Control Support Activities
To manage the Defense Treaty Inspection Readiness Program (DTIRP) and Technical Equipment Inspection Program.  Implement US arms control inspection and continuous monitoring activities.  Conduct on-site inspection and aerial monitoring abroad; escort foreign nationals.
SN 8.1.14
Coordinate Export License Control Activity
To work within the interagency process, ensuring knowledgeable personnel represent the views of the Department of Defense – conduct review and provide DOD position on export license applications, on foreign investment, and on Exceptions on National Disclosure Policy.  Provide monitor of launch of U.S. satellites on foreign launch vehicles.  This task includes participating within the process of those Departments and Agencies not normally represented in the interagency process, to ensure full coordination with the Executive Branch.  This task also includes the establishment, where needed, of informal processes of liaison.  
SN 8.1.2
Support Nation Assistance
To support and assist in developing other nations, normally in conjunction with the Department of State and/or a multinational force, and, ideally, through the use of host-nation resources.  Interagency orchestration of all the elements of national power is essential, and it must be supportive of both the ambassador's country plan and the combatant commander's regional plan. 
SN 8.1.3
Support Peace Operations
To support peace operations through national-level coordination of the three general areas; diplomatic action, traditional peacekeeping, and forceful military actions.  This task can include coordination with international organizations and regional groupings.  This task may include support to non-US forces, including training and the providing of equipment and transportation.  This can include action under the UN Charter, Chapters VI and VII.  
SN 8.1.4
Support Military Civic Action
To support the use of predominantly indigenous military forces on projects useful to the local populace (of a host-nation) in fields contributing to economic and social development such as education, training, public works, agriculture, transportation, communications, health, and sanitation.  Such actions serve to improve the standing of the local military forces with the population.  
SN 8.1.5
Conduct Foreign Humanitarian Assistance and Humanitarian and Civic Assistance
To conduct assistance to relieve or reduce the results of natural or manmade disasters, including consequence managment (CM), or other endemic conditions such as human pain, disease, hunger, or privation that might present a serious threat to life or that can result in great damage to or loss of property.  Foreign humanitarian assistance provided by US forces is generally limited in scope and duration.  The foreign assistance provided is designed to supplement or complement the efforts of host-nation civil authorities or agencies that may have the primary responsibility for providing relief, dislocated civilian support, security, and technical assistance.  HumaD220nitarian and civic assistance (HCA) is a specific and distinct program, which is also included in this task.  HCA generally includes activities such as medical, dental, and veterinary care; construction of rudimentary surface transportation systems; well drilling and construction of basic sanitation facilities; and rudimentary construction and repair of public facilities.  HCA activities are authorized in legislation and are controlled in accordance with title 10, US Code, section 401.
SN 8.1.6
Provide Civil Affairs Support Policy
To provide policy on activities that embrace the relationship between a nation’s military forces and its civil authorities and people in a friendly country or area or occupied country or area, when military forces are present. Includes coordinating information exchange between the nation civil defense structure and the Nuclear Biological Chemical Warning and Reporting System (NBCWRS). 
SN 8.1.7
Coordinate Information Sharing Arrangements
To arrange for the selected release and disclosure of unclassified and classified information in support of multinational operations and exercises.  This task may involve coordination with national intelligence agencies, law enforcement agencies (down to the state and local levels), and the Department of State.  
SN 8.1.8
Provide Support to Foreign Internal Defense in Theater
To work with US agencies and the representatives of foreign governments to provide programs, through the combatant commander and the Country Team, to support action programs to free and protect the foreign nation’s society from subversion, lawlessness, and insurgency.  
SN 8.1.9
Cooperate with and Support NGOs 
To work with and arrange for a mutually beneficial relationship between the Department of Defense and nongovernmental organizations (NGOs).  This task includes developing the basis for cooperation of combatant commanders or their subordinates in their operational areas with the field activities of NGOs.  This task also includes arranging for cooperation between the field activities of US-based NGOs and combatant commanders or their subordinate commanders with humanitarian assistance responsibilities.
SN 8.2
Provide DOD/Government-Wide Support
To provide specified support to other DOD/government agencies.  Support to combatant commanders includes supporting the combatant commanders’ unique personnel and equipment requirements.  This support could be to government agencies responsible for supporting and assisting US states and citizens or, in accordance with US laws, foreign states requiring assistance.  Types of support include intelligence, logistic, C4 systems, and security.  
SN 8.2.1
Support DOD and Joint Agencies
To support DOD/joint agencies, (e.g., Joint Staff, DIA, DISA, DLA, DTRA, etc.).  This task includes supporting the CJCS Exercise Program.  
SN 8.2.2
Support Other Government Agencies
To support non-DOD agencies (e.g., DOS, USAID, USIA, FEMA).  Support includes military support to civil authorities and civilian law enforcement agencies, counterdrug operations, combating terrorism, noncombatant evacuation, and building a science and technology base.  
SN 8.2.3
Support Evacuation of Noncombatants from Theaters
To provide for the use of military and civil, including HNS, resources for the evacuation of US dependents and US Government civilian employees and private citizens (US and third nation).  Noncombatant evacuation includes providing various support (e.g., health services, transportation, security) to the noncombatants. 
SN 8.2.4
Assist Civil Defense
To assist other Federal agencies and State governments in mobilizing, organizing, and directing the civil population in order to minimize the effects of enemy action or natural and technological disasters on all aspects of civil life.  This task includes passive measures, such as moving into shelters.  
SN 8.3
Coordinate Military Activities within the Interagency Process
To work with representatives of the other Executive departments and agencies to resolve issues involving operations both overseas and domestic.  This task includes working within the interagency process and establishing informal liaisons to ensure the resolution of differences and the shaping of issues for presentation within the National Security Council System (NSCS).  
SN 8.3.1
Coordinate and Control Policy for the Conduct of Operations
To work with the other partners in the interagency process to ensure that all ideas going forward to the President have been fully understood by all interagency participants.  To also ensure that decisions taken within the interagency process are passed to those who must execute those decisions and to ensure the proper execution of those decisions, within the intent of the President.
SN 8.3.2
Conduct Information Management in the Interagency Process
To ensure that the maximum information is made available to all participants in the interagency process.  This task includes protecting sources of information outside the normal government information processes and ensuring that the flow of information does not overwhelm the process, thus hiding important facts within a flood of data.  
SN 8.3.3
Establish Interagency Cooperation Structures
To work within the interagency process, ensuring knowledgeable personnel represent the views of the Joint Chiefs of Staff and the combatant commanders.  This task includes participating within the process of those Departments and Agencies not normally represented in the interagency process, to ensure full coordination within the Executive Branch.  This task also includes the establishment, where needed, of informal processes of liaison.
SN 8.3.4
Coordinate  Consequence Management (CM) in the Interagency Arena
Replaced by SN 9.2.2
SN 8.3.5
Coordinate DOD/Government Information Operations (IO)
To work with the Services, combatant commands, and civil/military agencies on issues involving offensive and defensive IO.  This task involves coordinating judicial, law enforcement, and military efforts to affect adversary information and information systems and in protecting DOD information and information systems.  
SN 9 Manage Strategic Deterrence of CBRNE Weapons - To deter the use or the threatened use of CBRNE weapons, and to prevent or deny an adversary any advantage over U.S. Forces, or our friends and allies, by the use of CBRNE weapons. This includes the full range of military, political, economic and diplomatic tools to also prevent, constrain, or reverse the proliferation of CBRNE weapons. Activities include both proactive and reactive elements so that in the event deterrence fails, our forces maintain the ability to operate in a CBRNE weapons environment without significant degradation.


Business Operations Definitions for DoD FEA BRM

Standard Business Activities and Descriptions

This section contains the standard business activities and their definitions.  Activities are grouped according to the Business Domain that “owns” them, with the addition of Financial Management and Reporting (FMR) and Business Support categories containing required activities not currently owned by a Domain. The definitions may be used as a reference for the tables in Appendix B that map the FEA BRM to the DoD EA BRM. 

Accounting and Finance (CFO)

  General/Cost Accounting:  Activities that identify, measure, record, and communicate economic information about an organization.
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  Classification Structure, Chart of Accounts, and Methodology Development and Maintenance:  This activity designs, implements, and maintains an appropriate accounting structure for the tracking and determination of financial information.
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  Map, Post, and Accumulate Information:  This activity stages and maps information, accumulates financial and cost data, and provides such data for internal reporting processes or posting to the general ledger.
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  Closing and Review:  This activity closes the trial balance for period ending reporting requirements, establishes a closing schedule/calendar for the Department of Defense (DoD), and performs closing and closing activities in accordance with the closing schedule/calendar.  The activity also prepares and issues supporting analysis that substantiates the trial balance and financial results.
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  Accounting Analysis and Review:  This activity involves the review and analysis of internal accounting processes, as well as the full range of analyses related to cost and managerial accounting.
  Collection/Accounts Receivable and Cash Management:  Activities involving all aspects of cash, accounts receivable, billing, collection, and credit management, to include actions related to the DoD’s funds balance with the United States Treasury.
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  Billing and Establish Receivables:  This activity generates a billing document, and records both a receivable and a debt owed to the DoD for goods or services rendered.  It addresses both inter- and intra-governmental transactions.
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  Receivable and Debt Management:  Activities to age receivables, calculate interest, record penalties, administer charges on overdue receivables/debts, and pursue collection of amounts due to the DoD.
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  Cash Management:  The practice of cash management is focused on resolving cash shortages or surpluses that occur along the cash flow timeline due to the unsynchronized nature of DoD cash inflows and outflows.
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  Receivable and Debt Liquidation:  The act of receiving receivables, recording adjustments to receivables, maintaining a proper allowance for uncollectible amounts, and recording write-offs.
Procurement, Payables, Acquisition, and Disbursing Management:  Activities that begin with the identification of a need and end with the issuance of a payment.  These activities cover the range of requirements from simple, low-cost needs through major, highly complex weapons systems.  They establish purchase types that set specific business rules requiring differing data requirements to complete an acquisition, payables planning, or disbursing effort, and enable the management of business and financial risk.
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  Payables Management:  Activities that value, record, and manage vendor, intradepartmental, interdepartmental, and other government agency debts incurred by DoD.
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  Funds Disbursement:  All activities that effect payments to appropriate payees of the DoD.  A disbursement includes advances to others, payments for products and services received, and other types of payments.
Acquisition (ACQ)
Credit/Grant Worthiness:  The collection and validation of customer/vendor information prior to the issuance of grants or loans and provision of goods or services to a customer, and/or purchasing or receiving goods or services from a vendor.  This activity also includes establishing or granting credit to a customer/vendor.
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  Customer/Vendor Information Collection:  Gathering, and verifying as accurate,   

        information that has been provided to the DoD by a customer/vendor.
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  Customer/Vendor Information Analysis:  Those activities that ensure a thorough customer/vendor investigation has been performed for financial stability.  This includes validation from information gathered from internal and external credit reporting agencies performing financial background investigations prior to issuing a grant based on DoD Regulations.  This also includes issuing or approving a credit (the privilege of buying goods, services or borrowing money in return for a promise of future payment) based on a customer/vendor order or future ordering patterns.
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   Set Credit Limit:  This activity establishes the limit of credit extended to a customer/vendor for purchasing goods, services, or loans from the DoD.
Procurement and Acquisition:  Activities involved in the procurement and acquisition of goods and services for the DOD.
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   Acquisition and Sourcing Strategy Planning:  This activity identifies near-term and long-term procurement needs and performs the associated planning necessary to support the achievement of a budget allocation and develop a comprehensive purchase plan.
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  Purchase Requisition Management:  This activity is associated with matching sourced requirements with sourcing contracts to initiate/approve/issue purchase requisitions or initiate/approve/issue purchase requisitions for unsourced requirements.  It also applies charge codes to purchase requisitions.
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   Purchase Contract Management:  The activity transitions Purchase Requisitions into Purchase Contracts.  It includes earlier initiation and issuance steps and modifications to previously issued purchase contracts (e.g., the deletion and reissue of a purchase contract line), and monitoring and closeout of purchase contracts.  The close of a purchase contract does not mean a close out of the overriding sourcing contract when a sourcing contract exists.
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   Establish Liability:  This activity recognizes amounts owed by DoD based upon either physical or implied performance of services.  For Physical Performance, liabilities are recorded as an Accounts Payable for the period in which DoD actually receives goods and services.  The activity estimates accruals when performance is implied, such as for utility or payroll expenses.  Accruals are established to recognize expenses in the same accounting period that the revenue is recorded.  The activity monitors and closes out liabilities and makes adjustments to estimated accruals when required based upon changes in the services schedule.
Purchase Card Program Management:  Activities that establish and manage the program that controls and directs the use of Purchase Cards within DoD.  These activities create the requirements used to negotiate service-banking levels of service and contract terms and conditions.  They also define program policy, operate the program, and monitor the program to identify spending anomalies and make program improvement recommendations.
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   Establish Purchase Card Program:  This activity formulates the rules and guidelines that create and operate the Purchase Card Program and govern program operation.  Included in the activity are definition of program requirements (used in contracting or negotiating with a bank to determine bank services provided), review of existing purchase card program contracts with the servicing bank, review of policies and procedures to identify program policy improvements, establishment of cardholder spending limits, establishment of special purchase items list, establishment of excluded items list, and preparation of purchase card program policy.
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   Purchase Card Program Administration:  This activity operates the Purchase Card program, to include assigning/issuing a purchase card and associated card limit, reconciling purchase card transactions, and conducting local approval for purchase cards.
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   Monitor and Control Purchase Card Program:  This activity uses data mining and exception reporting and analysis to monitor purchase card transactions.  It includes card activity auditing and the conduct of research into identified high-risk, high-exposure purchase transactions completed using a purchase card.
Sales Order and Customer Relationship Management:  These activities provide an interface between DoD and the customer or buyer of DoD goods and services.  Included are activities to :  develop sales proposals from impact statements and other criteria that are developed as a result of a request for proposal (RFP) from customers; accept customer purchase orders or purchase contracts (actual demand) and estimate future sales (future demand); provide order status and management reporting to customers and management, respectively; and close sales orders when they are completed, triggering a requirement to bill the customer.
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   Customer Relations Management:  This activity provides the direct customer interface between the seller of goods and services and the buyer of those items.  The interface is established in accordance with requirements of service level agreements and other customer service needs, to include customer master file data, return or problem material resolution, and warranty service management.  Goods or Services, as originally proposed to the buyer, are used to set requirements of the pending sales order.  Order status is provided to customers as required.
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   Initiate Sales Order:  This activity creates a sales order, defined as an order used to describe the work that has been quoted/ proposed and that must be provided to meet the agreement between the seller of the goods and services to the buyer.  The activity manages approved order changes, acknowledges changes as required, and maintains a rough capacity status to support customer inquiries regarding schedule and timing requirements.
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   Monitor Sales Order:  This activity tracks the status of actual orders in process and performs sales analysis, forecast management,and performance tracking.
[image: image55.png]


   Closeout Sales Order:  This activity closes out a sales order by updating the status of sales order lines as individual orders are finished, shipped, and/or otherwise accepted by the buyer as complete.  (The contract/order agreement dictates whether a single line of a sales order can be shipped and/or billed independently.)  The disposition of the sales order line as "completed" or "shipped" closes a line and triggers notification for the line or entire sales order to be billed/invoiced to the buyer/customer.
Human Resources Management (HRM)
Organizational Management:  All activities associated with entry to/exit from the organization; career development and management; and execution of human resources policies, procedures, and employee information management.  Included are:  accession; recruitment; strength management; staffing; position management and classification; budget justification; resource projection; adverse action; organizational structure; personnel actions; personnel administration support; time and attendance tracking; profile management; human resources reporting; transition of member/employee; education, training, and development; competency management; quality of life activities; and performance review and administration.
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   Position Management:  This activity involves developing, analyzing and implementing position plans; managing strength levels against those plans; and accepting individuals into the DoD.  Included are functions for matching a candidate's qualifications against established criteria, and hiring and assigning persons against authorized/funded positions.
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   Personnel Development:  This activity involves enhancing an employee's/ member's personal and professional skills, to include functions that support career management, competency development, employee/member evaluation, promotion, and recognition (e.g., incentives, bonuses, awards, etc.).
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   Human Resource Administration:  This activity involves the execution of human resource policies and procedures, as well as individual information management.  Included are:  creation, maintenance and verification of an employee or member profile; management of adverse/disciplinary actions, appeals, and grievances; tracking time and attendance; managing leave; and tracking labor distribution.
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   Travel:  This activity authorizes and documents all types of official travel (e.g., initial hire/first duty station travel, temporary duty (TDY) travel, and permanent change of station (PCS) travel).  This includes verifying a travel authorization, required documentation, and traveler's eligibility and credentials (e.g., security clearance, passport, visa, foreign area clearance, etc.); initiating and finalizing travel requests and authorizations; gathering information necessary to create a travel authorization for individual or group travel; verifying funds availability; arranging travel accommodations (e.g., airlines, rental car, lodging, etc.); estimating travel costs; and completing and issuing travel authorizations to the traveler and Accounting to obligate funds.
Benefits Management:  All activities associated with the management of benefits, to include indirect compensation, wage supplements, and indirect payments.  Included are functions associated with:  medical, dental, life and long-term insurance; pension/retirement; flexible spending; disability benefits; entitlements; benefits eligibility, enrollment and termination; tracking of health care administrators; savings management (i.e., Thrift/Bonds); and benefits reporting.

[image: image60.png]


   Military Health Services Management:  This activity promotes the health of the DoD TRICARE beneficiary population by providing required direction, resources, health care providers, eligibility, enrollment, and other means.  Included are actions for educating customers on health awareness issues; discovering and resolving environmentally based health threats; providing health services, including preventive care and problem intervention; and improving the means and methods for maintaining the health of the beneficiary population by constantly evaluating the performance of the health care services system.
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   Retirement Benefits Management:  This activity manages and/or coordinates the Department of Defense and Office of Personnel Management retirement benefits (e.g., military retirement, Civil Service Retirement System, Federal Employees Retirement System, etc.), to include determination of eligibility and enrollment in retirement programs.
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   Educational Benefits Management:  This activity manages DoD educational benefit programs for personnel (e.g., Montgomery GI Bill, student loan program, Veterans Education Assistance Program), to include eligibility determination, counseling, and enrollment.
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   Other Benefit Programs Management:  This activity activities manages other DoD benefit programs (e.g., life, long-term care, injury, and unemployment insurance programs), to include eligibility determination, counseling, and enrollment.
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   Federal Employee Health Benefit Program Management:  This activity manages the interface between eligible DoD beneficiaries (employees and survivors) and various third party health insurance programs.
Payroll, Travel, and Other Reimbursables Management:  All activities associated with administering, authorizing and calculating pay.  This includes pay administration and policy, leave calculation, annuitant and retirement pay, special pay and entitlements, pay authorization and calculation, pay adjustments, allotments, bonds, garnishments and offsets, Thrift Savings Pan calculation, payroll and tax reporting, and travel pay and other reimbursables.
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   Pay, Travel Claim and Other Reimbursable Expense Calculation:  This activity determines and computes pay and allowances, including bonus, candidate, incentive, medical, separation, personal and pay distribution, special deductions: allotment pay, debt pay, and deduction pay (e.g., medical, taxes, Social Security deductions).  It also calculates an individual's travel expense, and reconciles and calculates reimbursements related to temporary travel, relocation, and professional development expenses.
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   Pay Administration:  This activity certifies and builds a pay file for disbursing, reporting taxes, and building financial reports.  It includes communicating with the disbursing activity concerning any disbursing transactions related to pay that should be suspended or canceled.
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   Time and Attendance:  This activity collects duty hours by activity (e.g., labor distribution cost element, leave, sick time), manages non-available personnel, and maintains military duty status and Reserve Component participation.

Installations and Environment (I&E)

Installations and Environment Support:  Activities that support the planning and execution of Real Property actions.

[image: image68.png]


   Real Property Asset Capability Development:  The activities associated with the development of the Real Property asset capability.  This includes compiling and organizing knowledge provided from sources internal and external to Real Property and the subsequent transformation, dissemination and application of that knowledge to develop the projected and current Real Property capability.  These capabilities provide the basis for future project planning.
Installations and Environment Planning:  Activities that develop a strategic plan for Real Property within the DoD.
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   Real Property Operational Requirement Integration:  This activity assimilates DoD operational expectations, real property capabilities, and real property inventory in support of developing a real property plan.
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   Real Property Strategic Planning:  This activity balances and communicates Real Property operational requirements needed to develop the Real Property strategic plan and capabilities.
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 Build Initial Real Property Asset Record:  This activity initiates, on the recorded project approval and related information, a Real Property asset record that will eventually contain financial, specification, asset, equipment, ownership, and location data for the real property being acquired.  It includes the capture of a unique identifier and current asset status.
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  Final Integrated Real Property Plan Development:  This activity develops a final integrated Real Property execution plan that includes detailing real property resources, demands, capabilities, acquisitions, integrated maintenance/materiel plans, and schedules, and then communicates the plan.
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  Real Property Materiel Planning:  This activity identifies Real Property operational requirements, as well as validating these requirements against established parameters and documenting the validated real property asset, service and resource requirements for the assigned mission; identifies all Real Property resources necessary to equip, operate, maintain, and support the assigned mission; analyzes Real Property resources against mission requirements; and develops and communicates a formal Real Property materiel resource schedule, which ensures materiel will be available, at the right time, to support the mission.
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   Real Property Maintenance Planning:  This activity identifies current Real Property maintenance resource capabilities and current Real Property maintenance, repair, and overhaul requirements to meet operational needs; analyzes Real Property maintenance requirement against resources available to complete a given task; and develops a Real Property maintenance schedule based on: requirements, available assets, ability to accomplish work, maintenance tasks, materiel requirements, and planned acquisitions.  It then advises all interested parties of the Real Property maintenance, repair, and overhaul schedule.
[image: image75.png]


  Real Property Disposal Planning:  This activity identifies current Real Property disposal resources and current Real Property disposal requirements imposed by the Real Property Plan or by a public request; analyzes Real Property disposal requirement against resources available to complete the task; and develops the Real Property disposal schedule that includes the identification of disposal tasks and the matching of these tasks with resources available during that scheduling time frame.
Installations and Environment Execution:  Activities that execute Real Property actions within the DoD.
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   Incoming Real Property Quality Assurance:  This activity performs quality assurance evaluations of incoming Real Property by using specific Real Property rules or standards to guide quality control personnel in an inspection process.  It provides for the entry of data, such as what to inspect, location, description, planned inspection date, etc.
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 Real Property Receipt:  This activity prepares Real Property receipt documentation, conveyance documents, and related data used for the transfer and acceptance of Real Property.  The closeout process ensures that all supporting requirements are completed (i.e., all tasks in the schedule) and all Quality Assurance (QA)/Inspections have been satisfactorily performed before the completion is accepted.
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  Real Property Asset Management:  This activity executes Real Property asset management, to include analysis of demand, optimal utilization of assets, and effective maintenance of those assets.
[image: image79.png]


  Real Property Asset Record Update:  This activity updates Real Property asset records with such information as:  asset type, location, asset specifications, status of asset, ownership, financial data, and disposition.
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  Real Property Initial Inspection and Diagnosis:  This activity includes performing the initial Real Property diagnosis to determine the maintenance activities that are needed to fix the defects (if there are any) and to determine any additional repairs/overhauls that may be required to bring the equipment to specification.  Supports the development of a work schedule and associated resource schedules, and provides workflow-tracking support for all stages of a work effort.
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  Real Property Maintenance Task Execution:  This activity retains/maintains Real Property in an operational status, either restoring it to serviceable condition or updating/upgrading its functional utility through modification.  This process includes inspection, testing, servicing, classification as to serviceability, repair, rebuilding, and reclamation.
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  Real Property Work Acceptance:  This activity involves the acceptance of Real Property asset/equipment and completes all maintenance/inspections records for the asset/equipment.  Upon approval of the need by a knowledge decision maker, the activity provides for creation and distribution of a knowledge work plan that includes task descriptions, designation of knowledge developer(s), the schedule, and the intended audience, including the planned distribution.
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  Real Property Disposal:  This activity executes Real Property disposal actions that include disposal method, disposal schedule, and creation of data record that includes all information associated with the disposition of a specific Real Property asset or equipment and verification of final disposition.
Logistics (LOG)
Logistics Planning:  All activities involved in planning and for the projection and sustainment of forces to include, but not limited to:  materiel resources (inventory management, storage, etc...); transportation (movement and distribution); maintenance and return (evacuation, retrograde, and disposition of materiel); and other services, to include engineering, health services, etc.
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   Logistics Strategy Development:  This activity develops and communicates strategic direction for all areas of Logistics, based on statutory and regulatory guidelines and leading practices, which result in the quantifiable improvement of logistics performance.
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   Integrated Logistics Planning:  This activity reconciles the individual requirements and capabilities of each Logistics component into a DOD-wide, integrated, capacity-constrained plan to fulfill those requirements.
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  Materiel Resource Planning:  In this activity, materiel resources are balanced against operational requirements to develop a materiel resource plan.
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  Maintenance Planning:  In this activity, maintenance resources are balanced against operational requirements to develop a maintenance plan.
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   Other Logistics Service Planning:  In this activity, Other Logistics Service resources are balanced against operational requirements to develop the Other Logistics Service Plan.
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  Transportation Planning:  In this activity, transportation resources are balanced against operational requirements to develop a transportation plan.
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  Return Planning:  In this activity, return resources are balanced against operational requirements to develop a return plan.
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  Training Requirement Definition:  This activity develops the Logistics and Installation and Environmental Service training requirements.
Logistics Execution:  All activities that schedule and fulfill Logistics functions in support of operational missions.
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  Materiel/Asset Resource Plan Execution:  This activity performs materiel actions, in accordance with the materiel resources plan.
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  Maintenance Plan Execution:  This activity retains/restores materiel/assets to an operational status, in accordance with the maintenance plan.
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  Other Logistics Service Plan Execution:  This activity implements a variety of logistics activities required to support forces (e.g., medical care, treatment, hospitalization, evacuation, furnishing of medical services, supplies and materiel, vertical or horizontal construction, facilities, and environmental stewardship), in accordance with the other logistics services plan.
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  Transportation Plan Execution:  This activity involves the scheduling and movement of personnel and assets to meet requirements and commitments as assigned, in accordance with the transportation plan.
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  Return Plan Execution:  This activity implements the return of excess and/or unserviceable or obsolete materiel/assets, in accordance with the return plan.
Strategic Planning and Budget (SPB)
Establish Strategic Requirements:  Activities that develop strategic plans, and translate operational plans, contingency plans, command and control, infrastructure capabilities, and sustainment objectives into the Defense Planning Guidance in support of the National Security Strategy and the National Military Strategy (NMS).  Outputs of the activities in this category include the QDR, DPG, Defense Budget Guidance, and Defense Fiscal Guidance.
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  Situational Analysis:  In this activity, DoD assesses external and internal environmental trends (e.g., global threats, war game results, defense technology trends and capabilities, and prior defense plans and strategies) to determine the defense capability needed to support the execution or conduct of a mission, task, goal, objective, or requirement as directed in the National Military Strategy (NMS).  The result is an assessment of current capabilities, future capabilities, and capability shortfalls.
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  Quadrennial Defense Review Development:  This activity analyzes defense capabilities and the NMS to develop the QDR, DoD-wide goals that address strategic issues facing the Department.  The QDR is prepared every four years, the year following the presidential election.
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  Strategic Information Analysis and Defense Planning Guidance Development:  This activity analyzes current defense capability, the NMS, the QDR, and acquisition, logistics and human resource strategic assessments to develop Defense Planning Guidance (DPG), Defense Budget Guidance, and Defense Fiscal Guidance.  The DPG is prepared every two years and updated as needed.
Defense Resource Planning:  Activities that translate the DPG, Defense Fiscal Guidance, and Defense Budget Guidance into the President's Budget Submission and justify that submission to Congress.  Included are development of business unit level (i.e., DoD Component level) resource and performance plans and Department review and approval of such plans.
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  Business Unit Goals Development:  This activity is performed by DoD components to analyze the DPG, Defense Budget Guidance, QDR, and the prior year DoD budget to develop business unit capabilities, goals, and objectives.  The business unit goals and objectives are issued with Business Unit Planning and Budgeting Guidance to the functional areas of acquisition, logistics, and human resources to develop performance goals and costed budget requirements.
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  Business Unit Performance Plan Development:  This activity analyzes acquisition, logistics, and human resource program objectives and develops specific goals and performance metrics to meet the business plan program objectives.
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  Business Unit Resource Plan Development:  This activity develops the Business Unit Resource Plan based on business unit program objectives, validated business plan requirements, risk assessments, and fiscal constraints.  The Business Unit Resource Plan includes the Business Unit Future Years Defense Program, the validated unfunded requirements, and the Performance Plan, and is submitted to DoD for approval.
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  Department of Defense Resource Plan Approval and Submission:  This activity reviews the Business Unit Resource Plan Submission, develops DoD program resourcing alternatives, and prepares and submits the Defense portion of the President's Budget.  Resourcing issues are identified, evaluated, and resolved to best support the Defense budget.  The activity culminates with the approval of the President's Budget.  
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  Budget Justification:  This activity analyzes and responds to questions from Congress and the public.  The complete congressional justification process includes hearings, testimony, and appeals.
Current Year Business Plan and Budget Execution:  Activities that allocate funds to the various business units within services and agencies and execute current year business plan (budget) programs that are approved and resourced.  After the congressional appropriation and authorization laws are passed, un-funded requirements (i.e., new requirements, inadequately resourced, deficient requirements) are gathered for review, prioritization, and consideration.  The execution of programs is evaluated for efficiency, effectiveness, and goal accomplishment.
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  Current Year Business Plan Development and Maintenance:  This activity develops the current year business plan and annual performance plan based on a review of current DoD priorities, a comparison of funding provided by the appropriation and authorization laws, the President's Budget request, and the OMB apportionment.  It results in a funded business plan and a validated unfunded requirements list.
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  Issue Budget Allocation:  This activity issues budget allocations to business units and further sub-allocates those funds within the business unit, based on the treasury warrant, the OMB apportionment, and updated business plans.  The end result is issuance of funding authorization documents.
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  Budget Execution:  This activity analyzes the current year (tactical) requirements and ensures that these requirements support the DoD’s and Business Unit's mission, goals, and objectives.
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 Funds Control:  This activity manages fund balances, to include recording commitments, and reviews obligations, expenses, and disbursements.
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   Program Execution Analysis:  This activity analyzes actual program fund execution and actual program performance to develop alternative options based on program risks.  Program recommendations and action plans are then used to adjust the current year business plan.
Financial and Management Reporting (FMR)
Report Requirements Identification:  Those activities involved in receiving a request for an information product, selecting the appropriate form and content to match the request, determining delivery details, and addressing any concerns or issues on form, content, or delivery for provision to the requestor as an information requirement response.
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   Form and Content Selection:  This activity examines the form and content details of an information requirement to determine if the required details are new or if they have previously been handled.  If standard form and content has been set up to meet the requirement, it will be used.  If a standard form and content has not been established, a form and content issue results.  The issue is combined with any matching delivery issues and all will be resolved when feedback is provided to the information requirement requestor.
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  Delivery Detail Selection:  This activity determines delivery information for an information product.  It may result in issues when the requested requirements do not match with available delivery mechanisms.
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   Feedback Development and Dissemination:  In this activity, feedback is provided to a report requestor when it is determined that there are issues with the requested requirement and to show acceptance or rejection of the information requirement.
Information Product Preparation:  Activities involved in collecting and assembling required data and packaging it to satisfy an information requirement.
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   Data Assembly:  This activity collects, standardizes, validates, and integrates data using the enterprise standard business rules.
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  Information Packaging:  This activity applies form to the certified or uncertified information, and produces packaged information that is ready for dissemination.
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  Information Product Approval:  In this activity, information is approved and then packaged for dissemination in response to a request.  Notice to the recipient is prepared that indicates an information product approval is needed for the package prior to dissemination.
Information Product Dissemination:  Activities involved in distributing packaged information products per delivery requirements associated with the request (i.e., information requirement).  The information product is distributed based on the information requirement, which defines how information is to be distributed to users and includes the method of delivery, timing, and recipient(s).  Distribution activities also include defining a distribution schedule, maintaining a distribution catalog, and archiving information products for future retrieval.
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  Information Product Distribution:  This activity distributes packaged information per delivery requirements associated with the request.
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  Archive Information:  In this activity, designated information is stored for historical record keeping.
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 Enterprise Information Product List Maintenance:  This activity manages the rationalization of information products and makes recommendations on each information product based on predetermined evaluation criteria.
Business Support

Process Improvement:  Activities designed to improve business process through the analysis of leading practices, revision of current processes, development and maintenance of performance metrics, and measurement of improvement though use of a scorecard.
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   Leading Practices Identification:  This activity reviews leading practices that are used in industry and government, and determines what new practices can be used to improve DoD business processes.
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 Guidelines Development:  This activity develops new business processes that incorporate leading practices, issues new procedures governing those processes, and develops the capability to track the efficiency of the new processes.
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 Scorecard Development:  This activity develops and publishes the scorecard objectives and metrics that will be used to measure the effectiveness and efficiency of new procedures and processes.
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 Performance Metrics Maintenance:  This activity maintains the metric definitions and associated evaluation criteria for reporting the performance levels achieved over a determined time.
intelligence Operations Definitions for DoD EA BRM

See the Warfighter Operations Definitions for DoD EA BRM for definitions of Universal Joint Task List (UJTL) intelligence-related activities that map to the FEA BRM.  The definitions may be used as a reference for the tables in Appendix A that map the FEA BRM to the DoD EA BRM. 

The IC EA, currently in Coordination Draft, will contribute intelligence-related activities that align to the FEA BRM Services to Citizens, Intelligence Operations, for future versions of the DoD EA BRM. 

Enterprise Information Environment Definitions for DoD EA BRM

This section contains definitions of NCOW RM V1.0 activities that map to the FEA BRM.  The definitions may be used as a reference for the tables in Appendix D that map the FEA BRM to the DoD EA BRM.  Note that the definitions contain only the A5 Manage Net-Centric Information Environment activities of the NCOW RM V1.0 because this set of activities directly relates to lines-of-business. 
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 A5
Manage Net-Centric Information Environment:  This activity consists of the planning, organizing, coordinating, and controlling the establishment, maintenance, and dissolution of all the capabilities of and services provided by the information environment. It comprises the development of the environment's capabilities, the management of its system and network configurations, as well as the conduct of its administration, monitoring, and response activities. It also consists of performance of all NetOps activities necessary to manage and protect the flow of information within the information environment. These activities are performed by NetOps Personnel. It takes functional and operational performance requirements as inputs and produces operational capabilities within the information environment. This activity is controlled by the operational environment; plans; policies; guidance; laws and regulations; tactics, techniques, and procedures; standards; and funding. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
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 A51
Develop Information Environment Capabilities:  This activity consists of the design; planning and engineering; and implementation of the information environment's initial and incremental capabilities. It takes system and network functional and operational performance requirements as inputs and produces capability designs, plans, implemented capabilities and their increments. This activity is controlled by the operational environment; plans; policies; guidance; laws and regulations; tactics, techniques, and procedures; standards; and funding. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
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 A511
Architect Information Environment Capabilities:  This activity aggregates the functions of developing operational, system, and technical architecture products for the purpose of specifying and implementing new or modified capabilities within the information environment. This activity takes capability improvement opportunities and needs as inputs and produces environment architectures, institutional COI data models and environment standards as outputs.
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 A5111 Architect Core Enterprise Capabilities:  This activity provides the architectural products for core enterprise capabilities (e.g., NCES). These products are used to articulate, analyze, control, and implement new or modified core capabilities within the information environment.
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 A5112 Architect Institutional COI Capabilities:  This activity provides the architectural products for each institutional level functional or cross-functional COI that is supported within the information environment. These products are used to articulate, analyze, control, and implement new or modified COI capabilities within the information environment.
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 A5113 Manage Information Environment Standards:  This activity aggregates the functions of developing, evaluating, selecting, and applying the set of standards that are essential to the effective and efficient implementation of the information environment. This activity may be initiated as a result of emerging technology, activities of commercial standards bodies or consortia, or a recognized need to reduce the variety of standards being used within the information environment. This activity produces inputs to evolving standards and maintains the Joint Technical Architecture and its associated products.
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 A5114 Manage Institutional COI Data Models:  This activity aggregates the functions of managing data standards within the information environment. It includes the responsibility for each institutional level functional or cross-functional COI to provide its data model(s) to the Common Architecture Data Model (CADM) and to register its metadata with the DoD Metadata Registry.  This activity includes adding, modifying, and deleting data definitions/descriptors, and ensuring notification of such changes is provided throughout the using communities.
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 A5115 Control Capability Increment Integration:  This activity aggregates the functions of managing all aspects of integrating a new increment of capability within the information environment. Key aspects of control include timing, funding, readiness for implementation, and post-implementation assessments.  The input to this activity is the notification for a new capability to be integrated into the information environment. This activity could be as simple as introducing a new application or as complex as introducing a transformational communications capability.
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 A512
Plan & Engineer Information Environment Capability Increments:  This activity aggregates the functions of extending and evolving the capabilities of the information environment. It pertains to implementing required system and network capabilities for a mission or for an incremental improvement in the information environment. It focuses on defining, establishing, evolving, and integrating the information environment computing and communications functionality in response to operational (mission) requirements. It includes the planning and engineering of NetOps support capabilities. This activity receives a capability extension need from the information environment as an input and produces capability increment implementation and funding plans as well as capability incremental designs as outputs. Environment architectures, institutional COI data models and environment standards taken from the design of the information environment capabilities control this activity.
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A5121 Plan & Engineer System Capabilities:  This activity focuses on the functions of extending and evolving the GIG computational infrastructure. It includes defining, establishing, evolving, and integrating GIG computing functions in response to operational (mission) requirements. It pertains to computing hardware and operational databases.
[image: image133.png]


 A51211Plan & Engineer Computer Hardware and Software Installation:  This activity focuses on the specific computer hardware and associated software to be installed and integrated into the GIG as part of a new and/or evolving functional capability.  NetOps Personnel perform this activity. The inputs to this activity are GIG architecture information, physical plant constraints, and computer and software resources. It provides installed computational capabilities that can support operational needs. DoD policy, guidance, funding, GIG architectural governance, functional performance requirements, and engineering best practices provide controls to this activity.
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 A51212 Coordinate System Capability Planning and Engineering with Commercial Provider:  This activity focuses on the process of gaining service-level agreements, standard net-centric operating procedures, and functional performance capabilities from computing operations that have been outsourced to a Commercial Provider (e.g., NMCI). It addresses the specific computer hardware and associated software to be installed and integrated into the GIG as part of a new and/or evolving functional capability.  It includes defining, establishing, evolving, and integrating GIG computing functions in response to operational (mission) requirements. Commercial Provider and DoD NetOps Personnel perform this activity. The inputs to this activity are GIG architecture information, physical plant constraints, and computer and software resources. It provides new services level agreements, updates to standard net-centric operating procedures, and installed computational capabilities that can support operational needs. DoD policy, guidance, funding, contracts, GIG architectural governance, functional performance requirements, and engineering best practices provide controls to this activity.
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  A51213
Define Administrative Domains, Authorities, and Responsibilities:  This activity focuses on establishing the administrative boundaries within the GIG, identifying authorities to oversee and control actions within these boundaries, and assigning specific responsibilities to NetOps personnel within these boundaries as well as cross-domain responsibilities and authorities.
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  A51214
Plan & Engineer System Applications:  This activity focuses on selecting, sizing, and loading those applications that operate the GIG infrastructure or are used to administer the GIG infrastructure (e.g., Operating Systems, System Utilities, Data Management Systems, Auditing Software, and System Management & Reporting Applications, Monitoring Software). NetOps personnel perform this activity. It takes hardware configurations, GIG architecture information, and Standard Net-Centric Operating Procedures, and supplies system applications that run and manage the GIG. The planning and engineering are constrained by hardware configurations, standard NetOps (Net-centric) operating procedures, and the quantity of domains being supported.
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  A51215
Coordinate Establishing Content and Content Mapping:  This activity focuses on loading content and mapping that content at system initialization/re-initialization. It is coordinated by NetOps Content Managers and performed by NetOps Administrators. It is controlled by the functions to be performed within the extended elements of the GIG, the storage resources available, and by standard net-centric operating procedures.
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 A51216
Plan & Engineer Systems Management and Reporting Systems:  This activity focuses on establishing the system management and reporting responsibilities and capabilities for each new GIG extension or evolution. It is performed by NetOps personnel and implemented by NetOps administrators. It takes policy, guidance, GIG NetOps management structures, and standard Net-centric operating procedures as controls. It produces new or revised integrated operational management and reporting capabilities for the GIG.
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 A5122 Plan & Engineer Network Capabilities:  This activity focuses on the functions of extending and evolving the GIG networking infrastructure. It includes defining, establishing, evolving, and integrating GIG networking functions in response to operational (mission) requirements. It pertains to network hardware, network media modes, and network facilities.
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 A51221 Plan & Engineer Transmission and Switching Systems:  This activity focuses on providing new local and Wide Area information transport capabilities through the engineering of new bandwidth, physical wiring, router topologies, and switching capabilities, wireless transmission cells, etc. It takes desired information transport capabilities as input. It is controlled by policy, guidance, networking ""best practices,"" existing resources (including commercial provisioning capabilities), connectivity requirements, environmental constraints, and optimizing of information flows. It produces new or evolved integrated extensions to the GIG information transport capabilities. NetOps Communications Engineers perform this activity.
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 A51222
Coordinate Network Capability Planning and Engineering with Commercial Provider:  This activity focuses on the process of gaining communications service-level agreements, standard net-centric operating procedures, and functional performance capabilities from networking operations that are to be provisioned by a Commercial Provider. This networking capability may be provisioned in the form of information transport over host-nation commercial facilities or through transport provisioned by a U.S. commercial provider. It is usually implemented through contractual arrangements or a service level agreement. It addresses the specific connections, transmission media, networking hardware and associated software to be installed and integrated into the GIG as part of a new and/or evolving information transport capability.  It includes defining, establishing, evolving, and integrating GIG networking functions in response to operational (mission) requirements. Commercial Provider and DoD NetOps Personnel perform this activity. The inputs to this activity are GIG architecture information, desired networking operational capabilities, physical plant constraints, and computer and software resources. It provides new contracts, service-level agreements, updates to standard net-centric operating procedures, and installed information transport capabilities that can support operational needs. DoD policy, guidance, funding, contracts, GIG architectural governance, functional performance requirements, and communications engineering ""best practices"" provide controls to this activity.
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 A51223
Define Network Demarcations, Authorities and Responsibilities:  This activity establishes the boundaries of GIG networks, gateways through which information import/export must occur and where external users must enter into GIG networks. The activity assigns network responsibilities and identifies authorities for executing oversight and control of assigned network responsibilities. Network demarcations may be established within the GIG to provide additional controls.
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 A51224 Plan and Execute Electromagnetic Frequeny Assignments:  This activity generates frequency assignments-an authorization for use of a specified range of the electromagnetic spectrum, at a specified location, with specified equipment, for a specified purpose, by a specified organization.  Generation of frequency assignments takes into account capabilities of the spectrum-using equipment, prevention of harmful interference to other spectrum-using equipment, and any operational restrictions on frequencies available for use.  ""Permanent frequency assignments"" are coordinated with host-nation spectrum management activities.  Tactical frequency assignments address the day-to-day employment of the electromagnetic spectrum within the authorized permanent frequency assignments.
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 A51225
Plan & Engineer Network Management and Reporting Systems:  This activity focuses on establishing the network management and reporting responsibilities and capabilities for each new GIG extension or evolution. It is performed by NetOps personnel and implemented by NetOps administrators. It takes policy, guidance, GIG NetOps management structures, and standard Net-centric operating procedures as controls. It produces new or revised integrated operational management and reporting capabilities for the GIG.
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 A51226
Coordinate Tactical Reach-back:  This activity coordinates the establishment of extensions of the GIG communications backbone to tactical forces.  It coordinates the establishment of Theater Injection Points and in coordinating and consolidating Theater broadcast schedules. NetOps personnel at Global, Theater, and Joint Force C4 Coordination Centers, and at Standard Theater Teleport Sites perform this coordination activity with various Network Operations and Security Centers (NOSCs) and System Controllers (SYSCONs). The inputs to this activity is the request to establish a Theater Injection Point, Reach-back connectivity requirements, and Tactical Broadcast Scheduling Requirements. The output of this activity is operations extensions of GIG connectivity to tactical forces, reach-back connectivity, and updated Tactical Broadcast Schedules.
[image: image146.png]


 A5123 Plan & Engineer NetOps Support Capabilities:  This activity focuses on the functions of extending and evolving the GIG infrastructure management, operations management, and protection capabilities. It includes defining, establishing, evolving, and integrating GIG NetOps functions in response to operational (mission) requirements. It pertains to the GIG Trust Infrastructure, protection mechanisms, sensor mechanisms, network management systems (e.g., SNMP-based management), Network Facilities Management, Information Dissemination Management Systems (e.g., Global Broadcast System), and Net-Centric Core Enterprise Services Infrastructure
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 A51231Plan & Engineer Integrated NetOps Monitoring and Response Capabilities:  This activity focuses on establishing integrated NetOps management and reporting responsibilities and capabilities for each new GIG extension or evolution. It is performed by NetOps personnel and implemented by NetOps administrators. It takes policy, guidance, GIG NetOps management structures, and standard Net-centric operating procedures as controls. It produces new or revised integrated operational management and reporting capabilities for the NetOps personnel managing the GIG.
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 A51232 Plan & Engineer Integrated NetOps Management Capabilities:  This activity focuses on the functions of extending and evolving the GIG infrastructure management, operations management, and protection capabilities. It includes defining, establishing, evolving, and integrating GIG NetOps functions in response to operational (mission) requirements. It includes the assignment of responsibilities and the identification of authorities for integrating management of newly extended or evolving GIG infrastructure. It is coordinated by NetOps Personnel and implemented 

     by NetOps administrators.
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 A51233 Define Status Reporting Requirements:  This activity focuses on the reporting requirements at various levels of NetOps management to ensure NetOps Personnel can maintain GIG situational awareness. Situational-awareness requirements, policy, guidance, monitoring capabilities, and standard NetOps operating procedures control this activity. NetOps personnel perform this activity. This activity takes desired situational awareness capabilities as inputs, and produces standardized NetOps status reporting procedures, an established reporting hierarchy, and identified authorities for overseeing and controlling NetOps reporting as outputs.
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 A51234 Plan System and Network Logistics:  This activity addresses coordinating logistics aspects often overlooked (e.g., electrical power, contracted corrective- and preventative-maintenance, spare parts, storage media, air-conditioning, air-filtering, repair facilities, storage facilities, and facilities management (including logistics in support of Force Protection Measures). This activity is performed by local-facility NetOps personnel and is coordinated through C4 Coordination Centers.  It takes as inputs NetOps logistics needs and provides NetOps logistics provisioning plan(s). It is controlled by policy, guidance, standard NetOps operating procedures, and logistics management standards.
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 A513 Implement Information Environment Increments:  This activity consists of the actual implementation of a specified capability increment. It includes the acquisition, integration, and activation of a capability increment. This activity produces information environment capabilities. This activity is controlled by current implemented capabilities and funding plans and incremental capability designs.
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 A5131 Acquire Capability Increment:  This activity provides the various means to acquire increments of capability for the Enterprise Information Environment. It consists of sub-activities that involve Service/Joint acquisition development programs, Agency procurement programs, and contracted foreign/domestic commercial capabilities.
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 A5132 Integrate Capability Increment:  This activity provides the various means to integrate new increments of capability into the existing information environment. The process takes the new increment and composes it with the existing enterprise information environment to yield a modified environment. It requires identifying the elements to be fully integrated (i.e., their independent elements become hidden in composition) and those to be interfaced (i.e., the coupling together of less-compatible increment elements with connectors and adaptors at their interfaces). Integration may include eliminating some legacy elements to enable composition of the remaining legacy elements with the new capability increment elements. The testing and analysis of the integrated result is performed within sub-activities of A56. Integration uses the sub-activities of A52 to manage the configuration of this integration process.
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 A5133 Activate Capability Increment:  This activity provides the actual turnover of capabilities newly integrated within the information environment to the operators and to the environment managers.  It accepts the output of A56 (e.g., certification for operations) and provides the accreditation authority's ""approval to operate.""
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 A52  Manage System & Network Configurations:  This activity consists of the planning, organizing, coordinating, and controlling of the arrangement of the elements of protection and monitoring capabilities, system and network controls, and incident recovery actions of the information environment. It is generally performed by NetOps Administrators. It takes configuration orders; status reports; and operational and functional performance requirements as inputs and provides performance capabilities and service and infrastructure controls as outputs. It is controlled by environment standards such as policy and operational guidance. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
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 A521 Configure Protection Capabilities:  This activity focuses on establishing, maintaining, and coordinating the software and hardware that protects the information environment's computing and communications resources.  It involves setting security parameters of the information environment in accordance with security policy and operational guidance. It includes setting both static and dynamic protection-policy parameters in servers, workstations, and device security management information databases. These parameters ensure protection-policy enforcement for operating systems, database management systems, networks, services, and applications. These protection-policy parameters are applicable to users, system services, and application profiles. The activity also includes configuring crypto devices with keys and algorithms.  It takes protection requirements, threat assessments, and vulnerability assessments as inputs and produces protection capabilities to meet general and/or specific threats as output. Specific NetOps Administrators (i.e., Security Administrators) usually perform protection configurations. This activity is controlled by operational and functional performance requirements and configuration orders.
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 A5211 Implement Protection Policy:  This activity implements all mandatory and discretionary protection policies relevant to the GIG enterprise level. It also implements discretionary protection policies within any given domain.  Implementation activities include setting parameters in mechanisms used for protection policy enforcement, deployment and configuration of protection devices, and re-configuration activities to meet changes in threat posture, changes in performance capabilities, and/or changes in protection policy (e.g., INFOCON Directives).
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 A5212 Apply Patches & Upgrades:  This activity applies patches that have been provided by commercial vendors and/or internal developers to close identified vulnerabilities or to counter newly identified threats. This activity may be routine or it may be prioritized based on the receipt of an Information Assurance Vulnerability Alert (IAVA) directive. It also applies upgrades to protection mechanisms in the form of configuration data (e.g., new virus signatures, new attack signatures), in the form of software (new policy enforcement mechanism), or in the form of hardware (new protection device).  NetOps administrators perform this activity. Policy, threat posture, identified vulnerabilities, and standard NetOps operating procedures control this activity. Patches and upgrades are inputs to the activity, which produces new protection enforcement capabilities, and IAVA compliance reports.
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 A5213 Maintain Protection Configuration Support Tools:  This activity maintains the support tools used for managing protection configurations. These tools may include configuration utilities, configuration audit tools, and configuration analysis tools. These tools must be kept current to meet configuration administration needs.
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 A5214 Maintain Protection Configurations:  This activity maintains both static and dynamic protection configurations. It is performed by NetOps administrators and automated capabilities.  Individual tasks within this activity may be human-performed, human-directed, human-assisted, and/or automated. A defined protection- configuration plan or directive, and standard NetOps operating procedures control this activity. The output is a new protection configuration state and configuration status reports.
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  A522 Configure Monitoring Capabilities:  This activity focuses on establishing, maintaining, and coordinating the software and hardware that enables the monitoring of computing and communications operations within the information environment. It includes setting both static and dynamic monitoring-policy parameters in servers, workstations, and device monitoring management information databases and sensors. These parameters pertain to monitoring policy adherence in operating systems, database management systems, networks, services, and applications. It includes establishing anomaly, fault, and intrusion detection capabilities, setting anti-virus signatures, setting performance thresholds, data filters, selective auditing (resource, function, and user), and sensor-analyzer inter-communications parameters; and establishing event fusion-correlation capabilities, alarms/alerts handlers, and situation awareness displays. It also includes dynamic adjustments to the monitoring configurations to meet changes in the operational environment and its emergent threats. NetOps administrators are generally responsible for performing these configurations. This activity produces monitoring capabilities to meet general and/or specific threats. This activity is controlled by operational and functional performance requirements and configuration orders
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  A5221Configure NetOps Situational Awareness Displays:  This activity focuses on configuring workstation displays and large-screen C4 Coordination Center displays such that personnel performing individual disciplines within NetOps can both independently and jointly gain rapid situational understanding (Micro and Macro levels) and take unified actions appropriate to the situation. These displays may be static or dynamic. This activity is controlled by individual NetOps performers and by C4 Coordination Center Senior Watch Officers. It takes NetOps situational awareness requirements as an input and produces enabled NetOps situational awareness capabilities. It is controlled by policy, guidance, and standard operating procedures.
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 A5222 Configure NetOps Management and Reporting Systems:  This activity focuses on designing and enabling the information flows to meet the NetOps roles and responsibilities for reporting, monitoring situation status, and responding appropriately to incidents. This includes ensuring that the necessary reporting sources are enabled and that report consolidation occurs to support different levels of NetOps management throughout the information environment. NetOps administrators perform this activity. It is controlled by policy, guidance, and standard operating procedures. It takes NetOps management activity requirements as its input and produces enabled NetOps management support and reporting capabilities. It is controlled by NetOps policy and guidance, and by standard operating procedures.
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 A5223 Deploy NetOps Monitoring Devices/Mechanisms:  This activity places monitoring systems, devices, and/or mechanisms within the GIG. Some placements may be dynamic to meet changes in system and network configurations, and changes in threat conditions. Some placements may be static (i.e., permanent positioning). NetOps administrators perform this task. Monitoring tactics, techniques, and procedures (TTPs); policy; and current threat assessments provide controls for this activity. It takes as input various management-level monitoring requirements and individual system, device, or mechanism monitoring capabilities; and it provides from local to enterprise-wide monitoring capabilities.
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 A5224 Maintain Monitoring Configuration Support Tools:  This activity maintains the support tools used for managing monitoring configurations. These tools may include configuration utilities, configuration audit tools, and configuration analysis tools. These tools must be kept current to meet configuration administration needs.
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 A5225 Maintain NetOps Monitoring Configurations:  This activity maintains both static and dynamic monitoring configurations. It is performed by NetOps administrators, NetOps monitors, and by automated capabilities. Individual tasks within this activity may be human-performed, human-directed, human-assisted, and/or automated. A defined monitoring-configuration plan or directive, and standard NetOps operating procedures control this activity. The output is a new monitoring configuration state and configuration status reports.
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 A523
Configure System & Network Controls:  This activity focuses on establishing, maintaining, and coordinating the software and hardware operating parameters used by the system and network control mechanisms within the information environment. It involves setting the static and dynamic performance-policy parameters of the information environment in servers, workstations, device performance management information databases, and sensors. These parameters pertain to performance-policy enforcement in operating systems, database management systems, networks, services, and applications. It includes establishing resource service-control parameters, (e.g., service-level agreements, bandwidth allocation, path allocation, channel allocation, memory allocation, processor allocation, storage media allocation, throughput guarantees, service priorities). It takes service control requirements as its input and provides enabled system and network control and operational performance capabilities as its output.  It includes administering daily control of the regional electromagnetic spectrum and of the in-theater tactical reach-back capability. It is generally performed by NetOps administrators. This activity is controlled by operational and functional performance requirements and configuration orders.
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 A5231Configure Networks:  This activity focuses on the static and dynamic operating parameters used for Local and Wide Area transmission and switching systems in wired and wireless networks. It performs the configuration of networking components.
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 A5232 Configure IT Systems & Services:  This activity focuses on the static and dynamic operating parameters of computing platforms used for hosting, serving, and/or executing software applications and services.   It performs the physical and logical configuration of IT components including hardware, firmware, and software. It performs the physical and logical configuration of data storage media. It performs the physical and logical configuration of enterprise net-centric core services, information content repositories, and COI-specific services.
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  A5233 Manage Core Applications:  This activity focuses on Joint (COI-specific) services and applications that are used globally across the enterprise. These global services and applications are developed and managed centrally, but are provided to widely distributed users throughout the GIG. This activity does not develop global services or applications, but rather receives them from a central developer, makes them available to distributed users, and provides the capability to retrieve software updates and patches. This activity takes requirements from the joint-user communities, and deploys common applications and services for joint use within or across COIs.
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 A5234 Perform Day-to-Day Control of Electromagnetic Spectrum in Theater:  This activity deals with the electromagnetic spectrum management activities accomplished to support operational activities.  Frequency-assignment requests and analyses de-confliction of spectrum usage, interference resolution, and operational electromagnetic environmental effects are included.  Included are coordination among electromagnetic spectrum users in the area of operation to include the FAA or similar host nation activities and electronic warfare activities. Spectrum management activities are often concentrated in Joint Frequency Management Offices (JFMO) in the area of operations, with reporting and consultation with Unified Command, Service, DoD-wide, and host nation spectrum management activities. Units operating equipment employing the electromagnetic spectrum obtain authorization for spectrum use from the JFMO, or Service Spectrum Management Activity.
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 A524
Recover From Incident:  This activity focuses on re-establishing the software and hardware operating capabilities used within the information environment's computing and communications. Recovery focuses on operational restoration using existing system and network resources. This activity includes the human-performed, human-guided, and automatic means for recovering system and network capabilities from the degrading effects of a failure or attack incident. This activity may be performed in concert with other automated response activities while operationally connected or may be performed manually after equipment has been taken off the network. Special care must be taken while recovering to properly preserve evidence where law enforcement investigation may be initiated. The activity of recovery is coordinated with activities responding to the incident to insure minimal interference between recovery and response activities.  Recovery activities include restoration of capabilities and, if necessary, reconstitution of the affected portion of the information environment. Recovery has a number of specific options and is dependent upon the overall capabilities for fault tolerance and survivability, and upon the state of effects resulting from a failure or attack incident.  However, it basically consists of reconfiguration and/or restart actions specifically tailored to a recovery requirement. It is controlled by response COAs, expected recovery states, operational and functional performance requirements, and configuration orders, and is performed by NetOps response personnel (i.e., administrators and monitors in response roles). Its input is the state of the information environment's operational capabilities following a failure or attack incident. Its output is the state of the information environment's operational capabilities after recovery actions have been implemented.
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 A5241Manage Configuration Activities IAW Selected Response COA:  This activity manages the execution processes, priorities, and re-configuration requirements in restoring systems, networks, and NetOps capabilities to a previous operational state or to a state suitable for continued operations. It takes a Course of Action (COA) selected from among alternative COAs that may have been generated in response activities as guidance, and sequences specific configuration activities to be performed. It provides new configuration parameters, where required, to continue to counter the threat(s) that created the failure, incident, or attack effects. Where system and/or network resources have been completely destroyed, this activity manages the execution processes to plan and engineer reconstituted operational capabilities using new resources. This activity provides status reports on the progress of recovery actions and results. NetOps personnel perform this management activity. The activity outputs planning & engineering guidance and directions, configuration guidance and directions, new configuration parameters, and recovery status reports.
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 A5242 Restore Capabilities:  This activity focuses on recovery from failure, damage, or disruption. It manages the COA for restoration of operational capabilities using existing resources.
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 A5243 Reconstitute Capabilities:  This activity focuses on recovery from destruction. It manages the COA for reconstitution of operational capabilities using new, or reserve (e.g., Continuity of Operations), resources. If the need is to use new resources, then planning and engineering of operational capabilities must be performed. If the need is to be satisfied through reserve resources, then there may only be the need to bring those resource configurations to a specified operational state (e.g., reload content using backups).
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 A53
Manage Core Enterprise Services:  This activity focuses on establishing and maintaining the various common services that enable net-centric operations. These core enterprise services, in conjunction with automated applications, provide the means required by the user community to capture and leverage user knowledge and experience. These services make information and applications accessible across the information environment and provide users the means to take full advantage of the capabilities of the environment. This activity is performed by NetOps Administrators. The activity takes various common service resource needs as input and produces appropriate service functionality as output. It is controlled by policy and guidance. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
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 A531 Manage User/Entity Profile Resources:  This activity provides administrative services for user modification, automatic update, or mission-driven changes to profile data. The user/entity profile contains significant features for the user's information requirements based on role, responsibilities, and work objectives.  This activity includes those actions individual users take to define, maintain, and activate their dynamic profile requirements, criteria, and attributes. For example:1) The requirements define what information the user desires access to (e.g., a need for mapping data). The criteria define the user-desired threshold for information (e.g., a mapping requirement is for 1:50,000 scale or larger within EUCOM)2) The basic attributes of the user's profile are determined by the organization to which the user belongs and the user's role in that organization.  Example attributes include user roles, COI membership, areas of responsibility, clearances, accesses, and communications medium.Profile activation includes submitting the profile to the information environment for storage and use. These administrative services implement a combination of human and automated means to review, verify, and validate both the user and provider-specified portions of the dynamic profile. In establishing the profile, the user makes all information within the profile available for use. The dynamic profile is used in connection with ad hoc queries to refine search specifications and is also used with intelligent agents to automatically identify and deliver relevant information to the user.
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 A5311 Identify User-Profile Administration Requirements:  This activity identifies the administrative requirements and defines system-level requirements for managing user profile resources.  The requirements specify what information the user desires access to (e.g., a need for mapping data) as well as related selection criteria (e.g., 1:50,000 scale or larger for EUCOM).
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 A5312 Perform User-Profile Administration:  This activity provides profile parameters, links, and/or profile-enabling program binding for a user profile to make the profile executable.
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 A532
 Manage Storage Resources:  This activity manages the distributed environment that serves as the information environment repositories.  These include major index maintenance, and enabling of information storing, retrieving, and archiving. Manages the persistent stores of data to ensure consistent availability, accessibility, reliability and persistence. Backs up information for future use or to support recovery activities. This management activity focuses on the efficient use of storage and its relationship to overall system and network performance. It analyzes and integrates content placement requirements based on operational needs and current performance assessments. It provides a set of prioritized, integrated requirements for relocating or re-staging content.  It is controlled by policy, resource and information management guidance, and content staging procedures established by NetOps content managers. NetOps administrators perform this activity.
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 A5321 Manage Content Placement:  This activity focuses on the dynamic aspects of achieving efficient content-access, effective information protection, and optimizing overall performance within the information environment. It supports load balancing by moving content, replicating content, and locating content for specific operations (e.g., broadcast consolidation). It supports export of information from the information environment.  It supports protection by moving valuable information away from a threatened target site. It may require re-mapping of directories, catalogs, etc. It is coordinated by NetOps Content Managers (e.g., Command Information Management Officers) and performed by NetOps Administrators. It takes dynamic performance measures and operational requirements (e.g., user demands) as input, and produces new content locations and mappings. It is controlled by policy and operational guidance.
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 A53211Relocate Content:  This activity focuses on designing restaging approaches, assessing restaging feasibility, and executing restaging operations. This activity is performed for efficiency and for defensive purposes. It may be used to reduce the value of a target site or to take advantage of protections afforded within different storage locations.
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 A53212 Re-Map Content:  This activity consists of the re-indexing of directories and catalogs subsequent to content relocation to ensure availability and accessibility of the relocated content.
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 A53213 Replicate Content:  This activity focuses on the replication of content in the form of ""mirrored"" repositories. It is conducted for reasons of both efficiency and fault tolerance.
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 A5322 Manage Catalog/Directory Resources:  This activity focuses on the monitoring of catalog/directory states and events, and initiates specified activities to maintain and assure capabilities of the associated infrastructure. It maintains information that allows users to identify and locate individuals, organizations, operational nodes, services, COIs, and associated descriptive information. The Directory Services posts updates to the directory database based on inputs from various organizations, and it works with organizations to ensure information is current.
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 A53221Maintain Catalogs/Directories:  This activity focuses on maintaining metadata regarding location of information environment products and services.  It arranges information content systematically with descriptive details to facilitate user/entity discovery and accessibility.
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 A53222 Perform Indexing Process:  This activity consists of periodically traversing the information environment in order to update its catalogs and directories.
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 A5323 Manage Publish and Subscribe Resources:  This activity focuses on creating, modifying, and updating lists that control publish authority and that are used to track subscription members for all users. Information changes to the lists are derived from the designated users.
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 A5324 Manage Repository Resources:  This activity focuses on the establishment and lifecycle maintenance of repositories that house specific content for specific functions within the information environment.  While the content of these repositories can be managed in a distributed fashion using specific procedures and rules, the resources upon which these repositories reside must be coordinated and managed by NetOps administrators to ensure appropriate security and performance capabilities are maintained. NetOps Administrators manage all archive repositories. Users, COI leadership, and NetOps administrators manage repository content within the environment.  Term definitionRepository - A repository provides storage for various types of content (e.g., software (applications and services), files, databases, documents, and metadata).  A metadata repository could house and provide data tagging templates for COIs; a modeling and simulation repository could house and provide various models, simulation databases, and simulation software for individual users, various COIs, and/or NetOps administrators; and a repository that manages and integrates security policy data could house and provide NetOps administrators with the information necessary to enable proper system and network configurations.
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 A53241Manage Core Services Repository:  This activity focuses on maintaining both the repositories for core services and the resources upon which these repositories reside. This activity is enabled by NetOps administrators.
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 A53242 Manage COI Repository:  This activity consists of the maintenance and control of applications (i.e., services) used by a specific COI. The activity is enabled by a COI manager.
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 A53243 Manage Document Repositories:  This activity focuses on the maintenance and control of document repositories, including their content and the resources upon which the repository resides. The repository itself is enabled by users, COI leadership, and NetOps Administrators. Repository content is managed by users and COI leadership, under the control of specific procedures and rules. The resources upon which the repositories reside is managed by NetOps administrators.
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  A53244 Manage Metadata Repositories:  This activity focuses on the maintenance and control of metadata repositories, including their content and the resources upon which the repository resides. The repository itself is managed by COI leadership and NetOps administrators. Repository content is managed by COI leadership, under the control of specific procedures and rules. NetOps administrators manage the resources upon which these metadata repositories reside. The DoD Metadata Registry is the source origin of metadata used within the DoD.
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  A53245 Manage Archive Repositories:  This activity focuses on the maintenance and control of archive repositories. Repository content (material to be archived) is provided by users, COI leadership, and NetOps administrators. NetOps administrators manage archive repositories, under the control of specific procedures and rules for archiving materials from shared spaces and from private spaces. They also manage the resources upon which these repositories reside. Individual provide content for archiving.
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  A5325 Manage Databases:  This activity focuses on the establishment and lifecycle maintenance of various forms of databases (e.g., relational, object-based). Users, COI leadership, and NetOps administrators manage databases schemas and content appropriate to their needs. NetOps administrators coordinate and manage the resources upon which these databases reside.
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  A5326 Manage Portals:  This activity focuses on the maintenance and control of portals. COI leadership and NetOps administrators manage these portals by providing the specific procedures, rules, and requirements for placing content and/or content references on a portal. COI leadership controls the portal look-and-feel.  NetOps administrators, specifically assigned, are responsible for conducting the OPSEC review of material placed on a portal.
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 A533 Manage Messaging Resources:  This activity consists of all activities needed to support formal (organizational and/or structured) and informal (email and/or unstructured) messaging services.  It includes support for tactical requirements. It supports the composition and validation of outgoing messages (message preparation). It supports the processing of incoming messages, including subsequent distribution to intended recipients as users of the information environment. The activity establishes and conducts message (bulletin) board services. It also supports official message traffic.
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 A5331 Manage Message Boards:  This activity focuses on the establishment and maintenance of both moderated and un-moderated message boards based on requests for the establishment of a message board, message board profiles, and rule sets.
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 A5332 Manage Tactical Data Links:  This activity focuses on the establishment and maintenance of specified tactical data links based on tactical participants, operational requirements, and dynamics of the situation.
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 A5333 Manage Email:  This activity focuses on the establishment and maintenance of email capabilities based on operational requirements.
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 A5334 Manage Record Traffic:  This activity focuses on the establishment and maintenance of official message traffic based on policy, doctrine, and operational context. The activity ensures that established record traffic priorities and protection measures are followed. It also ensures that plain language addresses are maintained to support record traffic dissemination.
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  A534 Manage COI Resources:  This activity focuses on the maintenance and control of COI resources necessary to establish, maintain, and dissolve COIs.  The COI can be allocated resources the same as any other user/entity. The activity builds a COI information resource and populates it with the membership, properties, rules, and other associated information necessary to support each new COI. This activity updates and monitors the states of all COIs and enables the performance of all actions associated with administration of a COI.  Based upon COI profiles and events, this activity initiates appropriate activities and alerts appropriate users/entities.
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  A5341Manage COI Membership:  This activity enables the performance of all actions associated with membership administration in a COI.  This includes adding or deleting users from a COI, or changing user profiles and user roles, as appropriate.
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 A5342 Manage User Roles:  This activity enables the performance of all actions associated with user role administration within the COI.  The user role defines the sub-COIs the user belongs to, the user's subscriptions to catalog products, and the services available to members of the COI.
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 A5343 Manage COI Catalogs:  This activity enables the specification and maintenance of the COI catalog and directory structure.  A COI may have sub-COIs with a hierarchical structure.   A COI may have a hierarchy of catalogs that, in turn, may have a hierarchy of directories.
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 A5344 Manage COI Subscription:  This activity enables the administration of both the COI subscription to external products, and members' subscriptions to internal products.  An individual's subscriptions can be altered from those specified in a user role.
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 A5345 Manage COI Services:  This activity enables the performance of all actions associated with the administration of services used by the COI.  The services available to an individual user may be altered from those specified in a user role.
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  A535  Manage Collaboration Resources:  This activity focuses on the maintenance and control of the resources necessary to establish, maintain, and dissolve specific collaborations. It supports the negotiated configuration, activation, and integration of individual collaborative sessions. This includes connectivity resources, shared audio visualization and production resources, and communications support. The activity supports a user's or entity's ability to interactively participate in a collaboration. This support can include the physical connection to the virtual workspace; enabling the viewing and manipulating information in a common forum; providing a shared workspace, whiteboard, shared applications, capabilities for interactive analysis of information, and interactive development and editing of documents/briefings. This activity takes as input a submitted set of requirements for collaboration, including specified participants, classification, purpose, schedule, duration, and specific collaborative tools needed. It produces as output the allocation of resources and the controls necessary to conduct that collaboration.
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 A536
 Manage Restoration Resources:  This activity focuses on the monitoring the information environment and the activation of restoration activities as needed. It takes as input information environment events and resource status, produces activated restoration activities as outputs. The activity is controlled by rule sets.
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 A54
Manage Accounts:  This activity consists of (1) managing the identities and attributes; authentication credentials; and authorizations of users; and (2) managing the identities and permitted allocations of resources.  Collectively, these sets of user and resource features comprise an account. Currently, identified types of accounts include user account, role account, COI account, collaboration account, resource account, and audit account. Currently, the identified sets of users include user groups, user roles, agents, collectives (e.g., COIs and collaborations), and other principals. It takes requests account information, authentication and authorization data, and system and resource Ids as input and produces accounts, reports, authentications, authorizations and permissions as outputs. This activity is controlled by policies. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
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 A541
Create Accounts:  This activity focuses on the establishment of user/entity (principal) accounts and resource accounts. Individual accounts are given unique identifiers to reflect the type of account: user accounts, COI accounts, role accounts, collaboration accounts, audit account, and resource accounts. Accounts permit the monitoring and auditing of actions and resource performance within the information environment. Accounts can be composed from other accounts and are monitored (with respect to a specified set of parameters to be observed) over a specified duration of time. Profiles (e.g., user profile, role profile, group profiles) may be linked with or directly incorporated into accounts. Resource accounts are initiated as new resources become available and are activated within the information environment.
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 A542
 Maintain Accounts:  This activity focuses on managing the dynamic nature of accounts, keeping accounts current and operationally relevant in accordance with specified policies and with authorized changes that may be manually or automatically initiated. It administers required changes to accounts such as privileges, identity authentication parameters, resource allocations, and user-profile bindings.
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 A543
 Close Accounts:  This activity terminates accounts to remove user/entities from the information environment. Resource accounts are removed as appropriate to reflect permanent removal of resources from the environment.  Upon account termination, the activity may provide audited account data for archival purposes.
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 A544 Manage Authentication:  This activity focuses on managing the policy, infrastructure (nodes, mechanisms, devices, materials, and personnel), and information parameters used for authentication. It provides the means to verify the authenticity of an identity. It provides the authentication mechanisms (credential validation/revocation) and the authentication data (e.g., certificates). This activity is performed through the information environment's Trust Establishment Hierarchy.
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 A5441Manage Principal's Credentials:  This activity focuses on necessary to create artifacts (credentials) that can be used to authenticate identity of the bearer of the artifact.
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 A5442 Authenticate Principal in All Invocations:  This activity authenticates the requestor based on presented credentials upon each request invocation attempt.
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 A5443 Manage Certificate Revocation List (CRL):  This activity is focused on ensuring that authentication certificates, once revoked, cannot be used for authentication. Revocation may occur because of lost, stolen, compromised, or damaged certificates. It may also occur as the certificate's end-of-life has been reached. All revocations are posted to a CRL, which is checked during an authentication transaction to validate a given certificate before it is accepted. The Certifying Authority manages this list.
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 A5444 Manage Token and/or Biometric Information:  This activity manages token and biometric information in a way that enables the validation of principals credentials for subsequent authentication purposes. This activity ensures authentication policy is implemented as intended.
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 A5445 Establish Cross Domain Authentication between Certificate Authorities:  This activity establishes a ""bridge certificate"" for use between certifying authorities. This bridge certificate is used to establish trust between two domains such that a user from one domain can be authenticated and authorized to invoke and execute authorized services in another domain.
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 A545
 Manage Authorizations:  This activity focuses on managing the policy, infrastructure (nodes, mechanisms, devices, materials, and personnel), and information parameters used for authorization. It provides capabilities for enabling/disabling entity permissions, rights, or privileges to perform a service or action directly or on behalf of another entity (e.g., user, proxy, delegated agent). Authorization attributes may be established on either the object to be accessed, on the subject that is accessing the object, or on a combination of both.
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 A5451Manage System Entry Authorizations:  This activity focuses on capabilities for enabling and/or disabling entity permissions, rights, or privileges associated with locally or remotely entering host systems. Permission restrictions may be based on time-of-day, user location, device identity, port identity, etc. Authorization Restriction Parameters may be static or dynamic. NetOps Security Administrators construct this type of authorization based on local and enterprise-wide policy, and deconflicts this type of authorization with other types of authorization being employed. This activity is controlled by access and usage policies that respond to evaluated threats.
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 A5452 Manage Authorization Delegation:  This activity focuses on managing the means used for one entity to enable/disable permissions for another entity to act on its behalf. Two forms of authorization delegation can be instantiated, full delegation of rights or restricted (or partial) delegation of rights. An example is a proxy, which is another user or user-agent that acts within a restricted set of activities on behalf of the rights-delegating user. Delegating full-rights enables another user or user-agent to perform every action the rights-delegating user can perform. Thus, the management of delegated authorizations must be carefully addressed. This is particularly true if an entity is composed of user rights, agent-delegated rights, role-rights, etc. The goal is to enable information environment use while maintaining least-privilege operations.
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 A5453 Manage Service Access Authorizations:  This activity focuses on managing the means used for permitting one entity or its proxy-agent to invoke and execute a specified service capability.
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 A5454 Manage Application Access Authorizations:  This activity focuses on managing the means used for permitting one entity or its proxy-agent to invoke and execute a specific application.
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 A5455 Manage Network Access:  This activity focuses on managing the means used for permitting one entity or its proxy-agent to access and use a specific network and/or network channel.
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 A5456 Manage Data Access Authorizations:  This activity focuses on managing the means used for permitting one entity or its proxy-agent to access and use specific data or sets of data.
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 A5457 Manage Data Import/Export Authorizations:  This activity focuses on managing the means used to enable/disable permission for one entity or its proxy-agent to perform information environment data import/export operations.
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 A5458 Manage Data Release Authorizations:  This activity focuses on managing the means used to enable/disable permissions that control the release of information. Data release may be controlled on the basis of time, source, provenance, content, maturity, and/or destination.
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 A546
Activate Accounts:  This activity focuses on selectively activating specific accounts.
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 A55
Manage Cryptographic Services Infrastructure:  This activity consists of planning, organizing, coordinating, and controlling the infrastructure and policy of cryptographic materials and devices. It focuses on the provisioning, storage, invocation, employment, and disposition of cryptographic material and devices. It also provides key recovery capabilities. It takes relevant notifications, policy, and recovery requirements as inputs. This activity produces cryptographic services, policies, and recovered data keys as output. Its controls encompass cryptographic current policy, requests for services, materials, and products. It is enabled by the cryptographic support infrastructure (CSI) and key escrow services.
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 A551
Manage Cryptographic Support Infrastructure (CSI):  This activity focuses on management of the lifecycle provisioning, storage, activation, use, and disposition of cryptographic material (hardware and software to include devices, private and public keys, cryptographic algorithms, and key recovery capabilities).  It addresses management and control of cryptographic materials and devices for the information environment.  It addresses management of the tracking and inventory control of cryptographic materials issued for use in individual devices for authenticating individual users.  It includes management of the operation of trust hierarchies to support net-centric operations.
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 A5511Manage Key Ordering Services:  This activity manages the resources that are employed by users/entities within the information environment to order cryptographic key both for initial capability and for re-key.
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 A5512 Manage Key Generation Services:  This activity manages the resources which perform two principal functions: the generation of the key values; and the process known as ""key Production"" whereby the key values produced are transformed into the formats needed for distribution to the consumer.
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 A5513 Manage Key Distribution Services:  This activity manages the secure delivery of key to consumers and any activation processes necessary to prepare a key for use after delivery.
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  A5514 Manage Key Management Support Services:  This activity manages the services that are necessary to maintain the security of the information environment and to facilitate its efficient operation. These services include: KMI Policy; Trust Extension; Archiving; Tracking, Control, and Accounting; Key and Data Recovery; Compromise Management and Revocation; Directory; Audit; and Product Definition.
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 A5515 Manage Cryptographic Account Management Services:  Manage Cryptographic Account Management Services:  This activity manages the activities by which accounts are established for registered users.
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 A552
 Manage Cryptographic Materials and Devices:  This activity directs and controls the lifecycle use of cryptographic material (e.g., keying material, specialized keys, and algorithms) and devices from ordering to destruction. This activity is performed by NetOps personnel specifically qualified for cryptographic material management. It is controlled by cryptographic material management policy, guidance, and procedures.  It uses the Cryptographic Material Call-out as its basis for issuing material. It enables cryptographically based protection and assurance capabilities during both the use of the material and during the destruction of relinquished material or equipment after the material or equipment is no longer employed.
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 A5521Register Identity:  This activity manages the submission of user identity information for use in PKI certificates. User registration is necessarily prior to the ordering of cryptographic material or devices.
[image: image239.png]


 A5522 Order Cryptographic Material or Devices:  This activity defines and documents the unit-level requirements for cryptographic materials and services. The needs of individual units are independently forwarded to Client Nodes for consolidation and forwarding to the PRSN, which coordinates with PSN to satisfy the unit requests.
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 A5523 Distribute Cryptographic Material or Devices:  This activity directs and controls the transfer of cryptographic material or devices from staging to the employing units and emplacement of the materials or devices for operational use upon activation. This activity also provides for the return of relinquished cryptographic material or devices to staging locations. The distribution of cryptographic material is carefully audited and reported to the PRSNs.
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 A5524 Load and Activate Cryptographic Material or Devices:  This activity manages the process of inserting cryptographic material into operational devices for use and the subsequent invocation of that cryptographic material for operational use.
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 A5525 Relinquish Cryptographic Material or Devices:  This activity manages the termination of use of cryptographic material by a using unit and either the transfer of the cryptographic material out of user control (via Distribute) or its elimination (via Destroy).
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 A5526 Destroy Cryptographic Material or Devices:  This activity manages the rendering of cryptographic material or devices into an unusable and unrecoverable state.  The destruction of cryptographic material is carefully audited and reported to the PRSNs.
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 A553 Manage Cryptographic Policy:  This activity ensures the continuous availability of current direction and guidance on the use of cryptographic materials and devices. This includes development and dissemination of guidance and direction, assessment of threats to cryptographic capabilities, and evaluation of cryptographic posture vulnerability.
[image: image245.png]


 A5531Maintain Cryptographic Policy:  This activity provides direction and guidance on use of cryptographic capabilities within the information environment. It includes the development, maintenance, and dissemination of guidance and direction for the handling and use of cryptographic materials and equipment. This guidance and direction is based on the relationship between the information protection requirements of the user and the capabilities of the cryptographic materials and devices.
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 A5532 Analyze Cryptographic Posture Vulnerability:  This activity focuses on the assessment of the overall posture of the cryptographic capability to resist attacks against the core encryption/decryption methods employed in cryptographic materials and devices.
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 A5533 Analyze Intelligence for Cryptographic Threats:  This activity focuses the study of intelligence information to determine an if an adversary has the capability to counter the core encryption/decryption methods used  within cryptographic materials and devices.
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 A554
Provide Data Recovery Key Management:  This activity addresses the means to recover encrypted data given lost, damaged, or destroyed keys. Management of data recovery includes the escrowing of recovery keys, the authorization to use escrowed recovery keys, and the successful implementation of data recovery.  While this activity is particularly important in public key based cryptography, it applies to all cryptographic keying situations.  It may be especially important when cryptographic keying techniques are used for data at rest and for data archiving.  Qualified NetOps administrators perform data recovery and the management of data recovery keys.
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 A56
Manage Monitoring Activity:  This activity focuses on observing and understanding the dynamic performance and operational use of the information environment. Its goal is to create and maintain situational knowledge of the status of environment's networks and systems to produce comprehensive situational awareness of the information environment. It conducts assessments of both threats and incidents in order to adjust protection measures within the infrastructure. It also includes providing discrete analysis, assessing potential impact and determining threat mitigation strategies. The activity includes the collection, testing, and analysis of configuration information, and assessment operational states to detect disruption and degradation that indicate failures or security problems. It tests and analyzes performance and policy enforcement aspects of a given configuration. It audits operational use and detects failures, attack signatures, or anomalous events; and characterizes such events as incidents requiring a response. NetOps Monitors perform this activity. It receives status, performance information, and configuration data of the environment as inputs and produces threat and incident assessments, incident and audit reports, and configuration changes. This activity is controlled by functional and operational performance requirements and configuration test plans. This activity is enabled by NetCOP.
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 A561
 Maintain NetOps-Related Threat Assessment:  This activity focuses of the fusion, correlation, and analysis of incident information and the current status of the information environment to produce a current threat assessment. It takes as input information from intelligence sources in the form of indications and warnings, and threat assessments. It also receives attack sensing and warning information from intelligence sensors. It produces as output a current threat assessment for the information environment.
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 A562
 Test Configuration:  This activity performs tests according to a test evaluation plan to measure the resulting performance, protection, and monitoring capabilities that ensue from configuration initialization or changes.
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 A563
Analyze Configuration:  This activity performs the analysis of test results in accordance with a test evaluation plan to assess the measured performance, protection, and monitoring capabilities that ensued from configuration initialization or changes against expected and/or required capability metrics.
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  A564 Monitor Operational Use:  This activity focuses on maintaining knowledge of the operational status and operational use of system, network, and storage resources within the information environment.  This knowledge is acquired by collecting, testing, and analyzing configuration information and by assessing operational use to detect disruption and degradation that indicate failures or security problems.  The activity also includes the assessment of threats and the assessment of incidents. In addition to observation, monitoring includes both discrete and continuous analysis, assessing potential impacts, and determining threat mitigation opportunities. It requires the ability to receive user/entity and resource activity status and performance-related information.
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 A565
Perform Environment Situation Awareness:  This activity focuses on the dynamic capture, fusion, correlation, representation, and display of the information environment's sensor and monitoring data to support awareness of the state of the environment. This activity provides the basis for analysis, cognizance, and decision-making regarding environment operations in support of designated missions. It integrates information from disparate sources, including the user (either obtained by input or automatic sensing) to provide the user/entity with a tailored view, in accordance with the user's profile, of his situation (User/entity may be a producer or consumer, a human or device/system). The activity invokes concurrent core enterprise activities/services, as needed, to satisfy requirements determined from the processing of user request stream. The activity provides feedback status and intermediate/final results to users/entities as appropriate. This activity is controlled by policy and guidance, and is performed by NetOps monitoring and response personnel.
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 A566
 Perform Help Desk/ Customer Support:  This activity analyzes environmental situation awareness results and interacts to provide customized help to the user/entity and user/entity agent.   The help provided is based upon knowledge of the issue source and associated environment resources. This activity coordinates with the user/entity agent for personalization of interaction.  This activity also provides knowledge and training associated with the information environment, and also supports provision by out-of-band or external communications means.
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 A57
Manage Response Activity:  This activity focuses on the full lifecycle of incident response, from the assessment of an incident to the closure of an incident. Response activities apply triage and response tactics, techniques, and procedures (human-performed, human-directed, or automated) to address failures, outages, attacks, and unauthorized access or misuse of resources. They include immediate and long-term actions initiated to ameliorate or negate the operational consequences of an incident that causes degradation of the information environment's capabilities or performance. These activities determine priorities; identify mitigation opportunities; and correlate, track, and investigate network and systems anomalies. Responses implement defensive and offensive actions to mitigate threats and incidents that affect system and network operations. Responses include hardening the defenses of the systems and/or networks, containment, recovery, restoration, and reconstitution. Those response activities, which yield the restoration of capabilities or performance to pre-event status, are also often referred to as ""recovery"" continuity of operations (COOP) activities. Response activities also include support of law enforcement/counter-intelligence operations through evidence collection and forensics, diversion and observation of intruders, and trace-back. It also includes the need to coordinate Computer Network Attack operations. It takes incident data and assessments as inputs and results in administrative and prosecutorial actions, and in directed computer network attack actions. This activity is controlled by the operational environment; plans; policies; guidance; laws and regulations; tactics, techniques, and procedures; standards; and funding. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
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 A571
Assess Incidents:  This activity examines observable or measurable events that occur within the GIG and classifies those events that meet specified thresholds as incidents. Included in this activity is the determination of the system and network effects resulting from an incident and the impacts that such effects have on operational missions.
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 A572 Implement Automatic Incident Response:  This activity develops courses of action (COA) to respond to failure; anomaly; and attack, misuse, or intrusion incidents. It includes the selection of a specific COA from among the set of alternatives developed, and the execution of that COA. The form of response may be to direct recovery operations, to participate in Law Enforcement/Counter-Intelligence Investigations, or to support Computer Network Attack Operations.
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 A573
Participate in Law Enforcement/CI Investigation:  This activity consists of support tasks that enable a Law Enforcement or Counter-Intelligence (CI) Operation to be coordinated and conducted as a response to an incident (e.g., misuse, intrusion, attack) within some portion of the GIG. It includes adding additional monitoring instrumentation to the GIG to observe ongoing incidents, the preservation of evidence (both electronically linked and non-linked information), the forensic analysis of that evidence, and the development of a case against the perpetrator(s), who will either be prosecuted or will be subject to command administrative action.
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 A574
 Support Computer Network Attack Operations:  This activity consists of performing support actions as directed by the Computer Network Attack Commander.

Appendix B -- FEA BRM Definitions for DoD EA BRM
Federal Lines of Business and Descriptions

This section contains the definitions for all elements represented in the FEA BRM.  The definitions are organized in order of the four Business Areas in the BRM: Services for Citizens, Mode of Delivery, Support Delivery of Services, and Management of Government Resources.   The definitions may be used as a reference for the tables in Appendices A-D that map the FEA RM elements to the DoD EA RM elements.     

Services for Citizens

Community and SOcial Services- Community and Social Services includes all activities aimed at creating, expanding, or improving community and social development, social relationships, and social services in the United States.  This includes all activities aimed at locality-specific or nationwide social development and general social services. This Line of Business includes general community development and social services programs, as well as earned and unearned benefit programs that promote these objectives.
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Homeownership Promotion- Homeownership promotion includes activities devoted to assisting citizens interested in buying homes and educating the public as to the benefits of homeownership.  NOTE:  Activities devoted to the provision of housing to low-income members of the public are located in the Housing Assistance Sub-Function.   
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Community and Regional Development - Community and Regional Development involves activities designed to assist communities in preventing and eliminating blight and deterioration, assist economically distressed communities, and encourage and foster economic development through improved public facilities and resources. 
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Social Services- Social Services are designed to provide meaningful opportunities for social and economic growth of the disadvantaged sector of the population in order to develop individuals into productive and self-reliant citizens and promote social equity.   Included in this category are social welfare services extended to children and adults with special needs, such as the orphaned, neglected, abandoned, disabled, etc.  Such services include family life education and counseling, adoption, guardianship, foster family care, rehabilitation services, etc.  Note: This Sub-Function does not include services that are primarily for income support (Income Security) or are an integral part of some other Line of Business (e.g., Health, Workforce Management, etc.).  For mapping purposes, this category should only include IT systems that support programs mapped to the “Social Services” budget functional classification.

[image: image264.png]



Postal Services- Postal Services provide for the timely and consistent exchange and delivery of mail and packages between businesses, organizations, and residents of the United States or between businesses, organizations, and residents of the United States and the rest of the world.  It also includes the nation-wide retail infrastructure required to make Postal Services easily accessible to customers. (Note: The commercial function of mail is more closely aligned with the “Business and Industry Development” Sub-Function in the “Economic Development Line of Business.”  The international commercial function of mail is more closely aligned with the “Global Trade” Sub-Function in the “International Affairs” Line of Business).  

Defense and National Security – Protect and advance U.S. national interests and, if deterrence fails, decisively defeat threats to those interests.
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  Strategic National and Theater Defense - Strategic National and Theater Defense involves establishing national and multinational military objectives; sequencing initiatives; defining limits and assess risks for the use of military and other instruments of national power; developing global plans or theater war plans to achieve these objectives; and providing military forces and other capabilities in accordance with strategic plans.
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  Operational Defense - Operational Defense involves linking tactics and strategy by establishing operational objectives needed to accomplish the strategic objectives, sequencing events to achieve the operational objectives, initiating actions, and applying resources to bring about and sustain these events.
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  Tactical Defense - Tactical Defense involves focusing on the ordered arrangement and maneuver of combat elements in relation to each other and to the enemy to achieve combat objectives.
Disaster Management- Disaster Management involves the activities required to prepare for, mitigate, respond to, and repair the effects of all disasters whether natural or man-made. 
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  Disaster Monitoring and Prediction- Disaster Monitoring and Prediction involves the actions taken to predict when and where a disaster may take place and communicate that information to affected parties.  Note: Weather forecasting, while central to Disaster Monitoring and Prediction, is more closely aligned with the “Environmental Monitoring and Forecasting” Sub-Function in the Environmental Management Line of Business.   
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  Disaster Preparedness and Planning- Disaster Preparedness and Planning involves the development of response programs to be used in case of a disaster as well as pre-disaster mitigation efforts to minimize the potential for loss of life and property.  This involves the development of emergency management programs and activities as well as staffing and equipping regional response centers, and mitigation-focused construction and preparation.  
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 Disaster Repair and Restore- Disaster Repair and Restore involves the cleanup and restoration activities that take place after a disaster.  This involves the cleanup and rebuilding of homes, buildings, roads, environmental resources, or infrastructure that may be damaged due to a disaster.
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 Emergency Response- Emergency Response involves the immediate actions taken to respond to a disaster.  These actions include, but are not limited to, providing mobile telecommunications, operational support, power generation, search and rescue, and medical life saving actions.
Economic Development- Economic Development includes the activities required to promote commercial/industrial development and to regulate the American financial industry to protect investors.  It also includes the management and control of the domestic economy and the money supply, and the protection of intellectual property and innovation.  
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 Business and Industry Development – Business and Industry Development supports activities related to the creation of economic and business opportunities and stimulus, and the promotion of financial and economic stability for corporations and citizens involved in different types of business. 
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 Industry Sector Income Stabilization – Industry Sector Income Stabilization involves all programs and activities devoted to assisting adversely impacted industrial sectors (farming, commercial transportation, etc.) to ensure the continued availability of their services for the American public and the long-term economic stability of these sectors. 
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 Intellectual Property Protection - Intellectual Property Protection involves all activities to protect and promote the ownership of ideas and control over the tangible or virtual representation of those ideas, including inventions and discoveries; literary and artistic works; and symbols, names, images, and designs used in commerce.
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 Financial Sector Oversight- Financial Sector Oversight involves the regulation of private sector firms and markets (stock exchanges, corporations, etc.) to protect investors from fraud, monopolies, and illegal behavior. This also includes deposit protection.

Education – Education refers to those activities that impart knowledge or understanding of a particular subject to the public.  Education can take place at a formal school, college, university or other training program.  This Line of Business includes all government programs that promote the education of the public, including both earned and unearned benefit programs.
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 Elementary, Secondary, and Vocational Education- Elementary, secondary, and vocational education refers to the provision of education in elementary subjects (reading and writing and arithmetic); education provided by a high school or college preparatory school; and vocational and technical education and training.  
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 Higher Education- Higher Education refers to education beyond the secondary level; specifically, education provided by a college or university. 
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  Cultural and Historic Preservation - Cultural and Historic Preservation involves all activities performed by the Federal Government to collect and preserve information and artifacts important to the culture and history of the United States and its citizenry and the education of U.S. citizens and the world.
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 Cultural and Historic Exhibition - Cultural and Historic Exhibition includes all activities undertaken by the U.S. government to promote education through the exhibition of cultural, historical, and other information, archives, art, etc.
Energy - Energy refers to all actions performed by the government to ensure the procurement and management of energy resources, including the production, sale and distribution of energy, as well as the management of spent fuel resources.  Energy management includes all types of mass-produced energy (e.g., hydroelectric, nuclear, wind, solar, or fossil fuels).   Also included in this Line of Business is the oversight of private industry. 
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 Energy Supply- Energy Supply involves all activities devoted to ensuring the availability of an adequate supply of energy for the United States and its citizens. 
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 Energy Conservation and Preparedness- Energy Conservation and Preparedness involves protection of energy resources from over-consumption to ensure the continued availability of fuel resources and to promote environmental protection.  This Line of Business also includes measures taken to ensure the provision of energy in the event of an emergency.  
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 Energy Resource Management - Energy Resource Management involves the management and oversight of energy producing resources including facilities, dams, land, and offshore resources.
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 Energy Production- Energy Production involves the transformation of raw energy resources into useable, deliverable energy.

Environmental Management - Environmental Management includes all functions required to monitor the environment and weather, determine proper environmental standards and ensure their compliance, and address environmental hazards and contamination. 
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 Environmental Monitoring and Forecasting - Environmental Monitoring and Forecasting involves the observation and prediction of environmental conditions.  This includes but is not limited to the monitoring and forecasting of water quality, water levels, ice sheets, air quality, regulated and non-regulated emissions, as well as the observation and prediction of weather patterns and conditions. 
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 Environmental Remediation - Environmental Remediation supports the immediate and long-term activities associated with the correcting and offsetting of environmental deficiencies or imbalances, including restoration activities.
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 Pollution Prevention and Control – Pollution Prevention and Control includes activities associated with identifying appropriate pollution standards and controlling levels of harmful substances emitted into the soil, water and atmosphere from man-made sources.  Environmental mitigation projects are also included in this business line.
Law Enforcement - Law Enforcement involves activities to protect people, places, and things from criminal activity resulting from non-compliance with U.S. laws.  This includes patrols, undercover operations, response to emergency calls, as well as arrests, raids, and seizures of property.
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 Criminal Apprehension - Criminal apprehension involves activities associated with the tracking, arrest, detention, and transportation of groups or individuals believed to be responsible for committing Federal crimes. 
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 Criminal Investigation and Surveillance - Criminal Investigation and Surveillance includes collecting evidence required to determine responsibility for a crime and monitoring and questioning affected parties. 
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 Citizen Protection - Citizen Protection involves all activities performed to protect the general population of the United States from criminal activity.  
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 Crime Prevention - Crime Prevention entails all efforts designed to create safer communities through the control and reduction of crime by addressing the causes of crime and reducing opportunities for crimes to occur. 
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 Leadership Protection - Leadership Protection involves all activities performed to protect the health and well being of the president, vice-president, their families, foreign leaders and dignitaries, and other high-level government officials. 
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 Property Protection - Property Protection entails all activities performed to ensure the security of civilian and government property as well as foreign diplomatic missions.  
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 Substance Control - Substance Control supports activities associated with the enforcement of laws regarding legal substances (i.e., alcohol and tobacco) and illegal narcotics including trafficking, possession, sale, distribution, and other related activities.  
LITIGATION AND JUDICIAL ACTIVITIES- Litigation and Judicial Activities refers to those activities relating to the administration of justice.  
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 Judicial Hearings – Judicial Hearings includes activities associated with proceedings (usually by a court of law) where evidence is taken for the purpose of determining an issue of fact and reaching a decision based on that evidence. 
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 Legal Defense- Legal Defense includes those activities associated with the representation of a defendant in a criminal or civil proceeding. 
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 Legal Investigation- Legal Investigation includes activities associated with gathering information about a given party (government agency, citizen, corporation) that would be admissible in a court of law in an attempt to determine a legal question or matter. 
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 Legal Prosecution and Litigation- Legal Prosecution and Litigation includes all activities involved with presenting a case in a legal proceeding both in a criminal or civil court of law in an attempt to prove guilt/responsibility. 
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 Resolution Facilitation – Resolution Facilitation refers to those activities outside a court of law, such as mediation and arbitration, that may be used in an attempt to settle a dispute between two or more parties (government agency, citizen, corporation). 

Correctional Activities- Correctional Activities involves all Federal activities that ensure the effective incarceration and rehabilitation of convicted criminals.
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 Criminal Incarceration - Criminal Incarceration includes activities associated with the housing, custody and general care of criminals serving time in penitentiaries. 
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 Criminal Rehabilitation - Criminal Rehabilitation includes all government activities devoted to providing convicted criminals with the educational resources and life skills necessary to rejoin society as responsible and contributing members. 

Health - Health involves Federal programs and activities to ensure and provide for the health and well being of the public.  This includes the direct provision of health care services and immunizations as well as the monitoring and tracking of public health indicators for the detection of trends and identification of widespread illnesses/diseases.  It also includes both earned and unearned health care benefit programs.
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 Illness Prevention - Illness Prevention supports activities associated with the prevention and mitigation of illness and disease. 
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 Immunization Management - Immunization Management includes all activities associated with the preparation, storage, and use of inoculations and vaccinations. 
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 Public Health Monitoring - Public Health Monitoring involves activities associated with monitoring the public health and tracking the spread of disease. 
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 Health Care Services - Health Care Services involves programs and activities that directly provide health and medical care to the American public, including both earned and unearned health care benefit programs. 
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 Consumer Health and Safety- Consumer Health and Safety supports activities associated with the inspection, education, and evaluation of consumer products to assess the potential risks and dangers they may present to the consumer (both humans and animals), (i.e. food, cosmetics, pharmaceuticals, and other consumer products).

Homeland Security- Homeland Security involves protecting the nation against terrorist attacks.  This includes analyzing threats and intelligence, guarding borders and airports, protecting critical infrastructure, and coordinating the response emergencies. The Homeland Security Line of Business is defined by the President’s Strategy on Homeland Security.  Note:  Some of the Critical Mission Areas from the President’s strategy have already been identified in other Lines of Business in the BRM.  
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 Border and Transportation Security – Border and Transportation Security includes appropriately facilitating or deterring entry and exit of people, goods, and conveyances at and between U.S. ports of entry, as well as ensuring the security of transportation and infrastructure networks, facilities, vehicles, and personnel within the United States.
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 Key Asset and Critical Infrastructure Protection – Key Asset and Critical Infrastructure Protection involves assessing key asset and critical infrastructure vulnerabilities and taking direct action to mitigate vulnerabilities, enhance security, and ensure continuity and necessary redundancy in government operations and personnel.
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 Catastrophic Defense – Catastrophic Defense involves the development of technological countermeasures (chemical, biological, radiological and nuclear [CBRN]) to terrorist threats, conducting laboratory testing on new and promising devices, and conducting basic and applied science that can lead to the development of countermeasures.
Income Security – Income Security includes activities designed to ensure that members of the public are provided with the necessary means – both financial and otherwise – to sustain an adequate level of existence.  This includes all benefit programs, both earned and unearned, that promote these goals for members of the public. 
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 General Retirement and Disability- General Retirement and Disability involves the development and management of retirement benefits, pensions, and income security for those who are retired or disabled.  
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 Unemployment Compensation - Unemployment Compensation provides income security to those who are no longer employed, while they seek new employment.  
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 Housing Assistance - Housing Assistance involves the development and management programs that provide housing to those who are unable to provide housing for themselves including the rental of single-family or multifamily properties, and the management and operation of federally supported housing properties.
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 Food and Nutrition Assistance- Food and Nutrition Assistance involves the development and management of programs that provide food and nutrition assistance to those members of the public who are unable to provide for these needs themselves. 
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 Survivor Compensation- Survivor Compensation provides compensation to the survivors of individuals currently receiving or eligible to receive benefits from the Federal Government.  This includes, but is not limited to, survivors such as spouses or children of veterans or wage earners eligible for social security payments.

Provide intelligence- The business of collecting and analyzing information to meet the national security challenges of the US by processing reliable, accurate foreign intelligence and disseminating intelligence products to policymakers, military commands, and other consumers.  
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  Intelligence Planning and Direction/Needs:  Establishing the intelligence requirements of the policymakers -- the President, the NSC, military commanders, and other officials in major departments and governmental agencies.
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  Intelligence Collection:  Gathering of raw data from which finished intelligence is produced.
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  Intelligence Processing and Exploitation: Conversion of large amounts of data to a form suitable for the production of finished intelligence to include translation, decryption, and interpretation of information stored on film and magnetic media through the use of highly-refined photographic an electronic processes.
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  Intelligence Analysis and Production:  Integration, evaluation, and analysis of all available data and the preparation of a variety of intelligence products.
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  Dissemination:  Delivering the intelligence products to consumers.
International Affairs and Commerce- International Affairs and Commerce involves the non-military activities that promote U.S. policies and interests beyond our national borders, including the negotiation of conflict resolution, treaties, and agreements.  In addition, this function includes: foreign economic development and social/political development; diplomatic relations with other Nations; humanitarian, technical and other developmental assistance to key Nations; and global trade. 
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 Foreign Affairs - Foreign Affairs refers to those activities associated with the implementation of foreign policy and diplomatic relations, including the operation of embassies, consulates, and other posts; ongoing membership in international organizations; the development of cooperative frameworks to improve relations with other Nations; and the development of treaties and agreements.  
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 International Development and Humanitarian Aid - International Development and Humanitarian Aid refers to those activities related to the implementation of development and humanitarian assistance programs to developing and transitioning countries throughout the world.  Development and aid may include technical assistance (the transfer of knowledge and expertise), and the delivery of equipment, commodities and urgent humanitarian assistance including food aid. 
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 Global Trade- Global Trade refers to those activities the Federal Government undertakes to advance worldwide economic prosperity by increasing trade through the opening of overseas markets and freeing the flow of goods, services, and capital.  

Natural Resources - Natural Resources includes all activities involved in conservation planning, land management, and national park/monument tourism that affect the nation's natural and recreational resources, both private and federal.  Note: Energy-related natural resources are covered in the Energy Management line of business. 
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 Water Resource Management- Water Resource Management includes all activities that promote the effective use and management of the nation’s water resources.  Notes: Environmental protection of water resources is included in the Environmental Management Line of Business.  Hydroelectric energy production is included in the Energy Production Sub-Function. 
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 Conservation, Marine and Land Management- Conservation, Marine and Land Management involves the responsibilities of surveying, maintaining, and operating public lands and monuments, as well as activities devoted to ensuring the preservation of land, water, wildlife, and natural resources, both domestically and internationally.  It also includes the sustainable stewardship of natural resources on federally owned/controlled lands for commercial use (mineral mining, grazing, forestry, fishing, etc.).
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 Recreational Resource Management and Tourism- Recreational Resource Management and Tourism involves the management of national parks, monuments, and tourist attractions as well as visitor centers, campsites, and park service facilities. 
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 Agricultural Innovation and Services- Agricultural Innovation and Services involves the creation and dissemination of better methods for farming and the development of better and healthier crops.  

Transportation - Transportation involves all federally supported activities related to the safe passage, conveyance, or transportation of goods and/or people. 
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 Air transportation - Air Transportation involves the activities related to the safe passage of passengers or goods through the air.  It also includes command and control activities related to the safe movement of aircraft through all phases of flight for commercial and military operations.  Note: The protection of air transportation from deliberate attack is included in the Transportation Security Sub-Function in the Homeland Security Line of Business.  
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 Ground Transportation - Ground Transportation involves the activities related to ensuring the availability of transit and the safe passage of passengers and goods over land.  Note: The protection of ground transportation from deliberate attack is included in the Transportation Security Sub-Function in the Homeland Security Line of Business. 
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 Water Transportation - Water Transportation involves the activities related to ensuring the availability of transit and the safe passage of passengers and goods over sea and water.  Note: The protection of maritime transportation from deliberate attack is included in the Transportation Security Sub-Function in the Homeland Security Line of Business.
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 Space Operations - Space Operations involves the activities related to the safe launches/missions of passengers or goods into aerospace and includes commercial, scientific, and military operations.

Workforce Management – Workforce Management includes those activities that promote the welfare of the Nation’s workforce by improving their working conditions, advancing opportunities for profitable employment, and strengthening free collective bargaining. 
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 Training and Employment - Training and Employment includes programs of job or skill training, employment services and placement, and programs to promote the hiring of marginal, unemployed, or low-income workers.
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 Labor Rights Management - Labor Rights Management refers to those activities undertaken to ensure that employees and employers are aware of and comply with all statutes and regulations concerning labor rights, including those pertaining to wages, benefits, safety and health, whistleblower, and nondiscrimination policies.
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 Worker Safety- Worker Safety refers to those activities undertaken to save lives, prevent injuries, and protect the health of America's workers. 

General Science and Innovation - General Science and Innovation includes all Federal activities to meet the national need to advance knowledge in this area.  This includes general research and technology programs, space exploration activities, and other research and technology programs that have diverse goals and cannot be readily classified into another Line of Business or Sub-function.  
[image: image333.png]


 Scientific and Technological Research and Innovation - Scientific Innovation includes all federal activities whose goal is the creation of new scientific and/or technological knowledge as a goal in itself, without a specific link to the other Lines of Business or Sub-Functions of the BRM. NOTE: Research and development programs that directly support another Service for Citizen should not be included here. 
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 Space Exploration and Innovation– Space Exploration and Innovation includes all activities devoted to innovations directed at human and robotic space flight and the development and operation of space launch and transportation systems, and the general research and exploration of outer space.
Mode of Delivery

Knowledge Creation and Management – Knowledge Creation and Management involves the programs and activities in which the Federal Government creates or develops a body or set of knowledge, the manipulation and analysis of which can provide inherent benefits for both the Federal and private sector.
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 Research and Development- Research and Development involves the gathering and analysis of data, dissemination of results, and development of new products, methodologies, and ideas.
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 General Purpose Data and Statistics – General Purpose Data and Statistics includes activities performed in providing empirical, numerical, and related data and information pertaining to the current state of the nation in areas such as the economy, labor, weather, international trade, etc.
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 Advising and Consulting- Advising and Consulting involves the guidance and consultative services provided by the Federal Government to support the implementation of a specific Service for Citizen. 
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 Knowledge Dissemination – Knowledge Dissemination addresses those instances where the primary method used in delivering a service is through the publishing or broadcasting of information, such as the Voice of America or web-based museums maintained by the Smithsonian.  It is not intended to address circumstances where the publication of information is a by-product of the actual mode of delivery.  For example, an agency might perform research (the mode of delivery) addressing a particular service for citizen (for example environmental management) and as a result publish a report on the findings.  In this instance, the research would be the mode of delivery and publishing the report would be a Support Delivery of Service.

Public Goods creation & Management – The construction, manufacturing, administration, and/or management of goods, structures, facilities, common resources, etc. used for the general well being of the American public or society at large.
[image: image339.png]


 Manufacturing- Manufacturing involves all programs and activities in which the Federal Government produces both marketable and non-marketable goods.
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 Construction- Construction involves all programs and activities in which the Federal Government builds or constructs facilities, roads, dams, etc.
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 Public Resources, Facilities, & Infrastructure Management- Public Resources, Facilities & Infrastructure Management involves the management and maintenance of Government-owned capital goods and resources (natural or otherwise) on behalf of the public, usually with benefits to the community at large as well as to the direct user.  Examples of facilities and infrastructure include schools, roads, bridges, dams, harbors, and public buildings.  Examples of resources include parks, cultural artifacts and art, endangered species, oil reserves, etc. 
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 Information Infrastructure Management- Information Infrastructure Management involves the management and stewardship of a type of information by the Federal Government and/or the creation of physical communication infrastructures on behalf of the public in order to facilitate communication.  This includes the management of large amounts of information (e.g., environmental and weather data, criminal records, etc.), the creation of information and data standards relating to a specific type of information (patient records), and the creation and management of physical communication infrastructures (networks) on behalf of the public.  Note: Information infrastructures for government use are not included here. 

Regulatory Compliance and Enforcement- Regulatory Compliance and Enforcement involves the direct monitoring and oversight of a specific individual, group, industry, or community participating in a regulated activity via market mechanisms, command and control features, or other means to control or govern conduct or behavior.
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 Inspections & Auditing – Inspections and Auditing involves the methodical examination and review of regulated activities to ensure compliance with standards for regulated activity. 
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 Standard Setting / Reporting Guideline Development – Standard Setting/Reporting Guideline Development involves the establishment of allowable limits associated with a regulated activity and the development of reporting requirements necessary to monitor and control compliance with allowable limits.  This includes the development of requirements for product sampling and testing, emissions monitoring and control, incident reporting, financial filings, etc. 
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 Permits and Licensing – Permits and Licensing involves activities associated with granting, revoking, and the overall management of the documented authority necessary to perform a regulated task or function.  

Direct Services for Citizens–The delivery of a good or service to (or on behalf of) the citizenry by the Federal Government with no other intervening persons, conditions, or organizations.
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 Military Operations- TBD
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 Civilian Operations- Civilian Operations describes the direct provision of a non-military service for the citizen by government employees.
Financial Vehicles 

Financial Vehicles involve those monetary exchanges or transactions between Federal Government entities as well as between the Federal Government and non-Federal entities as a means to accomplishing a Federal goal or objective.
Federal Financial Assistance- The provision of earned and unearned financial or monetary-like benefits to individuals, groups, or corporations
[image: image348.png]


 Federal Grants (Non-State)- Federal Grants involve the disbursement of funds by the Federal Government to a non-Federal entity to help fund projects or activities. This includes the processes associated with grant administration, including the publication of funds availability notices, development of the grant application guidance, determination of grantee eligibility, coordination of the peer review/evaluation process for competitive grants, the transfer of funds, and the monitoring/oversight as appropriate.
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 Direct Transfers to Individuals- Direct Transfers to Individuals involves the disbursement of funds from the Federal Government directly to beneficiaries (individuals or organizations) who satisfy Federal eligibility requirements with no restrictions imposed on the recipient as to how the money is spent. Direct Transfers include both earned and unearned Federal Entitlement programs such as Medicare, Social Security, unemployment benefits, etc.
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 Subsidies- Subsidies involve Federal Government financial transfers that reduce costs and/or increase revenues of producers.
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 Tax Credits -Tax Credits allow a special exclusion, exemption, or deduction from gross income or which provide a special credit, a preferential rate of tax, or a deferral of tax liability designed to encourage certain kinds of activities or to aid taxpayers in special circumstances.
Transfers to States and Local Governments- Transfers to States and Local Governments involves the transfer of funds or financial assistance from the Federal government to State and Local governments and Indian tribes.
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 Formula Grants - Formula Grants involves the allocation of money to States or their subdivisions in accordance with distribution formulas prescribed by law or administrative regulation, for activities of a continuing nature. 
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 Project/Competitive Grants - Project/Competitive Grants involves the funding, for fixed or known periods, of projects. Project/Competitive grants can include fellowships, scholarships, research grants, training grants, traineeships, experimental and demonstration grants, evaluation grants, planning grants, technical assistance grants, survey grants, and construction grants. 
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 Earmarked Grants - Earmarked Grants involves the distribution of money to State and Local Governments for a named purpose or service usually specifically noted by Congress in appropriations language, or other program authorizing language.
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 State Loans- State Loans involve all disbursement of funds by the Government to a State or Local Government (or Indian Tribe) entity under a contract that requires the repayment of such funds with or without interest.  
Credit and Insurance – Credit and Insurance involves the use of government funds to cover the subsidy cost of a direct loan or loan guarantee or to protect/indemnify members of the public from financial losses.
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 General Insurance- General Insurance involves providing protection to individuals or entities against specified risks. The specified protection generally involves risks that private sector entities are unable or unwilling to assume or subsidize and where the provision of insurance is necessary to achieve social objectives.
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 Loan Guarantees- Loan guarantees involve any guarantee, insurance, or other pledge with respect to the payment of all or a part of the principal or interest on any debt obligation of a non-Federal borrower to a non-Federal lender, but does not include the insurance of deposits, shares, or other withdrawable accounts in financial institutions.
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 Direct Loans- Direct loans involve a disbursement of funds by the Government to a non-Federal borrower under a contract that requires the repayment of such funds with or without interest. 

Support Delivery of Services

Controls and Oversight - Controls and Oversight ensures that the operations and programs of the Federal Government and its external business partners comply with applicable laws and regulations and prevent waste, fraud, and abuse. 
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 Corrective Action - Corrective Action involves the enforcement of activities to remedy internal or external programs that have been found non-compliant with a given law, regulation, or policy.
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 Program Evaluation – Program Evaluation involves the analysis of internal and external program effectiveness and the determination of corrective actions as appropriate.
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 Program Monitoring - Program Monitoring involves the data-gathering activities required to determine the effectiveness of internal and external programs and the extent to which they comply with related laws, regulations, and policies.

Internal Risk Management and Mitigation - Internal Risk Management and Mitigation involves all activities relating to the processes of analyzing exposure to risk and determining appropriate counter-measures.
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 Contingency Planning - Contingency Planning involves the actions required to plan for, respond to, and mitigate damaging events.
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 Continuity Of Operations - Continuity of Operations involves the activities associated with the identification of critical systems and processes, and the planning and preparation required to ensure that these systems and processes will be available in the event of a catastrophic event.
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 Service Recovery - Service Recovery involves the internal actions necessary to develop a plan for resuming operations after a catastrophic event occurs.

Legislative Relations - Legislative Relations involves activities aimed at the development, tracking, and amendment of public laws through the legislative branch of the Federal Government.
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 Legislation Tracking – Legislation Tracking involves monitoring legislation from introduction to enactment.
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 Legislation Testimony - Legislation Testimony involves activities associated with providing testimony/evidence in support of, or opposition to, legislation.
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 Proposal Development – Proposal Development involves drafting proposed legislation that creates or amends laws subject to Congressional action.
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 Congressional Liaison Operations- Congressional Liaison Operations involves all activities associated with supporting the formal relationship between a Federal Agency and the U.S. Congress.  
Regulatory Development - Regulatory Development involves activities associated developing regulations, policies, and guidance to implement laws.
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 Policy and Guidance Development - Policy and Guidance Development involves the creation and dissemination of guidelines to assist in the interpretation and implementation of regulations.
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 Public Comment Tracking - Public Comment Tracking involves the activities of soliciting, maintaining, and responding to public comments regarding proposed regulations.
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 Regulatory Creation - Regulatory Creation involves the activities of researching and drafting proposed and final regulations.
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 Rule Publication - Rule Publication includes all activities associated with the publication of a proposed or final rule in the Federal Register and Code of Federal Regulations. 

Planning and Resource Allocation - Planning and Resource Allocation involves the activities of determining strategic direction, identifying and establishing programs and processes, and allocating resources (capital and labor) among those programs and processes.
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 Budget Formulation - Budget Formulation involves involves all activities undertaken to determine priorities for future spending and to develop an itemized forecast of future funding and expenditures during a targeted period of time.  This includes the collection and use of performance information to assess the effectiveness of programs and develop budget priorities.
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 Capital Planning - Capital Planning involves the processes for ensuring that appropriate investments are selected for capital expenditures.
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 Enterprise Architecture - Enterprise Architecture is an established process for describing the current state and defining the target state and transition strategy for an organization’s people, processes, and technology.
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 Strategic Planning - Strategic Planning entails the determination of annual and long-term goals and the identification of the best approach for achieving those goals.
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 Budget Execution – Budget Execution involves day-to-day requisitions and obligations for agency expenditures, invoices, billing dispute resolution, reconciliation, service level agreements, and distributions of shared expenses.
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 Workforce Planning- Workforce Planning involves the processes for identifying the workforce competencies required to meet the agency’s strategic goals and for developing the strategies to meet these requirements.
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 Management Improvement - Management Improvement includes all efforts to gauge the ongoing efficiency of business processes and identify opportunities for reengineering or restructuring.
Public Affairs - Public Affairs involves the exchange of information and communication between the Federal Government, citizens and stakeholders in direct support of citizen services, public policy, and/or national interest.
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 Customer Services - Customer Services supports activities associated with providing an agency’s customers with information regarding the agency’s service offerings and managing the interactions and relationships with those customers.

[image: image381.png]


 Official Information Dissemination – Official Information Dissemination includes all efforts to provide official government information to external stakeholders through the use of various types of media, such as video, paper, web, etc. 
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 Product Outreach - Product Outreach relates to the marketing of government services products, and programs to the general public in an attempt to promote awareness and increase the number of customers/beneficiaries of those services and programs.
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 Public Relations - Public Relations involves the efforts to promote an organization’s image through the effective handling of citizen concerns.
REVENUE COLLECTION - Revenue Collection includes the collection of Government income from all sources.  Note:  Tax collection is accounted for in Taxation Management Sub-Function in the General Government Line of Business.
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 Debt Collection - Debt Collection supports activities associated with the collection of money owed to the U.S. government from both foreign and domestic sources. 
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 User Fee Collection -User fee collection involves the collection of fees assessed on individuals or organizations for the provision of Government services and for the use of Government goods or resources (i.e. National Parks).
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 Federal Asset Sales - Federal Asset Sales encompasses the activities associated with the acquisition, oversight, tracking, and sale of non-internal assets managed by the Federal Government with a commercial value and sold to the private sector.

GENERAL GOVERNMENT - General Government involves the general overhead costs of the Federal Government, including legislative and executive activities; provision of central fiscal, personnel, and property activities; and the provision of services that cannot reasonably be classified in any other Line of Business.  As a normal rule, all activities reasonably or closely associated with other Lines of Business or Sub-Functions shall be included in those Lines of Business or Sub-Functions rather than listed as a part of general government.  This Line of Business is reserved for central government management operations; agency-specific management activities would not be included here. 
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 Central Fiscal Operations - Central Fiscal Operations includes the fiscal operations that the Department of Treasury performs on behalf of the Government.  Note:  Tax-related functions are included within the Taxation Management Sub-Function.
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 Legislative Functions - Legislative functions include the costs of the Legislative Branch except for the Tax Court, the Library of Congress, and the Government Printing Office revolving fund.
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 Executive Functions - Executive Functions involve the Executive Office of the President.
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 Central Property Management - General Property Management involves most of the operations of the General Services Administration.  
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 Central Personnel Management - Central Personnel Management involves most of the operating costs of the Office of Personnel Management and related agencies.
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 Taxation Management – Taxation Management includes activities associated with the implementation of the Internal Revenue Code and the collection of taxes in the United States and abroad.
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 Central Records and Statistics Management- Central Records and Statistics Management involves the operations surrounding the management of official documents, statistics, and records for the entire Federal Government.  This Sub-Function is intended to include the management of records and statistics for the Federal government as a whole, such as the records management performed by NARA or the statistics and data collection performed by the Bureau of the Census.  Note: Many agencies perform records and statistics management for a particular business function and as such should be mapped to that line of business.  The Central Records and Statistics Management is intended for functions performed on behalf of the entire Federal government.

Management of Government Resources

Administrative Management – Administrative Management involves the day-to-day management and maintenance of the internal infrastructure. 
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 Facilities, Fleet, And Equipment Management – Facilities, Fleet, and Equipment Management involves the maintenance, administration, and operation of office buildings, fleets, machinery, and other capital assets that are possessions of the Federal Government.
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 Help Desk Services - Help Desk Services involves the management of a service center to respond to government and contract employees' technical and administrative questions. 
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 Security Management - Security Management involves the physical protection of an organization’s personnel, assets, and facilities.
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 Travel - Travel involves the activities associated with planning, preparing, and monitoring of business related travel for an organization’s employees. 
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 Workplace Policy Development And Management - Workplace Policy Development and Management includes all activities required to develop and disseminate workplace policies such as dress codes, time reporting requirements, telecommuting, etc. 

Financial Management – The use of financial information to measure, operate and predict the effectiveness and efficiency of an entity's activities in relation to its objectives.  The ability to obtain and use such information is usually characterized by having in place policies, practices, standards, and a system of controls that reliably capture and report activity in a consistent manner.
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 Accounting- Accounting entails accounting for assets, liabilities, fund balances, revenues and expenses associated with the maintenance of Federal funds and expenditure of Federal appropriations (Salaries and Expenses, Operation and Maintenance, Procurement, Working Capital, Trust Funds, etc.), in accordance with applicable Federal standards (FASAB, Treasury, OMB, GAO, etc.).   
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 Budget and Finance - Budget and Finance includes the management of the Federal budget process including the development of plans and programs, budgets, and performance outputs and outcomes as well as financing Federal programs and operations through appropriation and apportionment of direct and reimbursable spending authority, fund transfers, investments and other financing mechanisms.  
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 Payments - Payments include disbursements of Federal funds, via a variety of mechanisms, to Federal and private individuals, Federal agencies, state, local and international Governments, and the private sector, to effect payment for goods and services, or distribute entitlements, benefits, grants, subsidies, loans, or claims.  
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 Collections and Receivables - Collections and Receivables includes deposits, fund transfers, and receipts for sales or service.
[image: image403.png]


 Asset and Liability Management - Assets and Liability Management provide accounting support for the management of assets and liabilities of the Federal government.  
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 Reporting and Information- Reporting and Information includes providing financial information, reporting and analysis of financial transactions.
Human Resource Management - Human Resource Management involves all activities associated with the recruitment and management of personnel.
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 Benefits Management - Benefits Management involves the administration of entitled benefits for Federal personnel such as retirement, medical, disability, and insurance.
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 Personnel Management –Personnel Management involves the general management of the federal workforce, including but not limited to functions such as personnel action processing, employee tracking, position classification and management, discipline/grievance, advancement and awards, labor relations, etc. 
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 Payroll Management and Expense Reimbursement - Payroll Management and Expense Reimbursement involves the administration and determination of Federal employee compensation.  Note:  See Payments Sub-Function for the actual payment of salary and expenses.
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 Resource Training And Development - Resource Training and Development refers to the active building of competencies in staff members through formal, technical, or other means of education.  
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 Security Clearance Management - Security Clearance Management refers to the processes associated with ensuring employees, contractors, and others have been approved to enter Federal buildings, utilize Federal services, and access sensitive information.  This includes eligibility determination, badge issuance, clearance tracking, and security verification services.
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 Staff Recruitment And Employment - Staff Recruitment and Employment refers to the active marketing and hiring of personnel to capitalize on opportunities and fill vacancies within an organization as well as the activities focused on retaining staff.

INformation and TECHNOLOGY Management – Information and Technology Management involves the coordination of information technology resources and systems required to support or provide a citizen service.
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 Lifecycle/Change Management – Lifecycle/Change Management involves the processes that facilitate a smooth evolution, composition, and workforce transition of the design and implementation of changes to agency resources such as assets, methodologies, systems, or procedures.
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 System Development - System Development supports all activities associated with the in-house design and development of software applications.
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 System Maintenance - System Maintenance supports all activities associated with the maintenance of in-house designed software applications.
[image: image414.png]


 IT Infrastructure Maintenance - IT Infrastructure Maintenance involves the planning, design, and maintenance of an IT Infrastructure to effectively support automated needs (i.e. platforms, networks, servers, printers, etc.).
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 IT Security- IT Security involves all functions pertaining to the securing of Federal data and systems through the creation and definition of security policies, procedures and controls covering such services as identification, authentication, and non-repudiation.  
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 Record Retention - Records Retention involves the operations surrounding the management of the official documents and records for an agency.
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  Information Management - Information Management involves the coordination of information collection, storage, and dissemination, and destruction as well as managing the policies, guidelines, and standards regarding information management. 

Supply Chain Management - Supply Chain Management involves the purchasing, tracking, and overall management of goods and services. 
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 Goods Acquisition - Goods Acquisition involves the procurement of physical goods, products, and capital assets to be used by the Federal government.
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 Inventory Control - Inventory Control refers to the tracking of information related to procured assets and resources with regard to quantity, quality, and location.
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 Logistics Management - Logistics Management involves the planning and tracking of personnel and their resources in relation to their availability and location. 
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 Services Acquisition - Services Acquisition involves the oversight and/or management of contractors and service providers from the private sector.

Mapping Appendicies and guidance for usage in exhibit 300s

Appendices C, D, E, and F that follow provide guidance on how to use them to prepare an Exhibit 300.  The four Appendices are based on the four Operational areas of DoD:  Warfighting, Business, Intelligence and the Enterprise Information Environment. The Appendices each have two user sections, External and Internal DoD.  The External Section is for a user looking into DoD using the FEA BRM as the point of entry into DoD Operations.  The Internal Section is for DoD personnel to use as the crosswalk in describing DoD Operations in terms of the FEA BRM. 

When filling out an Exhibit 300, the Internal Section of each Appendix is used. The DoD Program manger identifies what DOD Operational Activities that the Program supports, then inserts into the Exhibit 300 table, the FEA BRM counterpart. 

The UJTL Strategic National tasks are not included but are available on the Joint Electronic Library at http://www.dtic.mil/doctrine/jel/cjcsd/cjcsm/m350004c.pdf.
Appendix C -- Warfighter Operations

C-1
Introduction

This appendix contains the standard activities that define warfighter operations within the DoD, and aligns these activities with sub-functions contained in the FEA BRM.  The standard activities presented here are derived from operational activities described in detail in the Universal Joint Task List Version (UJTL) 4.2 (CJCSM 3500.04C).  The UJTL serves as a common language and common reference system for joint force commanders, combat support agencies, operational planners, combat developers, and trainers to communicate mission requirements. For this version of the BRM, the lower-level Strategic National UJTLs were mapped to the FEA BRM sub-functions.  The results of the lower-level mapping were rolled up to the high-level Strategic National UJTLs (SN1-9) for the purpose of display.  Future versions of the BRM will map the Strategic Theater, Operational, and Tactical UJTLs to the FEA BRM.  

The appendix is divided into three sections. The first section is introduction. Two separate sections describing the alignment of these standard activities with the FEA BRM follow the introduction section.  The first of the alignment sections is intended for use by those external to DoD (e.g., OMB and other federal agencies), and contains a table organized according to the FEA BRM (Services for Citizens, Mode of Delivery, Support Delivery of Services, and Management of Government Resources) that shows which Strategic National task relates to each FEA BRM sub-function.  The second alignment section is intended be used internal to DoD (e.g., by program managers assigned to Domains, Services, and Agencies) to obtain mappings to the FEA BRM sub-functions for Exhibit 300 purposes.  The table in this section is organized by the Strategic National task from the UJTL, and shows the corresponding FEA BRM sub-functions.  Note that in some instances the Strategic National UJTLs cross the warfighter, intelligence, business, and Enterprise Information Environment domains.  

Definitions for the UJTLs are included in the Appendix A; definitions for the FEA BRM sub-functions are in Appenndix B.
C-2
Relationship of FEA BRM Subfunctions to DoD EA BRM Warfighter Activities (External)
The following table is organized by FEA BRM subfunction so that those external to DoD can use it to locate associated DoD warfighter activities.

Table C-1:  Relationship between the FEA BRM

and the DoD EA BRM for Warfighter
Services for Citizens

	FEA BRM 
	DoD EA BRM  

	Defense and National Security/ 

Strategic National and Theater Defense
	SN1 Conduct Strategic Deployment and Redeployment

	Defense and National Security/

Strategic National and Theater Defense
	SN3 Employ Forces

	Defense and National Security/

Strategic National and Theater Defense
	SN4 Provide Sustainment

	Defense and National Security/

Strategic National and Theater Defense
	SN5 Provide Strategic Direction and Integration

	Defense and National Security/

Strategic National and Theater Defense
	SN6 Conduct Mobilization

	Defense and National Security/

Strategic National and Theater Defense 
	SN7 Conduct Force Development

	Defense and National Security/

Strategic National and Theater Defense
	SN8 Foster Multinational and Interagency Relations

	Defense and National Security/

Strategic National and Theater Defense
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	Defense and National Security/

Operational Defense
	OP UJTLs

	Defense and National Security/

Tactical Defense
	TA UJTLs

	International Affairs and Commerce /

Foreign Affairs
	SN1 Conduct Strategic Deployment and Redeployment

	International Affairs and Commerce /

Foreign Affairs
	SN3 Employ Forces

	International Affairs and Commerce /

Foreign Affairs
	SN4 Provide Sustainment

	International Affairs and Commerce /

Foreign Affairs
	SN5 Provide Strategic Direction and Integration

	International Affairs and Commerce /

Foreign Affairs
	SN8 Foster Multinational and Interagency Relations

	International Affairs and Commerce /

Foreign Affairs
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	International Affairs and Commerce /

International Development and Humanitarian Aid
	SN8 Foster Multinational and Interagency Relations

	International Affairs and Commerce /

Global Trade


	SN8 Foster Multinational and Interagency Relations

	Economic Development /

Business and Industry Development
	SN6 Conduct Mobilization

	Economic Development /

Business and Industry Development
	SN8 Foster Multinational and Interagency Relations

	Economic Development /

Intellectual Property Protection
	SN6 Conduct Mobilization

	Economic Development /

Intellectual Property Protection


	SN8 Foster Multinational and Interagency Relations

	Economic Development /

Financial Sector Oversight
	SN8 Foster Multinational and Interagency Relations

	Economic Development /

Industry Sector Income Stabilization
	SN6 Conduct Mobilization

	Economic Development /

Industry Sector Income Stabilization
	SN8 Foster Multinational and Interagency Relations

	LITIGATION AND JUDICIAL ACTIVITIES /

Judicial Hearings
	SN6 Conduct Mobilization

	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Defense
	SN6 Conduct Mobilization

	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Investigation
	SN4 Provide Sustainment

	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Investigation
	SN6 Conduct Mobilization

	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Investigation
	SN8 Foster Multinational and Interagency Relations

	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Prosecution and Litigation
	SN6 Conduct Mobilization

	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Prosecution and Litigation
	SN8 Foster Multinational and Interagency Relations

	LITIGATION AND JUDICIAL ACTIVITIES /

Resolution Facilitation
	SN4 Provide Sustainment

	LITIGATION AND JUDICIAL ACTIVITIES /

Resolution Facilitation
	SN6 Conduct Mobilization

	Homeland Security /

Border and Transportation Security
	SN3 Employ Forces

	Homeland Security /

Border and Transportation Security
	SN8 Foster Multinational and Interagency Relations

	Homeland Security /

Key Assets and Critical Infrastructure protection
	SN3 Employ Forces

	Homeland Security /

Key Asset and Infrastructure Protection
	SN8 Foster Multinational and Interagency Relations

	Homeland Security /

Key Asset and Critical Infrastructure Protection
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	Homeland Security /

Catastrophic Defense
	SN8 Foster Multinational and Interagency Relations

	Natural Resources /

Water Resource Management 
	SN8 Foster Multinational and Interagency Relations

	Natural Resources /

Recreational Resource Management and Tourism
	SN8 Foster Multinational and Interagency Relations

	Natural Resources /

Agricultural Innovation and Services
	SN8 Foster Multinational and Interagency Relations

	Community and SOcial Services /

Community and Regional Development
	SN4 Provide Sustainment

	Community and SOcial Services /

Community and Regional Development
	SN6 Conduct Mobilization

	Community and SOcial Services /

Community and Regional Development
	SN8 Foster Multinational and Interagency Relations

	Community and SOcial Services /

Social Services
	SN6 Conduct Mobilization

	Community and SOcial Services /

Social Services 
	SN8 Foster Multinational and Interagency Relations

	Community and SOcial Services /

Postal Services
	SN6 Conduct Mobilization

	Community and SOcial Services /

Postal Services
	SN8 Foster Multinational and Interagency Relations

	Health /

Illness Prevention
	SN4 Provide Sustainment

	Health /

Illness Prevention
	SN8 Foster Multinational and Interagency Relations

	Health /

Immunization Management
	SN4 Provide Sustainment

	Health /

Immunization Management  
	SN6 Conduct Mobilization

	Health /

Immunization Management
	SN8 Foster Multinational and Interagency Relations

	Health /

Public Health Monitoring
	SN4 Provide Sustainment

	Health /

Public Health Monitoring
	SN8 Foster Multinational and Interagency Relations

	Health /

Health Care Services
	SN1 Conduct Strategic Deployment and Redeployment

	Health /

Health Care Services
	SN4 Provide Sustainment

	Health /

Health Care Services
	SN6  Conduct Mobilization

	Health /

Health Care Services
	SN8 Foster Multinational and Interagency Relations

	Health /

Consumer Health and Safety
	SN8 Foster Multinational and Interagency Relations

	Energy /

Energy Supply 


	SN8 Foster Multinational and Interagency Relations

	Energy /

Energy Resource Management
	SN8 Foster Multinational and Interagency Relations

	Energy /

Energy Production
	SN8 Foster Multinational and Interagency Relations

	Transportation /

Ground Transportation
	SN1 Conduct Strategic Deployment and Redeployment

	Transportation /

Ground Transportation
	SN6 Conduct Mobilization

	Transportation /

Ground Transportation
	SN8 Foster Multinational and Interagency Relations

	Transportation /

Water Transportation 
	SN1 Conduct Strategic Deployment and Redeployment

	Transportation /

Water Transportation
	SN6 Conduct Mobilization

	Transportation /

Water Transportation
	SN8 Foster Multinational and Interagency Relations

	Transportation /

Air Transportation
	SN1 Conduct Strategic Deployment and Redeployment

	Transportation /

Air Transportation
	SN6 Conduct Mobilization

	Transportation /

Air Transportation
	SN8 Foster Multinational and Interagency Relations

	Transportation /

Space Operations
	SN1 Conduct Strategic Deployment and Redeployment

	Transportation /

Space Operations
	SN6  Conduct Mobilization

	Transportation /

Space Operations
	SN8 Foster Multinational and Interagency Relations

	General Science and Innovation /

Scientific and Technological Research and Innovation 
	SN4 Provide Sustainment

	General Science and Innovation /

Scientific and Technical Research
	SN8 Foster Multinational and Interagency Relations

	General Science and Innovation /

Space Exploration and Innovation
	SN4 Provide Sustainment

	General Science and Innovation /

Space Exploration and Innovation
	SN8 Foster Multinational and Interagency Relations

	Disaster Management Disaster Monitoring and Prediction
	SN8 Foster Multinational and Interagency Relations

	Disaster Management /

Disaster Preparedness and Planning
	SN8 Foster Multinational and Interagency Relations

	Disaster Management /

Disaster Repair and Restore
	SN8 Foster Multinational and Interagency Relations

	Disaster Management /

Disaster Repair and Restore
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	Disaster Management /

Emergency Response
	SN5 Provide Strategic Direction and Integration

	Disaster Management /

Emergency Response
	SN8 Foster Multinational and Interagency Relations

	Environmental Management / 
Environmental Monitoring and Forecasting
	SN3 Employ Forces

	Environmental Management /

Environmental Monitoring and Forecasting
	SN8 Foster Multinational and Interagency Relations

	Environmental Management /

Environmental Remediation
	SN3 Employ Forces

	Environmental Management /

Environmental Remediation
	SN8 Foster Multinational and Interagency Relations

	Environmental Management /

Environmental Remediation 
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	Environmental Management /

Pollution Prevention and Control
	SN8 Foster Multinational and Interagency Relations

	Education /

Elementary, Secondary, and Vocational Education
	SN8 Foster Multinational and Interagency Relations

	Education /

Higher Education
	SN8 Foster Multinational and Interagency Relations

	Law Enforcement/

Criminal Apprehension 
	SN6 Conduct Mobilization

	Law Enforcement/

Criminal Apprehension 
	SN8 Foster Multinational and Interagency Relations

	Law Enforcement/

Criminal Investigation and Surveillance 


	SN6 Conduct Mobilization

	Law Enforcement/

Criminal Investigation and Surveillance


	SN8 Foster Multinational and Interagency Relations

	Law Enforcement/

Citizen Protection
	SN6 Conduct Mobilization

	Law Enforcement/

Citizen Protection
	SN8 Foster Multinational and Interagency Relations

	Law Enforcement/

Leadership Protection
	SN8 Foster Multinational and Interagency Relations

	Law Enforcement/

Property Protection
	SN6 Conduct Mobilization

	Law Enforcement/

Property Protection
	SN8 Foster Multinational and Interagency Relations

	Law Enforcement/

Substance Control
	SN6 Conduct Mobilization

	Law Enforcement/

Substance Control
	SN8 Foster Multinational and Interagency Relations

	Law Enforcement/

Crime Prevention
	SN6 Conduct Mobilization

	Law Enforcement/

Crime Prevention
	SN8 Foster Multinational and Interagency Relations

	Correctional Activities /

Criminal Incarceration
	SN4 Provide Sustainment

	See “Relationship between DoD EA BRM for Intelligence and the FEA BRM”
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance


Mode of Delivery

	FEA BRM
	DoD EA BRM  

	Knowledge Creation and Management/Research and Development
	SN7 Conduct Force Development

	Direct Services for Citizens/Military Operations
	SN1 Conduct Strategic Deployment and Redeployment

	Direct Services for Citizens/Military Operations
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	Direct Services for Citizens/Military Operations
	SN3 Employ Forces

	Direct Services for Citizens/Military Operations
	SN4 Provide Sustainment

	Direct Services for Citizens/Military Operations
	SN5 Provide Strategic Direction and Integration

	Direct Services for Citizens/Military Operations
	SN6 Conduct Mobilization

	Direct Services for Citizens/Military Operations
	SN6 Conduct Mobilization

	Direct Services for Citizens/Military Operations
	SN8 Foster Multinational and Interagency Relations

	Direct Services for Citizens/Military Operations
	SN9 Manage Strategic Deterrence of CBRNE Weapons


Support Delivery of Services

	FEA BRM
	DoD EA BRM  

	Controls and Oversight/ Program Evaluation
	SN6 Conduct Mobilization

	Internal Risk Management and Mitigation/Service Recovery
	SN8 Foster Multinational and Interagency Relations

	Planning and Resource Allocation/Budget Formulation
	SN4 Provide Sustainment

	Planning and Resource Allocation/Budget Formulation
	SN5 Provide Strategic Direction and Integration

	Planning and Resource Allocation /Budget Formulation 
	SN7 Conduct Force Development

	Planning and Resource Allocation/Capital Planning
	SN4 Provide Sustainment

	Planning and Resource Allocation/Capital Planning
	SN5 Provide Strategic Direction and Integration

	Planning and Resource Allocation/Capital Planning
	SN6 Conduct Mobilization

	Planning and Resource Allocation/Capital Planning
	SN7 Conduct Force Development

	Planning and Resource Allocation/Enterprise Architecture
	SN5 Provide Strategic Direction and Integration

	Planning and Resource Allocation/ Enterprise Architecture
	SN7 Conduct Force Development

	Planning and Resource Allocation/Strategic Planning
	SN3 Employ Forces

	Planning and Resource Allocation/Strategic Planning
	SN4 Provide Sustainment

	Planning and Resource Allocation/Strategic Planning
	SN5 Provide Strategic Direction and Integration

	Planning and Resource Allocation/Strategic Planning
	SN6 Conduct Mobilization

	Planning and Resource Allocation/Strategic Planning
	SN7 Conduct Force Development

	Planning and Resource Allocation/Budget Execution
	SN4 Provide Sustainment

	Planning and Resource Allocation/Workforce Planning
	SN3 Employ Forces

	Planning and Resource Allocation/Workforce Planning
	SN4 Provide Sustainment

	Planning and Resource Allocation/Workforce Planning
	SN5 Provide Strategic Direction and Integration

	Planning and Resource Allocation/Workforce Planning
	SN6 Conduct Mobilization

	Planning and Resource Allocation/Workforce Planning
	SN7 Conduct Force Development

	Planning and Resource Allocation/Management Improvement
	SN4 Provide Sustainment

	Planning and Resource Allocation/Management Improvement
	SN5 Provide Strategic Direction and Integration

	Planning and Resource Allocation/ Management Improvement
	SN7 Conduct Force Development

	Public Affairs/Customer Service
	SN5 Provide Strategic Direction and Integration

	Public Affairs/Customer Service
	SN6 Conduct Mobilization

	Public Affairs/Official Information Dissemination
	SN5 Provide Strategic Direction and Integration

	Public Affairs/Product Outreach
	SN5 Provide Strategic Direction and Integration

	Public Affairs/Public Relations
	SN5 Provide Strategic Direction and Integration

	N/A
	SN1 Conduct Strategic Deployment and Redeployment

	N/A
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	N/A
	SN9 Manage Strategic Deterrence of CBRNE Weapons


Management of Government Resources

	FEA BRM
	DoD EA BRM  

	Human Resource Management/ Benefits Management
	SN4 Provide Sustainment

	Human Resource Management/Benefits Management
	SN6 Conduct Mobilization

	Human Resource Management/ Personnel Management
	SN3 Employ Forces

	Human Resource Management /Personnel Management
	SN4 Provide Sustainment

	Human Resource Management/Personnel Management
	SN6 Conduct Mobilization

	Human Resource Management/ Payroll Management and Expense Reimbursement
	SN4 Provide Sustainment

	Human Resource Management/Payroll Management and Expense Reimbursement
	SN6 Conduct Mobilization

	Human Resource Management /Resource Training and Development
	SN4 Provide Sustainment

	Human Resource Management/Resource Training and Development
	SN6 Conduct Mobilization

	Human Resource Management/ Resource Training and Development
	SN7 Conduct Force Development

	Human Resources Management/Resource Training and Development
	SN8 Foster Multinational and Interagency Relations

	Human Resource Management /Security Clearance Management
	SN4 Provide Sustainment

	Human Resource Management/Security Clearance Management
	SN6 Conduct Mobilization

	Human Resource Management /Staff Recruitment and Employment
	SN4 Provide Sustainment

	Supply Chain Management/Goods Acquisition
	SN4 Provide Sustainment

	Supply Chain Management/ Goods Acquisition
	SN6 Conduct Mobilization

	Supply Chain Management/Goods Acquisition
	SN7 Conduct Force Development

	Supply Chain Management/ Goods Acquisition
	SN8 Foster Multinational and Interagency Relations

	Supply Chain Management/ Inventory Control
	SN4 Provide Sustainment

	Supply Chain Management/ Inventory Control
	SN6 Conduct Mobilization

	Supply Chain Management/ Inventory Control
	SN8 Foster Multinational and Interagency Relations

	Supply Chain Management/ Logistics Management
	SN1 Conduct Strategic Deployment and Redeployment

	Supply Chain Management/ Logistics Management
	SN4 Provide Sustainment

	Supply Chain Management/ Logistics Management
	SN5 Provide Strategic Direction and Integration

	Supply Chain Management/ Logistics Management
	SN6 Conduct Mobilization

	Supply Chain Management/ Logistics Management
	SN8 Foster Multinational and Interagency Relations

	Supply Chain Management/ Services Acquisition
	SN4 Provide Sustainment

	Supply Chain Management/ Services Acquisition
	SN6 Conduct Mobilization

	Supply Chain Management/ Services Acquisition
	SN8 Foster Multinational and Interagency Relations

	Information and Technology Management/System Development
	SN7 Conduct Force Development

	Information and Technology Management/ Lifecycle/Change Management
	SN7 Conduct Force Development

	Information and Technology Management/IT Infrastructure Maintenance 
	SN5 Provide Strategic Direction and Integration

	Information and Technology Management/IT Infrastructure Maintenance
	SN7 Conduct Force Development

	Information and Technology Management/ IT Security
	SN3 Employ Forces

	Information and Technology Management/IT Security
	SN5 Provide Strategic Direction and Integration

	Information and Technology Management/IT Security
	SN8 Foster Multinational and Interagency Relations

	Information and Technology Management/Record Retention
	SN5 Provide Strategic Direction and Integration

	Information and Technology Management /Information Management
	SN1 Conduct Strategic Deployment and Redeployment

	Information and Technology Management/Information Management
	SN6 Conduct Mobilization

	Information and Technology Management/Information Management
	SN8 Foster Multinational and Interagency Relations

	Administrative Management/ Facilities, Fleet, and Equipment Management
	SN1 Conduct Strategic Deployment and Redeployment

	Administrative Management/Facilities, Fleet, and Equipment Management
	SN4 Provide Sustainment

	Administrative Management/ Facilities, Fleet, and Equipment Management
	SN6 Conduct Mobilization

	Administrative Management/ Travel
	SN1 Conduct Strategic Deployment and Redeployment

	Administrative Management/ Travel
	SN3 Employ Forces

	Administrative Management/ Travel
	SN4 Provide Sustainment

	Administrative Management/ Travel
	SN6 Conduct Mobilization

	N/A
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	Financial Management/ Budget and Finance
	SN4 Provide Sustainment

	Financial Management/ Budget and Finance
	SN5 Provide Strategic Direction and Integration

	Financial Management/ Payments
	SN4 Provide Sustainment

	Financial Management/ Collections and Receivables
	SN4 Provide Sustainment

	Financial Management/Asset and Liability Management
	SN4 Provide Sustainment

	Financial Management/ Reporting and Information
	SN4 Provide Sustainment

	N/A
	SN9 Manage Strategic Deterrence of CBRNE Weapons


C-3
Relationship of DoD EA BRM for Warfighter to FEA BRM (Internal)
Table C-2 shows the relationship of subfunctions in the FEA BRM to warfighter activities in the DoD EA BRM activities.  The table is organized by Strategic National UJTLs so that internal DoD users can find corresponding FEA BRM subfunctions.

Table C-2:  Relationship Between

DoD EA BRM for Warfighter and FEA BRM
Services for Citizens

	DoD EA BRM  
	FEA BRM 

	SN1 Conduct Strategic Deployment and Redeployment
	Defense and National Security/

Strategic National and Theater Defense

	SN1 Conduct Strategic Deployment and Redeployment
	Health/Health Care Services

	SN1 Conduct Strategic Deployment and Redeployment
	Transportation /

Air Transportation

	SN1 Conduct Strategic Deployment and Redeployment
	Transportation /

Ground Transportation

	SN1 Conduct Strategic Deployment and Redeployment
	Transportation /

Water Transportation 

	SN1 Conduct Strategic Deployment and Redeployment
	Transportation /

Space Operations

	SN1 Conduct Strategic Deployment and Redeployment
	International Affairs and Commerce /

Foreign Affairs

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	See “Relationship between DoD EA BRM for Intelligence and the FEA BRM”

	SN3 Employ Forces
	Defense and National Security /

Strategic National and Theater Defense

	SN3 Employ Forces
	Environmental Management /

Environmental Monitoring and Forecasting

	SN3 Employ Forces
	Environmental Management /

Environmental Remediation

	SN3 Employ Forces
	Homeland Security /

Border and Transportation Security

	SN3 Employ Forces
	Homeland Security /

Key Assets and Critical Infrastructure protection

	SN3 Employ Forces
	International Affairs and Commerce /

Foreign Affairs

	SN4 Provide Sustainment
	Defense and National Security /

Strategic National and Theater Defense

	SN4 Provide Sustainment
	Community and SOcial Services /

Community and Regional Development

	SN4 Provide Sustainment
	Correctional Activities /

Criminal Incarceration

	SN4 Provide Sustainment
	General Science and Innovation /

Scientific and Technological Research and Innovation 

	SN4 Provide Sustainment
	General Science and Innovation /

Space Exploration and Innovation

	SN4 Provide Sustainment
	Health /

Illness Prevention

	SN4 Provide Sustainment
	Health /

Immunization Management

	SN4 Provide Sustainment
	Health /

Public Health Monitoring

	SN4 Provide Sustainment
	Health /

Health Care Services

	SN4 Provide Sustainment
	International Affairs and Commerce /

Foreign Affairs

	SN4 Provide Sustainment
	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Investigation

	SN4 Provide Sustainment
	LITIGATION AND JUDICIAL ACTIVITIES /

Resolution Facilitation

	SN5 Provide Strategic Direction and Integration
	Defense and National Security /

Strategic National and Theater Defense

	SN5 Provide Strategic Direction and Integration
	Disaster Management /

Emergency Response

	SN5 Provide Strategic Direction and Integration
	International Affairs and Commerce /

Foreign Affairs

	SN6 Conduct Mobilization
	Defense and National Security /

Strategic National and Theater Defense

	SN6 Conduct Mobilization
	Community and SOcial Services /

Community and Regional Development

	SN6 Conduct Mobilization
	Community and SOcial Services /

Social Services

	SN6 Conduct Mobilization
	Community and SOcial Services /

Postal Services

	SN6 Conduct Mobilization
	Economic Development /

Business and Industry Development

	SN6 Conduct Mobilization
	Economic Development /

Industry Sector Income Stabilization

	SN6 Conduct Mobilization
	Economic Development /

Intellectual Property Protection

	SN6 Conduct Mobilization
	Health /

Immunization Management  

	SN6 Conduct Mobilization
	Health /

Health Care Services

	SN6 Conduct Mobilization
	Transportation /

Air Transportation

	SN6 Conduct Mobilization
	Transportation /

Ground Transportation

	SN6 Conduct Mobilization
	Transportation /

Water Transportation

	SN6 Conduct Mobilization
	Transportation /

Space Operations

	SN6 Conduct Mobilization
	LITIGATION AND JUDICIAL ACTIVITIES /

Resolution Facilitation

	SN6 Conduct Mobilization
	LITIGATION AND JUDICIAL ACTIVITIES /

Judicial Hearings

	SN6 Conduct Mobilization
	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Defense

	SN6 Conduct Mobilization
	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Investigation

	SN6 Conduct Mobilization
	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Prosecution and Litigation

	SN6 Conduct Mobilization
	Law Enforcement /

Criminal Apprehension 

	SN6 Conduct Mobilization
	Law Enforcement /

Criminal Investigation and Surveillance 



	SN6 Conduct Mobilization
	Law Enforcement /

Citizen Protection

	SN6 Conduct Mobilization
	Law Enforcement /

Crime Prevention

	SN6 Conduct Mobilization
	Law Enforcement /

Property Protection

	SN6 Conduct Mobilization
	Law Enforcement /

Substance Control

	SN7 Conduct Force Development
	Defense and National Security /

Strategic National and Theater Defense 

	SN8 Foster Multinational and Interagency Relations
	Defense and National Security /

Strategic National and Theater Defense

	SN8 Foster Multinational and Interagency Relations
	Community and SOcial Services /

Community and Regional Development

	SN8 Foster Multinational and Interagency Relations
	Community and SOcial Services /

Social Services 

	SN8 Foster Multinational and Interagency Relations
	Community and SOcial Services /

Postal Services

	SN8 Foster Multinational and Interagency Relations
	Disaster Management Disaster Monitoring and Prediction

	SN8 Foster Multinational and Interagency Relations
	Disaster Management /

Disaster Preparedness and Planning

	SN8 Foster Multinational and Interagency Relations
	Disaster Management /

Disaster Repair and Restore

	SN8 Foster Multinational and Interagency Relations
	Disaster Management /

Emergency Response

	SN8 Foster Multinational and Interagency Relations
	Economic Development /

Business and Industry Development

	SN8 Foster Multinational and Interagency Relations
	Economic Development /

Industry Sector Income Stabilization

	SN8 Foster Multinational and Interagency Relations
	Economic Development /

Intellectual Property Protection



	SN8 Foster Multinational and Interagency Relations
	Economic Development /

Financial Sector Oversight

	SN8 Foster Multinational and Interagency Relations
	Education /

Elementary, Secondary, and Vocational Education

	SN8 Foster Multinational and Interagency Relations
	Education /

Higher Education

	SN8 Foster Multinational and Interagency Relations
	Energy /

Energy Supply 



	SN8 Foster Multinational and Interagency Relations
	Energy /

Energy Resource Management

	SN8 Foster Multinational and Interagency Relations
	Energy /

Energy Production

	SN8 Foster Multinational and Interagency Relations
	Environmental Management /

Environmental Monitoring and Forecasting

	SN8 Foster Multinational and Interagency Relations
	Environmental Management /

Environmental Remediation

	SN8 Foster Multinational and Interagency Relations
	Environmental Management /

Pollution Prevention and Control

	SN8 Foster Multinational and Interagency Relations
	General Science and Innovation /

Space Exploration and Innovation

	SN8 Foster Multinational and Interagency Relations
	Health /

Illness Prevention

	SN8 Foster Multinational and Interagency Relations
	Health /

Immunization Management

	SN8 Foster Multinational and Interagency Relations
	Health /

Public Health Monitoring

	SN8 Foster Multinational and Interagency Relations
	Health /

Health Care Services

	SN8 Foster Multinational and Interagency Relations
	Health /

Consumer Health and Safety

	SN8 Foster Multinational and Interagency Relations
	Homeland Security /

Border and Transportation Security

	SN8 Foster Multinational and Interagency Relations
	Homeland Security /

Catastrophic Defense

	SN8 Foster Multinational and Interagency Relations
	Homeland Security /

Key Asset and Infrastructure Protection

	SN8 Foster Multinational and Interagency Relations
	International Affairs and Commerce /

Foreign Affairs

	SN8 Foster Multinational and Interagency Relations
	International Affairs and Commerce /

International Development and Humanitarian Aid

	SN8 Foster Multinational and Interagency Relations
	International Affairs and Commerce /

Global Trade



	SN8 Foster Multinational and Interagency Relations
	Law Enforcement /

Criminal Apprehension 

	SN8 Foster Multinational and Interagency Relations
	Law Enforcement /

Criminal Investigation and Surveillance



	SN8 Foster Multinational and Interagency Relations
	Law Enforcement /

Citizen Protection

	SN8 Foster Multinational and Interagency Relations
	Law Enforcement /

Crime Prevention

	SN8 Foster Multinational and Interagency Relations
	Law Enforcement /

Leadership Protection

	SN8 Foster Multinational and Interagency Relations
	Law Enforcement /

Property Protection

	SN8 Foster Multinational and Interagency Relations
	Law Enforcement /

Substance Control

	SN8 Foster Multinational and Interagency Relations
	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Investigation

	SN8 Foster Multinational and Interagency Relations
	LITIGATION AND JUDICIAL ACTIVITIES /

Legal Prosecution and Litigation

	SN8 Foster Multinational and Interagency Relations
	Natural Resources /

Water Resource Management 

	SN8 Foster Multinational and Interagency Relations
	Natural Resources /

Recreational Resource Management and Tourism

	SN8 Foster Multinational and Interagency Relations
	Natural Resources /

Agricultural Innovation and Services

	SN8 Foster Multinational and Interagency Relations
	Transportation /

Air Transportation

	SN8 Foster Multinational and Interagency Relations
	Transportation /

Ground Transportation

	SN8 Foster Multinational and Interagency Relations
	Transportation /

Water Transportation

	SN8 Foster Multinational and Interagency Relations
	Transportation /

Space Operations

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Defense and National Security /

Strategic National and Theater Defense

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Disaster Management /

Disaster Repair and Restore

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Environmental Management /

Environmental Remediation 

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Homeland Security /

Key Asset and Critical Infrastructure Protection

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	International Affairs and Commerce /

Foreign Affairs

	OP UJTLs
	Defense and National Security /

Operational Defense

	TA UJTLs
	Defense and National Security /

Tactical Defense


Mode of Delivery

	DoD EA BRM  
	FEA BRM

	SN1 Conduct Strategic Deployment and Redeployment
	Direct Services for Citizens/Military Operations

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	Direct Services for Citizens/Military Operations

	SN3 Employ Forces
	Direct Services for Citizens/Military Operations

	SN4 Provide Sustainment
	Direct Services for Citizens/Military Operations

	SN5 Provide Strategic Direction and Integration
	Direct Services for Citizens/Military Operations

	SN6 Conduct Mobilization
	Direct Services for Citizens/Military Operations

	SN7 Conduct Force Development
	Knowledge Creation and Management/Research and Development

	SN7 Conduct Force Development
	Direct Services for Citizens/Military Operations

	SN8 Foster Multinational and Interagency Relations
	Direct Services for Citizens/Military Operations

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Direct Services for Citizens/Military Operations


Support Delivery of Services

	DoD EA BRM  
	FEA BRM

	SN1 Conduct Strategic Deployment and Redeployment
	N/A

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	N/A

	SN3 Employ Forces
	Planning and Resource Allocation/Strategic Planning

	SN3 Employ Forces
	Planning and Resource Allocation/Workforce Planning

	SN4 Provide Sustainment
	Planning and Resource Allocation/Capital Planning

	SN4 Provide Sustainment
	Planning and Resource Allocation/Strategic Planning

	SN4 Provide Sustainment
	Planning and Resource Allocation/Workforce Planning

	SN4 Provide Sustainment
	Planning and Resource Allocation/Management Improvement

	SN4 Provide Sustainment
	Planning and Resource Allocation/Budget Execution

	SN4 Provide Sustainment
	Planning and Resource Allocation/Budget Formulation

	SN5 Provide Strategic Direction and Integration
	Planning and Resource Allocation/Budget Formulation

	SN5 Provide Strategic Direction and Integration
	Planning and Resource Allocation/Capital Planning

	SN5 Provide Strategic Direction and Integration
	Planning and Resource Allocation/Enterprise Architecture

	SN5 Provide Strategic Direction and Integration
	Planning and Resource Allocation/Management Improvement

	SN5 Provide Strategic Direction and Integration
	Planning and Resource Allocation/Strategic Planning

	SN5 Provide Strategic Direction and Integration
	Planning and Resource Allocation/Workforce Planning

	SN5 Provide Strategic Direction and Integration
	Public Affairs/Customer Service

	SN5 Provide Strategic Direction and Integration
	Public Affairs/Official Information Dissemination

	SN5 Provide Strategic Direction and Integration
	Public Affairs/Product Outreach

	SN5 Provide Strategic Direction and Integration
	Public Affairs/Public Relations

	SN6 Conduct Mobilization
	Planning and Resource Allocation/Strategic Planning

	SN6 Conduct Mobilization
	Planning and Resource Allocation/Workforce Planning

	SN6 Conduct Mobilization
	Controls and Oversight/ Program Evaluation

	SN6 Conduct Mobilization
	Planning and Resource Allocation/Capital Planning

	SN6 Conduct Mobilization
	Public Affairs/Customer Service

	SN7 Conduct Force Development
	Planning and Resource Allocation/Strategic Planning

	SN7 Conduct Force Development
	Planning and Resource Allocation/ Enterprise Architecture

	SN7 Conduct Force Development
	Planning and Resource Allocation/ Management Improvement

	SN7 Conduct Force Development
	Planning and Resource Allocation /Budget Formulation 

	SN7 Conduct Force Development
	Planning and Resource Allocation/Capital Planning

	SN7 Conduct Force Development
	Planning and Resource Allocation/Workforce Planning

	SN8 Foster Multinational and Interagency Relations
	Internal Risk Management and Mitigation/Service Recovery

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	N/A


Management of Government Resources

	DoD EA BRM  
	FEA BRM

	SN1 Conduct Strategic Deployment and Redeployment
	Administrative Management/ Facilities, Fleet, and Equipment Management

	SN1 Conduct Strategic Deployment and Redeployment
	Administrative Management/ Travel

	SN1 Conduct Strategic Deployment and Redeployment
	Information and Technology Management /Information Management

	SN1 Conduct Strategic Deployment and Redeployment
	Supply Chain Management/ Logistics Management

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	N/A

	SN3 Employ Forces
	Administrative Management/ Travel

	SN3 Employ Forces
	Human Resource Management/ Personnel Management

	SN3 Employ Forces
	Information and Technology Management/ IT Security

	SN4 Provide Sustainment
	Administrative Management/Facilities, Fleet, and Equipment Management

	SN4 Provide Sustainment
	Administrative Management/ Travel

	SN4 Provide Sustainment
	Financial Management/Asset and Liability Management

	SN4 Provide Sustainment
	Financial Management/ Budget and Finance

	SN4 Provide Sustainment
	Financial Management/ Collections and Receivables

	SN4 Provide Sustainment
	Financial Management/ Payments

	SN4 Provide Sustainment
	Financial Management/ Reporting and Information

	SN4 Provide Sustainment
	Human Resource Management/ Benefits Management

	SN4 Provide Sustainment
	Human Resource Management/ Payroll Management and Expense Reimbursement

	SN4 Provide Sustainment
	Human Resource Management /Personnel Management

	SN4 Provide Sustainment
	Human Resource Management /Resource Training and Development

	SN4 Provide Sustainment
	Human Resource Management /Security Clearance Management

	SN4 Provide Sustainment
	Human Resource Management /Staff Recruitment and Employment

	SN4 Provide Sustainment
	Supply Chain Management/Goods Acquisition

	SN4 Provide Sustainment
	Supply Chain Management/ Inventory Control

	SN4 Provide Sustainment
	Supply Chain Management/ Logistics Management

	SN4 Provide Sustainment
	Supply Chain Management/ Services Acquisition

	SN5 Provide Strategic Direction and Integration
	Financial Management/ Budget and Finance

	
	Information and Technology Management/Information Management

	SN5 Provide Strategic Direction and Integration
	Information and Technology Management/IT Infrastructure Maintenance 

	SN5 Provide Strategic Direction and Integration
	Information and Technology Management/IT Security

	SN5 Provide Strategic Direction and Integration
	Information and Technology Management/Record Retention

	SN5 Provide Strategic Direction and Integration
	Supply Chain Management/ Logistics Management

	SN6 Conduct Mobilization
	Administrative Management/ Facilities, Fleet, and Equipment Management

	SN6 Conduct Mobilization
	Administrative Management/ Travel

	SN6 Conduct Mobilization
	Human Resource Management/Benefits Management

	SN6 Conduct Mobilization
	Human Resource Management/Payroll Management and Expense Reimbursement

	SN6 Conduct Mobilization
	Human Resource Management/Personnel Management

	SN6 Conduct Mobilization
	Human Resource Management/Resource Training and Development

	SN6 Conduct Mobilization
	Human Resource Management/Security Clearance Management

	SN6 Conduct Mobilization
	Information and Technology Management/Information Management

	SN6 Conduct Mobilization
	Supply Chain Management/ Goods Acquisition

	SN6 Conduct Mobilization
	Supply Chain Management/ Inventory Control

	SN6 Conduct Mobilization
	Supply Chain Management/ Logistics Management

	SN6 Conduct Mobilization
	Supply Chain Management/ Services Acquisition

	SN7 Conduct Force Development
	Human Resource Management/ Resource Training and Development

	SN7 Conduct Force Development
	Information and Technology Management/IT Infrastructure Maintenance

	SN7 Conduct Force Development
	Information and Technology Management/ Lifecycle/Change Management

	SN7 Conduct Force Development
	Information and Technology Management/System Development

	SN7 Conduct Force Development
	Supply Chain Management/Goods Acquisition

	SN8 Foster Multinational and Interagency Relations
	Human Resources Management/Resource Training and Development

	SN8 Foster Multinational and Interagency Relations
	Information and Technology Management/Information Management

	SN8 Foster Multinational and Interagency Relations
	Information and Technology Management/IT Security

	SN8 Foster Multinational and Interagency Relations
	Supply Chain Management/ Goods Acquisition

	SN8 Foster Multinational and Interagency Relations
	Supply Chain Management/ Inventory Control

	SN8 Foster Multinational and Interagency Relations
	Supply Chain Management/ Logistics Management

	SN8 Foster Multinational and Interagency Relations
	Supply Chain Management/ Services Acquisition

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	N/A


Appendix d -- Business Operations

D-1
Introduction

This appendix contains the standard activities that define business operations within the DoD, and aligns these activities with sub-functions contained in the FEA BRM.  The standard activities presented here are derived from operational activities modeled and described in detail in the Business Enterprise Architecture (BEA).  The BEA is being developed and maintained under the direction of the DoD Business Management Modernization Program (BMMP) as a blueprint to guide and constrain investments in DoD organization, operations, and systems as they relate to or impact business operations.  The BEA provides the basis for the planning, development, and implementation of business management systems that comply with Federal mandates and requirements and produce accurate, reliable, timely, and compliant information for DoD decision-makers.  Version 1.0 of the BEA was published in April 2003, with version 2.0 due out in April 2004.

The appendix is divided into three sections.  The first section is the introduction. Two separate sections describing the alignment of these standard activities with the FEA BRM follow the description section.  The first of the alignment sections is intended for use by those external to DoD (e.g., OMB and other federal agencies), and contains a table organized according to the FEA BRM, that shows which DoD business activities relate to each FEA BRM sub-function.  The second alignment section is intended be used internal to DoD (e.g., by program managers assigned to Domains, Services, and Agencies) to obtain mappings to the FEA BRM sub-functions for Exhibit 300 purposes.  The table in this section is organized by standard business activity and for each such activity shows the corresponding FEA BRM sub-function.

Definitions for the BEA activities are included in the Appendix A; FEA BRM sub-functions are in Appendix B. 
D-2
Relationship of FEA BRM Subfunctions to DoD EA BRM Business Activities (External)
Table B-1 shows the relationship of DoD EA BRM activities for business to subfunctions in the FEA BRM.  The table is organized by FEA BRM subfunction so that those external to DoD can use it to locate associated DoD business activities.

Table D-1:  Relationship between the FEA BRM

and the DoD EA BRM for Business

	FEA BRM
	DoD EA BRM

	Support Delivery of Services
	N/A

	Controls and Oversight
	N/A

	Corrective Action
	None

	Program Evaluation
	None

	Program Monitoring
	ACQ / Purchase Card Program Management / Monitor and Control Purchase Card Program

	Planning and Resource Allocation
	N/A

	Budget Formulation
	SPB/Defense Resource Planning / Business Unit Goals Development

SPB/Defense Resource Planning / Business Unit Performance Plan Development

SPB / Defense Resource Planning / Business Unit Resource Plan Development

SPB / Defense Resource Planning / Business Unit Resource Plan Analysis

	Capital Planning
	I&E / I&E Planning / Real Property Operational Requirement Integration

I&E / I&E Planning / Real Property Strategic Planning

I&E / I&E Support / Final Integrated Real Property Plan Development

	Enterprise Architecture
	None

	Strategic Planning
	LOG / Logistics Planning / Logistics Strategy Development

LOG / Logistics Planning / Integrated Logistics Planning

LOG / Logistics Planning / Materiel Resource Planning

LOG / Logistics Planning / Maintenance Planning

LOG / Logistics Planning / Other Logistics Service Planning

LOG / Logistics Planning / Transportation Planning

LOG / Logistics Planning / Return Planning

SPB / Establish Strategic Requirements / Situational Analysis

SPB / Establish Strategic Requirements / Quadrennial Defense Review Development

SPB / Establish Strategic Requirements / Strategic Information Analysis and Defense Planning Guidance Development

	Budget Execution
	ACQ / Procurement and Acquisition / Purchase Contract Management

SPB / Current Year Business Plan and Budget Execution/Current Year Budget Plan Development and Maintenance

SPB / Current Year Business Plan and Budget Execution / Issue Budget Allocation

SPB / Current Year Business Plan and Budget Execution / Budget Execution

SPB / Current Year Business Plan and Budget Execution / Funds Control

SPB / Current Year Business Plan and Budget Execution / Program Execution Analysis

	Workforce Planning
	None

	Management Improvement
	I&E / I&E Support / Real Property Asset Capability Development

Business Support / Process Improvement / Leading Practices Identification

Business Support / Process Improvement / Scorecard Development

Business Support / Process Improvement / Performance Metrics Maintenance

	Regulatory Development
	N/A

	Policy and Guidance Development
	Business Support / Process Improvement / Guidelines Development

	Public Comment Tracking
	None

	Regulatory Creation
	None

	Rule Publication
	None

	Management of Government Resources (MOGR)
	N/A

	Administrative Management
	N/A

	Facilities, Fleet, and Equipment Management
	I&E / I&E Planning / Real Property Materiel Planning

I&E / I&E Planning / Real Property Maintenance Planning

I&E / I&E Planning / Real Property Disposal Planning

I&E / I&E Execution / Incoming Real Property Quality Assurance

I&E / I&E Execution / Real Property Asset Management

I&E / I&E Execution / Real Property Initial Inspection and Diagnosis

I&E / I&E Execution / Real Property Maintenenace Task Execution

I&E / I&E Execution / Real Property Work Acceptance

I&E / I&E Execution / Real Property Disposal

LOG / Logistics Execution / Materiel/Asset Resource Plan Execution

LOG / Logistics Execution / Maintenance Plan Execution

LOG / Logistics Execution / Other Logistics Service Plan Execution

LOG / Logistics Execution / Transportation Plan Execution

LOG / Logistics Execution / Return Plan Execution

	Held Desk Services
	None

	Security Management
	None

	Travel
	HRM / Organizational Management / Travel

	Workplace Policy Development And Management
	None

	Financial Management
	N/A

	Accounting
	CFO / General/Cost Accounting / Map, Post, and Accumulate Information

CFO / General/Cost Accounting / Closing and Review

	Budget and Finance
	ACQ / Procurement and Acquisition / Acquisition and Sourcing Strategy Planning

ACQ / Procurement and Acquisition / Purchase Requisition Management

ACQ / Procurement and Acquisition / Purchase Contract Management

ACQ / Purchase Card Program Management / Establish Purchase Card Program

ACQ / Purchase Card Program Management / Purchase Card Program Administration

SPB / Defense Resources Planning / DoD Resource Plan Approval and Submission

SPB / Defense Resources Planning / Budget Justification

	Payments
	CFO / Procurement, Payables, Acquisition, and Disbursing Management / Funds Disbursement

	Collections and Receivables
	CFO / Collection/ Accounts Receivable and Cash Management / Billing and Establish Receivables

CFO / Collection/ Accounts Receivable and Cash Management / Receivable and Debt Management

CFO / Collection/ Accounts Receivable and Cash Management / Cash Management

CFO / Collection/ Accounts Receivable and Cash Management / Receivable and Debt Liquidation

	Asset and Liability Management
	ACQ / Procurement and Acquisition / Establish Liability

CFO / Procurement, Payables, Acquisition, and Disbursing Management / Payables Management

	Reporting and Information
	CFO / General/Cost Accounting / Accounting Analysis and Review

FMR / Report Requirements Identification / Form and Content Selection

FMR / Report Requirements Identification / Delivery Detail Selection

FMR / Report Requirements Identification / Feedback Development and Dissemination

FMR / Information Product Preparation / Data Assembly

FMR / Information Product Preparation / Information Packaging

FMR / Information Product Preparation / Information Product Approval

FMR / Information Product Dissemination / Information Product Distribution

FMR / Information Product Dissemination / Archive Information

FMR / Information Product Dissemination / Enterprise Information Product List Maintenance

	Human Resource Management
	N/A

	Benefits Management
	HRM / Benefits Management / Military Health Services Management

HRM / Benefits Management / Retirement Benefits Management

HRM / Benefits Management / Educational Benefits Management

HRM / Benefits Management / Other Benefit Programs Management

HRM / Benefits Management / Federal Employee Health Benefit Program Management

	Personnel Management
	HRM / Organizational Management / Human Resource Administration

	Payroll Management and Expense Reimbursement
	HRM / Payroll, Travel, and Other Reimbursables Management / Pay, Travel Claim and Other Reimbursable Expense Calculation

HRM / Payroll, Travel, and Other Reimbursables Management / Pay Administration

HRM / Payroll, Travel, and Other Reimbursables Management / Time and Attendance

	Resource Training and Development
	HRM / Organizational Management / Personnel Development

LOG / Logistics Planning / Training Requirement Definition

	Security Clearance Management
	None

	Staff Recruitment and Employment
	HRM / Organizational Management / Position Management

	Supply Chain Management
	N/A

	Goods Acquisition
	ACQ / Procurement and Acquisition / Purchase Requisition Management

	Inventory Control
	I&E / I&E Planning / Build Initial Real Property Asset Record

I&E / I&E Execution / Real Property Receipt 

I&E / I&E Execution / Real Property Asset Record Update

	Logistics Management
	None

	Services Acquisition
	ACQ / Procurement and Acquisition / Purchase Requisition Management


D-3
Relationship of DoD EA BRM for Business to FEA BRM (Internal)
Table B-2 shows the relationship of subfunctions in the FEA BRM to business activities in the DoD EA BRM activities.  The table is organized by DoD business activities so that internal DoD users can find corresponding FEA BRM subfunctions.

Table D-2:  Relationship Between

DoD EA BRM for Business and FEA BRM

	DoD EA BRM
	FEA BRM

	Accounting and Finance (CFO)
	N/A

	General/Cost Accounting
	N/A

	Classification Structure, Chart of Accounts, and Methodology Development and Maintenance
	This activity does not map to any current FEA BRM sub-function.

	Map, Post, and Accumulate Information
	MOGR / Financial Management / Accounting

	Closing and Review
	MOGR / Financial Management / Accounting

	Accounting Analysis and Review
	MOGR / Financial Management / Reporting and Information

	Collection/Accounts Receivable and Cash Management
	N/A

	Billing and Establish Receivables
	MOGR / Financial Management / Collections and Receivables

	Receivable and Debt Management
	MOGR / Financial Management / Collections and Receivables

	Cash Management
	MOGR / Financial Management / Collections and Receivables

	Receivable and Debt Liquidation
	MOGR / Financial Management / Collections and Receivables

	Procurement, Payables, Acquisition, and Disbursing Management
	N/A

	Payables Management
	MOGR / Financial Management / Asset and Liability Management

	Funds Disbursement
	MOGR / Financial Management / Payments

	Acquisition (ACQ)
	N/A

	Credit/Grant Worthiness
	N/A

	Customer/Vendor Information Collection
	This activity does not map to any current FEA BRM sub-function.

	Customer/Vendor Information Analysis
	This activity does not map to any current FEA BRM sub-function.

	Set Credit Limit
	This activity does not map to any current FEA BRM sub-function.

	Procurement and Acquisition
	N/A

	Acquisition and Sourcing Strategy Planning
	MOGR / Financial Management / Budget and Finance

	Purchase Requisition Management
	MOGR / Supply Chain Management / Goods Acquisition

	
	MOGR / Supply Chain Management / Services Acquisition

	Purchase Contract Management
	SDOS / Planning and Resource Allocation / Budget Execution

	Establish Liability
	MOGR / Financial Management / Asset and Liability Management

	Purchase Card Program Management
	N/A

	Establish Purchase Card Program
	MOGR / Financial Management / Budget and Finance

	Purchase Card Program Administration
	MOGR / Financial Management / Budget and Finance

	Monitor and Control Purchase Card Program
	SDOS / Controls and Oversight / Program Monitoring

	Sales Order and Customer Relationship Management
	N/A

	Customer Relations Management
	This activity does not map to any current FEA BRM sub-function.

	Sales Order Initiation
	This activity does not map to any current FEA BRM sub-function.

	Sales Order Monitoring
	This activity does not map to any current FEA BRM sub-function.

	Sales Order Closeout
	This activity does not map to any current FEA BRM sub-function.

	Human Resource Management (HRM)
	N/A

	Organizational Management
	N/A

	Position Management
	MOGR / Human Resource Management / Staff Recruitment and Employment

	Personnel Development
	MOGR / Human Resource Management / Resource Training and Development

	Human Resource Administration
	MOGR / Human Resource Management / Personnel Management

	Travel
	MOGR / Administrative Management / Travel

	Benefits Management
	N/A

	Military Health Services Management
	MOGR / Human Resource Management / Benefits Management

	Retirement Benefits Management
	MOGR / Human Resource Management / Benefits Management

	Educational Benefits Management
	MOGR / Human Resource Management / Benefits Management

	Other Benefit Programs Management
	MOGR / Human Resource Management / Benefits Management

	Federal Employee Health Benefit Program Management
	MOGR / Human Resource Management / Benefits Management

	Payroll, Travel, and Other Reimbursables Management
	N/A

	Pay, Travel Claim and Other Reimbursable Expense Calculation
	MOGR / Human Resource Management / Payroll Management and Expense Reimbursement

	Pay Administration
	MOGR / Human Resource Management / Payroll Management and Expense Reimbursement

	Time and Attendance
	MOGR / Human Resource Management / Payroll Management and Expense Reimbursement

	Installations and Environment (I&E)
	N/A

	I&E Support
	N/A

	Real Property Asset Capability Development
	SDOS / Planning and Resource Allocation / Management Improvement

	I&E Planning
	N/A

	Real Property Operational Requirement Integration
	SDOS / Planning and Resource Allocation / Capital Planning

	Real Property Strategic Planning
	SDOS / Planning and Resource Allocation / Capital Planning

	Build Initial Real Property Asset Record
	MOGR / Supply Chain Management / Inventory Control

	Final Integrated Real Property Plan Development
	SDOS / Planning and Resource Allocation / Capital Planning

	Real Property Materiel Planning
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Real Property Maintenance Planning
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Real Property Disposal Planning
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	I&E Execution
	N/A

	Incoming Real Property Quality Assurance
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Real Property Receipt
	MOGR / Supply Chain Management / Inventory Control

	Real Property Asset Management
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Real Property Asset Record Update
	MOGR / Supply Chain Management / Inventory Control

	Real Property Initial Inspection and Diagnosis
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Real Property Maintenance Task Execution
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Real Property Work Acceptance
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Real Property Disposal
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Logistics (LOG)
	N/A

	Logistics Planning
	N/A

	Logistics Strategy Development
	SDOS / Planning and Resource Allocation / Strategic Planning

	Integrated Logistics Planning
	SDOS / Planning and Resource Allocation / Strategic Planning

	Materiel Resource Planning
	SDOS / Planning and Resource Allocation / Strategic Planning

	Maintenance Planning
	SDOS / Planning and Resource Allocation / Strategic Planning

	Other Logistics Service Planning
	SDOS / Planning and Resource Allocation / Strategic Planning

	Transportation Planning
	SDOS / Planning and Resource Allocation / Strategic Planning

	Return Planning
	SDOS / Planning and Resource Allocation / Strategic Planning

	Training Requirement Definition
	MOGR / Human Resource Management / Resource Training and Development

	Logistics Execution
	N/A

	Materiel/Asset Resource Plan Execution
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Maintenance Plan Execution
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Other Logistics Service Plan Execution
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Transportation Plan Execution
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Return Plan Execution
	MOGR / Administrative Management / Facilities, Fleet, and Equipment Management

	Strategic Planning and Budget (SPB)
	N/A

	Establish Strategic Requirements
	N/A

	Situational Analysis
	SDOS / Planning and Resource Allocation / Strategic Planning

	Quadrennial Defense Review Development
	SDOS / Planning and Resource Allocation / Strategic Planning

	Strategic Information Analysis and Defense Planning Guidance Development
	SDOS / Planning and Resource Allocation / Strategic Planning

	Defense Resource Planning
	N/A

	Business Unit Goals Development
	SDOS / Planning and Resource Allocation / Budget Formulation

	Business Unit Performance Plan Development
	SDOS / Planning and Resource Allocation / Budget Formulation

	Business Unit Resource Plan Development
	SDOS / Planning and Resource Allocation / Budget Formulation

	Business Unit Resource Plan Analysis
	SDOS / Planning and Resource Allocation / Budget Formulation

	Department of Defense Resource Plan Approval and Submission
	MOGR / Financial Management / Budget and Finance

	Budget Justification
	MOGR / Financial Management / Budget and Finance

	Current Year Business Plan and Budget Execution
	N/A

	Current Year Business Plan Development and Maintenance
	SDOS / Planning and Resource Allocation / Budget Execution

	Issue Budget Allocation
	SDOS / Planning and Resource Allocation / Budget Execution

	Budget Execution
	SDOS / Planning and Resource Allocation / Budget Execution

	Funds Control
	SDOS / Planning and Resource Allocation / Budget Execution

	Program Execution Analysis
	SDOS / Planning and Resource Allocation / Budget Execution

	Financial and Management Reporting (FMR)
	N/A

	Report Requirements Identification
	N/A

	Form and Content Selection
	MOGR / Financial Management / Reporting and Information

	Delivery Detail Selection
	MOGR / Financial Management / Reporting and Information

	Feedback Development and Dissemination
	MOGR / Financial Management / Reporting and Information

	Information Product Preparation
	N/A

	Data Assembly
	MOGR / Financial Management / Reporting and Information

	Information Packaging
	MOGR / Financial Management / Reporting and Information

	Information Product Approval
	MOGR / Financial Management / Reporting and Information

	Information Product Dissemination
	N/A

	Information Product Distribution
	MOGR / Financial Management / Reporting and Information

	Archive Information
	MOGR / Financial Management / Reporting and Information

	Enterprise Information Product List Maintenance
	MOGR / Financial Management / Reporting and Information

	Business Support
	N/A

	Process Improvement
	N/A

	Leading Practices Identification
	SDOS / Planning and Resource Allocation / Management Improvement

	Guidelines Development
	SDOS / Regulatory Development / Policy and Guidelines Development

	Scorecard Development
	SDOS / Planning and Resource Allocation / Management Improvement

	Performance Metrics Maintenance
	SDOS / Planning and Resource Allocation / Management Improvement


Appendix E -- Intelligence Operations

E-1
Introduction

This appendix contains the standard activities that define intelligence operations within the DoD, and aligns these activities with sub-functions contained in the FEA BRM.  The standard activities presented here are derived from operational activities described in detail in the Universal Joint Task List Version (UJTL) 4.2 (CJCSM 3500.04C).  The UJTL serves as a common language and common reference system for joint force commanders, combat support agencies, operational planners, combat developers, and trainers to communicate mission requirements. For this version of the BRM, the lower-level Strategic National UJTLs were mapped to the FEA BRM sub-functions.  The results of the lower-level mapping were rolled up to the high-level Strategic National UJTLs (SN1-9), where applicable to intelligence activities, for the purpose of display.  Future versions of the BRM will map intelligence tasks from the Strategic Theater, Operational, and Tactical UJTLs to the FEA BRM.  

The appendix is divided into three sections. The first section is the introduction. Two separate sections follow describing the alignment of these standard activities with the FEA BRM follow the introduction section.  The first of the alignment sections is intended for use by those external to DoD (e.g., OMB and other federal agencies), and contains a table organized according to the FEA BRM (Services for Citizens, Mode of Delivery, Support Delivery of Services, and Management of Government Resources) that shows which Strategic National task relates to each FEA BRM sub-function.  The second alignment section is intended be used internal to DoD (e.g., by program managers assigned to Domains, Services, and Agencies) to obtain mappings to the FEA BRM sub-functions for Exhibit 300 purposes.  The table in this section is organized by the Strategic National task from the UJTL, and shows the corresponding FEA BRM sub-function.  For this appendix, only Strategic National UJTLs that are specifically relevant to intelligence activities are included.  

Definitions for the intelligence-related UJTLs are included in the Appendix A; the FEA BRM sub-functions are in Appendix B.
E-2
Relationship of FEA BRM Subfunctions to DoD EA BRM Intelligence Activities (External)
The following table is organized by FEA BRM subfunction so that those external to DoD can use it to locate associated DoD intelligence activities. 

Table E-1:  Relationship between the FEA BRM

and the DoD EA BRM for Intelligence
Services for Citizens

	FEA BRM
	DoD EA BRM  

	Strategic National and Theater Defense
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	Operational Defense
	OP2 Provide Operational Intelligence, Surveillance, and Reconnaissance

	Tactical Defense
	TA2 Develop Intelligence

	Intelligence Operations/Intelligence Planning and Direction and Needs
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	Intelligence Operations/Intelligence Collection
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	Intelligence Operations/Intelligence Processing and Exploitation
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	Intelligence Operations/Intelligence Analysis and Production
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	Intelligence Operations/Intelligence Dissemination
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

	Intelligence Operations/Intelligence Planning and Direction and Needs
	SN8 Foster Multinational and Interagency Relations

	Intelligence Operations/Intelligence Collection
	SN8 Foster Multinational and Interagency Relations

	Intelligence Operations/Intelligence Processing and Exploitation
	SN8 Foster Multinational and Interagency Relations

	Intelligence Operations/Intelligence Analysis and Production
	SN8 Foster Multinational and Interagency Relations

	Intelligence Operations/Intelligence Dissemination
	SN8 Foster Multinational and Interagency Relations

	Intelligence Operations/Intelligence Planning and Direction and Needs
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	Intelligence Operations/Intelligence Collection
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	Intelligence Operations/Intelligence Processing and Exploitation
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	Intelligence Operations/Intelligence Analysis and Production
	SN9 Manage Strategic Deterrence of CBRNE Weapons

	Intelligence Operations/Intelligence Dissemination
	SN9 Manage Strategic Deterrence of CBRNE Weapons


Mode of Delivery

	FEA BRM
	DoD EA BRM  

	Direct Services to Citizens/Military Operations
	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance


E-3
Relationship of DoD EA BRM for Intelligence to FEA BRM (Internal)
Table C-2 shows the relationship of subfunctions in the FEA BRM to intelligence activities in the DoD EA BRM activities.  The table is organized by Strategic National intelligence-related UJTLs so that internal DoD users can find corresponding FEA BRM subfunctions.

Table E-2:  Relationship Between

DoD EA BRM for Intelligence and FEA BRM
Services for Citizens

	DoD EA BRM  
	FEA BRM

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	Intelligence Operations/Intelligence Planning and Direction and Needs

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	Intelligence Operations/Intelligence Collection

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	Intelligence Operations/Intelligence Processing and Exploitation

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	Intelligence Operations/Intelligence Analysis and Production

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	Intelligence Operations/Intelligence Dissemination

	SN8 Foster Multinational and Interagency Relations
	Intelligence Operations/Intelligence Planning and Direction and Needs

	SN8 Foster Multinational and Interagency Relations
	Intelligence Operations/Intelligence Collection

	SN8 Foster Multinational and Interagency Relations
	Intelligence Operations/Intelligence Processing and Exploitation

	SN8 Foster Multinational and Interagency Relations
	Intelligence Operations/Intelligence Analysis and Production

	SN8 Foster Multinational and Interagency Relations
	Intelligence Operations/Intelligence Dissemination

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Intelligence Operations/Intelligence Planning and Direction and Needs

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Intelligence Operations/Intelligence Collection

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Intelligence Operations/Intelligence Processing and Exploitation

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Intelligence Operations/Intelligence Analysis and Production

	SN9 Manage Strategic Deterrence of CBRNE Weapons
	Intelligence Operations/Intelligence Dissemination


Mode of Delivery

	DoD EA BRM  
	FEA BRM

	SN2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance
	Direct Services to Citizens/Military Operations


Appendix F – Enterprise Information Environment

F-1
Introduction

This appendix contains the standard activities that define the Enterprise Information Environment (EIE) within the DoD, and aligns these activities with sub-functions contained in the FEA BRM.  The EIE activities presented here are derived from the net-centric activities described in detail in the Net-Centric Operations and Warfare Reference Model (NCOW) V1.0.  The NCOW activity, A5 Manage Net-Centric Environment depicts the functions of the EIE.  This EIE Operations and Management element in the NCOW V1.0 is equivalent to a line of business in the FEA BRM.  

Although it is not mapped in this appendix, EIE activities also appear in the Strategic National Universal Joint Task List (UJTL) and map to FEA BRM Mode of Delivery/ Information Infrastructure Management and Management of Government Resources/Information and Technology Management elements. 

The appendix is divided into three sections. The first section is the introduction. Two separate sections describing the alignment of these standard activities with the FEA BRM follow the description section.  The first of the alignment sections is intended for use by those external to DoD (e.g., OMB and other federal agencies), and contains a table organized according to the FEA BRM (Services for Citizens, Mode of Delivery, Support Delivery of Services, and Management of Government Resources) that shows which EIE function relates to each FEA BRM sub-function.  The second alignment section is intended be used internal to DoD (e.g., by program managers assigned to Domains, Services, and Agencies) to obtain mappings to the FEA BRM sub-functions for Exhibit 300 purposes.  The table in this section is organized by the NCOW V1.0 A5 activities, and shows the corresponding FEA BRM sub-function.  

Definitions for the NCOW RM V1.0 A5 activities are included in Appendix A; the FEA BRM sub-function definitions are included in Appendix B. Note that all definitions for A5 activities are included in Appendix A but only the activities that actually map to FEA BRM activities are included in the mappings.
F-2
Relationship of FEA BRM Subfunctions to DoD EA BRM EIE Activities (External)
The following table is organized by FEA BRM subfunction so that those external to DoD can use it to locate associated NCOW V1.0 activities.

Table F-1:  Relationship between the FEA BRM

and the DoD EA BRM for Enterprise Information Environment

Services for Citizens

	FEA BRM
	DoD EA BRM  

	Strategic National and Theater Defense
	All NCOW A5 activities conducted at Strategic level

	Operational Defense
	All NCOW A5 activities conducted at Operational level

	Tactical Defense
	All NCOW A5 activities conducted at Tactical level

	Homeland Security/Key Asset and Critical Infrastructure Protection
	Develop Information Environment Capabilities A51/Plan and Engineer Information Environment Capability Increments A512

	Homeland Security/Key Asset and Critical Infrastructure Protection
	Manage System and Network Configurations A52/Configure Protection Capabilities A521

	Disaster Management/Disaster Preparedness and Planning
	Develop Information Environment Capabilities A51/Plan and Engineer Information Environment Capability Increments A512

	Disaster Management/Disaster Monitoring and Prediction
	Manage Monitoring Activity A56/Maintain NetOps-Related Threat Assessment A561

	Disaster Management/Disaster Monitoring and Prediction
	Manage Monitoring Activity A56/Monitor Operational Use A564

	Disaster Management/Disaster Repair and Restore
	Manage System and Network Configurations A52/ Recover from Incident A524

	Disaster Management/Disaster Repair and Restore
	Manage Core Enterprise Services A53/Manage Restoration Resources A536

	N/A
	Manage Accounts A54

	Disaster Management/Disaster Repair and Restore
	Manage Cryptographic Services Infrastructure A55/Provide Data recovery Key Management

	Disaster Management/Disaster Repair and Restore
	Manage Response Activity A57/V

	Disaster Management/Emergency Response
	Manage Response Activity A57/Implement Automatic Incident Response A572


Mode of Delivery

	FEA BRM
	DoD EA BRM  

	Knowledge Creation and Management/Research and Development
	Develop Information Environment Capabilities A51/Architect Information Environment Capabilities A511

	Knowledge Creation and Management/Knowledge Dissemination
	Manage Core Enterprise Services A53/Manage Storage Resources A532

	Knowledge Creation and Management/Knowledge Dissemination
	Manage Core Enterprise Services A53/Manage Messaging Resources A533

	Regulated Activity Management/Standard Setting and Reporting Guideline Development
	Develop Information Environment Capabilities A51/ Architect Information Environment Capabilities A511

	Public Goods Creation and Management/Information Infrastructure Management
	Manage System and Network Configurations A52/Configure System and Network Controls A523

	Public Goods Creation and Management/Information Infrastructure Management
	Manage Core Enterprise Services A53/Manage Storage Resources A532

	Public Goods Creation and Management/Information Infrastructure Management
	Manage Accounts A54/Manage Authorizations A545

	Public Goods Creation and Management/Information Infrastructure Management
	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Support Infrastructure A551

	Public Goods Creation and Management/Information Infrastructure Management
	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Materials and Devices A552

	Public Goods Creation and Management/Information Infrastructure Management
	Manage Monitoring Activity A56/Maintain NetOps-Related Threat Assessment A561 

	Public Goods Creation and Management/Information Infrastructure Management
	Manage Monitoring Activity A56/Monitor Operational Use A564 

	Public Goods Creation and Management/Information Infrastructure Management
	Manage Response Activity A57/Implement Automatic Incident Response A572

	Direct Services for Citizens/Military Operations
	All A5 Activities


Support Delivery of Services

	FEA BRM
	DoD EA BRM 

	Internal Risk Management and Mitigation/Service Recovery
	Manage Cryptographic Services Infrastructure A55/Provide Data Recovery Key Management A554

	Internal Risk Management and Mitigation/Service Recovery
	Manage Response Activity A57/Implement Automatic Incident Response A572

	Planning and Resource Allocation/Enterprise Architecture
	Develop Information Environment Capabilities A51/Architect Information Environment Capabilities A511

	N/A
	Manage System and Network Configurations A52

	N/A
	Manage Core Enterprise Services A53

	N/A
	Manage Accounts A54

	N/A
	Manage Monitoring Activity A56


Management of Government Resources

	FEA BRM
	DoD EA BRM  

	Information and Technology Management/System Development
	Develop Information Environment Capabilities A51/Plan and Engineer Information Environment Capabilities A512

	Information and Technology Management/Lifecycle/Change Management
	Develop Information Environment Capabilities A51/Architect Information Environment Capabilities A511

	Information and Technology Management/System Maintenance
	Manage System and Network Configurations A52/Configure System and Network Controls A523

	Information and Technology Management/IT Infrastructure Maintenance
	Manage System and Network Configurations A52/Configure System and Network Controls A523

	Information and Technology Management/IT Security
	Manage System and Network Configurations A52/Configure Protection Policy A521

	Information and Technology Management/IT Security
	Manage Core Enterprise Services A53/Manage Restoration Resources A536

	Information and Technology Management/IT Security
	Manage Accounts A54/Manage Authentication A544

	Information and Technology Management/IT Security
	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Support Infrastructure A551

	Information and Technology Management/IT Security
	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Materials or Devices A552

	Information and Technology Management/IT Security
	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Policy A553

	Information and Technology Management/IT Security
	Manage Monitoring Activity A56/Maintain NetOps-Related Threat Assessment A561 

	Information and Technology Management/IT Security
	Manage Response Activity A57/Assess Incidents A571

	Information and Technology Management/IT Security
	Manage Response Activity A57/Implement Automatic Incident Response A572

	Information and Technology Management/Record Retention
	Manage Core Enterprise Services A53/Manage Storage Resources A532

	Information and Technology Management/Information Management
	Manage Core Enterprise Services A53/Manage Storage Resources A532

	Information and Technology Management/Information Management
	Manage Core Enterprise Services A53/Manage Messaging Resources A533

	Information and Technology Management/Information Management
	Manage Core Enterprise Services A53/Manage COI Resources A534

	Information and Technology Management/Information Management
	Manage Accounts A54/Manage Authorizations A545

	Information and Technology Management/Information Management
	Manage Monitoring Activity A56//Perform Environment Situation Awareness A565

	Administrative Management/Help Desk Services
	Manage Monitoring Activity A56/Perform Help Desk and Customer Support A566


F-3
Relationship of DoD EA BRM for EIE to FEA BRM (Internal)
Table D-2 shows the relationship of subfunctions in the FEA BRM to EIE activities in the DoD EA BRM.  The table is organized by NCOW RM V1.0 activities so that internal DoD users can find corresponding FEA BRM subfunctions.

Table F-2:  Relationship Between the DoD EA BRM for Enterprise Information Environment and the FEA BRM

Services for Citizens

	DoD EA BRM  
	FEA BRM

	All NCOW A5 activities conducted at Strategic level
	Strategic National and Theater Defense

	All NCOW A5 activities conducted at Operational level
	Operational Defense

	All NCOW A5 activities conducted at Tactical level
	Tactical Defense

	Develop Information Environment Capabilities A51/Plan and Engineer Information Environment Capability Increments A512
	Homeland Security/Key Asset and Critical Infrastructure Protection

	Develop Information Environment Capabilities A51/Plan and Engineer Information Environment Capability Increments A512
	Disaster Management/Disaster Preparedness and Planning

	Manage System and Network Configurations A52/Configure Protection Capabilities A521
	Homeland Security/Key Asset and Critical Infrastructure Protection

	Manage System and Network Configurations A52/ Recover from Incident A524
	Disaster Management/Disaster Repair and Restore

	Manage Core Enterprise Services A53/Manage Restoration Resources A536
	Disaster Management/Disaster Repair and Restore

	Manage Accounts A54
	N/A

	Manage Cryptographic Services Infrastructure A55/Provide Data recovery Key Management
	Disaster Management/Disaster Repair and Restore

	Manage Monitoring Activity A56/Maintain NetOps-Related Threat Assessment A561
	Disaster Management/Disaster Monitoring and Prediction

	Manage Monitoring Activity A56/Monitor Operational Use A564
	Disaster Management/Disaster Monitoring and Prediction

	Manage Response Activity A57/Implement Automatic Incident Response A572
	Disaster Management/Emergency Response

	Manage Response Activity A57/V
	Disaster Management/Disaster Repair and Restore


Mode of Delivery

	DoD EA BRM  
	FEA BRM

	Develop Information Environment Capabilities A51/Architect Information Environment Capabilities A511
	Knowledge Creation and Management/Research and Development

	Develop Information Environment Capabilities A51/ Architect Information Environment Capabilities A511
	Regulated Activity Management/Standard Setting and Reporting Guideline Development

	Manage System and Network Configurations A52/Configure System and Network Controls A523
	Public Goods Creation and Management/Information Infrastructure Management

	Manage Core Enterprise Services A53/Manage Storage Resources A532
	Knowledge Creation and Management/Knowledge Dissemination

	Manage Core Enterprise Services A53/Manage Messaging Resources A533
	Knowledge Creation and Management/Knowledge Dissemination

	Manage Core Enterprise Services A53/Manage Storage Resources A532
	Public Goods Creation and Management/Information Infrastructure Management

	Manage Accounts A54/Manage Authorizations A545
	Public Goods Creation and Management/Information Infrastructure Management

	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Support Infrastructure A551
	Public Goods Creation and Management/Information Infrastructure Management

	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Materials and Devices A552
	Public Goods Creation and Management/Information Infrastructure Management

	Manage Monitoring Activity A56/Maintain NetOps-Related Threat Assessment A561 
	Public Goods Creation and Management/Information Infrastructure Management

	Manage Monitoring Activity A56/Monitor Operational Use A564 
	Public Goods Creation and Management/Information Infrastructure Management

	Manage Response Activity A57/Implement Automatic Incident Response A572
	Public Goods Creation and Management/Information Infrastructure Management

	All A5 Activities
	Direct Services for Citizens/Military Operations


Support Delivery of Services

	DoD EA BRM  
	FEA BRM

	Develop Information Environment Capabilities A51/Architect Information Environment Capabilities A511
	Planning and Resource Allocation/Enterprise Architecture

	Manage System and Network Configurations A52
	N/A

	Manage Core Enterprise Services A53
	N/A

	Manage Accounts A54
	N/A

	Manage Cryptographic Services Infrastructure A55/Provide Data Recovery Key Management A554
	Internal Risk Management and Mitigation/Service Recovery

	Manage Monitoring Activity A56
	N/A

	Manage Response Activity A57/Implement Automatic Incident Response A572
	Internal Risk Management and Mitigation/Service Recovery


Management of Government Resources

	DoD EA BRM  
	FEA BRM

	Develop Information Environment Capabilities A51/Architect Information Environment Capabilities A511
	Information and Technology Management/Lifestyle/Change Management

	Develop Information Environment Capabilities A51/Plan and Engineer Information Environment Capabilities A512
	Information and Technology Management/System Development

	Manage System and Network Configurations A52/Configure Protection Policy A521
	Information and Technology Management/IT Security

	Manage System and Network Configurations A52/Configure System and Network Controls A523
	Information and Technology Management/IT Infrastructure Maintenance

	Manage System and Network Configurations A52/Configure System and Network Controls A523
	Information and Technology Management/System Maintenance

	Manage Core Enterprise Services A53/Manage Storage Resources A532
	Information and Technology Management/Record Retention

	Manage Core Enterprise Services A53/Manage Storage Resources A532
	Information and Technology Management/Information Management

	Manage Core Enterprise Services A53/Manage Messaging Resources A533
	Information and Technology Management/Information Management

	Manage Core Enterprise Services A53/Manage Restoration Resources A536
	Information and Technology Management/IT Security

	Manage Accounts A54/Manage Authentication A544
	Information and Technology Management/IT Security

	Manage Accounts A54/Manage Authorizations A545
	Information and Technology Management/Information Management

	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Support Infrastructure A551
	Information and Technology Management/IT Security

	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Materials or Devices A552
	Information and Technology Management/IT Security

	Manage Cryptographic Services Infrastructure A55/Manage Cryptographic Policy A553
	Information and Technology Management/IT Security

	Manage Monitoring Activity A56/Maintain NetOps-Related Threat Assessment A561
	Information and Technology Management/IT Security

	Manage Monitoring Activity A56//Perform Environment Situation Awareness A565
	Information and Technology Management/Information Management

	Manage Monitoring Activity A56/Perform Help Desk and Customer Support A566
	Administrative Management/Help Desk Services

	Manage Response Activity A57/Assess Incidents A571
	Information and Technology Management/IT Security

	Manage Response Activity A57/Implement Automatic Incident Response A572
	Information and Technology Management/IT Security
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Classification Structure, Chart  of Accounts, 

     and Methodology Development  and

     Maintenance

Map / Post / Accumulate Information

Closing and Review

Accounting Analysis and Review

General/Cost Accounting

Collection/Accounts Receivable and Cash Management

Billing and Establish Receivables 

Receivable and Debt Management

Cash Management

Receivable and Debt Liquidation

Procurement, Payables, Acquisition, 

and Disbursing Management

Payables Management

Funds Disbursement

Credit/Grant Worthiness

Customer/Vendor Information Analysis

Set Credit Limit

Customer/Vendor Information Collection

Procurement and Acquisition

Acquisition and Sourcing Strategy Planning

Purchase Requisition Management

Purchase Contract Management

Establish Liability

Purchase Card Program Management

Establish Purchase Card Program

Purchase Card Program Administration

Monitor and Control Purchase Card Program

Sales Order and Customer Relationship Management

Customer Relations Management

Initiate Sales Order

Monitor Sales Order

Closeout Sales Order

Organizational Management

Position Management

Personnel Development

Human Resource Administration

Travel

Benefits Management

Military Health Services Management

Retirement Benefits Management

Educational Benefits Management

Other Benefit Programs Management

Federal Employee Health Benefit 

    Program Management

Payroll, Travel, and Other 

    Reimbursables  Management

Pay, Travel Claim, and Other 

    Reimbursable Expense Calculation

Pay Administration

Time and Attendance

Installations and Environment Support

Real Property Asset Capability 

     Developmentt

Installations and Environment Planning

Real Property Operational Requirement 

     Integration

Real Property Strategic Planning

Build Initial Real Property Asset Record

Final Integrated Real Property Development Plan

Real Property Material Planning

Real Property Maintenance Planning

Real Property Disposal Planning

Installations and Environment Execution

Income Real Property Quality Assurance

Real Property Receipt

Real Property Asset Management

Real Property Asset Record Update

Real Property Initial Inspection and Diagnosis

Real Property Maintenance Task Execution

Real Property Work Acceptance

Real Property Disposal

Logistics Planning

Logistics Strategy Development

Integrated Logistics Planning

Material Resource Planning

Maintenance Planning

Other Logistics Service Planning

Transportation Planning

Return Planning

Training Requirement Definition

Logistics Execution

Material/Asset  Resource Plan 

     Execution 

Maintenance Plan Execution

Other Logistics Service Plan 

     Execution

Transportation Plan Execution

Return Plan Execution

Strategic Information Analysis and 

      Defense Planning Guidance 

      Development

Establish Strategic Requirements

Situational Analysis

Quadrennial Defense Review 

      Development

Defense Resource Planning

Business Unit Goals Development

Business Unit Performance Plan 

     Development

Business Unit Resource Plan Development

DoD Resource Plan Approval and

      Submission

Budget Justification

Current Year Business Plan and

     Budget Execution

CY Business Plan Development 

     and Maintenance

Issue Budget Allocation

Budget Execution

Funds Control

Program Execution Analysis

Report Requirements Identification

Form and Content Selection

Delivery Detail Selection

Feedback Development and 

     Dissemination

Information Product Preparation

Data Assembly

Information Packaging

Information product Approval

Information Product Dissemination

Information Product Distribution

Archive Information

Enterprise Information Product 

    List Maintenance

Process Improvement

Leading Practices Identification

Guidelines Development

Scorecard Development

Performance Metrics Maintenance



Business Mission Area

CFO

Accounting and Finance 

ACQ

Acquisition

FMR

Financial and 

Management  Reporting

HRM

Human Resources 

Management

I & E

Installations and 

Environment

 SPB

Strategic Planning 

And Budgeting

LOG

Logistics







 Business Support
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EIE Mission Area: A5 Manage Net-Centric Information Environment

A51 Develop Information Environment Capabilities

A52 Manage Systems & Network Configurations

A53 Manage Core Enterprise Services

A54 Manage Accounts

A55 Manage Cryptographic Services Infrastructure

A56 Manage Monitoring Activity

A57 Manage Response Activity 

A511 Architect Information Environment 

            Capabilities…

A512 Plan & Engineer Information 

            Environment Capability Increments…

A513 Implement Information 

            Environment Increments…

A521 Configure Protection Capabilities

       Implement Protection Policy

       Apply Patches & Upgrades

       Maintain Product Configuration Support Tools

       Maintain protection Configurations

A522 Configure Monitoring Capabilities

       Configure NetOps Situational Awareness 

             Displays

       Configure NetOps Management and Reporting 

             Systems

       Deploy NetOps Monitoring Devices/Mechanisms

       Maintain Monitoring Configuration Support Tools 

       Maintain NetOps Monitoring Configuration

A523 Configure System and Network Controls 

       Configure Networks

       Configure IT Systems & Services

        Manage Core Applications

        Perform Day-to-day Control of Electromagnetic 

              Spectrum in Theater

A524 Recover From Incident

        Manage Configuration Activities IAW Selected 

                Response COA

        Restore Capabilities

        Reconstitute Capabilities

A531 Manage User/Entity Profile 

                Resources

          Identify User-Profile Administration 

                Requirements

          Perform User-Profile Administration

A532 Manage Storage Resources

         Manage Content Placement …

         Manage Catalog/Directory Resources…

         Manage Publish and Subscribe 

                  Resources

         Manage Repository Resources …

         Manage Databases

A533 Manage Messaging Resources

          Manage Message Boards

          Manage Tactical Data Links

          Manage Email

          Manage Record Traffic

A534 Manage COI Resources …

A535 Manage Collaboration Resources

A536 Manage Restoration Resources

A541 Create Accounts

A542 Maintain Accounts

A543 Close Accounts

A544 Manage Authentication

            Manage Principal’s Credentials

            Authenticate Principal in All Invocations

            Manage Certificate Revocation List

            Manage Token and/or Biometric

                  Information

            Establish Cross Domain Authentication

                  Between Certificate Authorities 

A545 Manage Authorizations

             Manage System Entry Authorizations

             Manage Authorization Deligation

             Manage Service Access Authorizations

             Manage Application Access Authorizations

             Manage Network Access

             Manage Data Import/Export Authorizations

             Manage Data Release Authorizations

A546 Activate Accounts

A551 Manage Cryptographic Support Infrastructure  

           Manage Key Ordering Services

           Manage Key Generation Services

           Manage Key Distribution Services

           Manage Key Management Support Services

           Manage Cryptographic Account Management 

                 Services

A552 Manage Cryptographic Materials and Devices 

           Register Identity

           Order Cryptographic Material or Devices

           Distribute Cryptographic Material or Devices

           Load and Activate Cryptographic Material or 

                    Devices

           Relinquish Cryptographic Material or Devices

A553 Manage Cryptographic Policy

            Maintain Cryptographic Policy

            Analyze Cryptographic Posture Vulnerability

            Analyze Intelligence for Cryptographic Threats

A554 Provide Data Recovery Key Management

A561 Maintain NetOps-Related Threat 

             Assessment

A562 Test Configuration

A563 Analyze Configuration

A564 Monitor Operational Use

A565 Perform Environmental Situation 

             Awareness

A566 Perform Help Desk/Customer 

             Support

A571 Assess Incidents

A572 Implement Automatic Incident 

             Response

A573 Participate in Law Enforcement/ 

             CI Investigations

A574 Support counter Network Attack

         Operations

… indicates further decomposition exists
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Management of 

Government Resources

Support Delivery

Of Services

Services for

Citizens

Mode of

Delivery

Education

Energy

Health

Transportation

Income Security

Environmental Management

Natural Resources

Disaster Management

Community and Social Services

Economic Development

Workforce Management

General Science and Innovation

Government Service Delivery

Direct Services for Citizens

Knowledge Creation and Mgmt

Public Goods Creation and Mgmt

Regulatory Compliance and Enforcement

Financial Vehicles

Federal Financial Assistance

Credit and Insurance

Transfers to States and

Local Governments

Legislative Relations

Public Affairs

Regulatory Development

Planning and Resource Allocation

General Government

Controls and Oversight

Revenue Collection

Internal Risk Management and Mitigation

Supply Chain Management



Human Resource Management

Financial Management

Administrative Management



Information and Technology 

Management

Sub-Functions: 

		 Strategic National and                                                                    Theater Defense 

		 Operational Defense

		 Tactical Defense



Defense and National Security

Homeland Security

Intelligence Operations

Law Enforcement

International Affairs and Commerce

Litigation and Judicial Activities

Correctional Activities
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2.4.1 Evaluate, Integrate, Analyze and Interpret Information

2.4.1.1 Identify Global and Regional Issues and Threats

2.4.1.2 Determine Enemy’s Global Capabilities and Strategic Courses of Action

2.4.1.3 Determine Enemy’s Centers of Gravity

2.4.2 Prepare National Strategic Intelligence Products

2.4.2.1 Provide Worldwide National Strategic Indications and Warning

2.4.2.1 Provide Current Intelligence to National Strategic Planners and Decision Makers

2.4.2.2 Provide Current Intelligence to National Strategic Planners and Decision Makers

2.4.2.3 Provide General Military Intelligence to National Strategic Planners and Decision Makers

2.4.2.4 Provide Intelligence for National Strategic Targeting

2.4.2.5 Provide Scientific and Technical Intelligence for R&D and Force Planning

Intelligence Mission Area 

2.3.1 Conduct Technical Processing and Exploitation of Strategic Information

2.3.2 Collate National Strategic Information

2.3.3 Correlate National Strategic Information

2 Develop National Strategic Intelligence, Surveillance, and Reconnaissance

2.5.1 Provide Finished Intelligence Products to National Strategic Planners and Decision Makers

2.5.1 Provide Follow-On Intelligence Support to National Strategic Planners and Decision Makers

2.6 Evaluate Intelligence Activities

2.1.1 Develop National Strategic Intelligence Policy

2.1.2 Determine and Prioritize National Strategic Intelligence Requirements

2.1.3 Prepare National Strategic Collection Plan

2.1.4 Allocate National Intelligence Resources Worldwide

2.1.5 Determine National Strategic Intelligence Issues

2.2.1 Collect Information on Strategic Situation Worldwide

2.2.2 Support Combatant Commander’s Surveillance and Reconnaissance Requirements

2.1 Plan and Direct Strategic Intelligence Activities

2.2 Collect Strategic Information

2.3 Process and Exploit Collected Strategic Information

2.4 Produce Strategic Intelligence

2.5 Disseminate and Integrate National Strategic Intelligence
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SN 4 Provide Sustainment



SN 1. Conduct Strategic 

Deployment  and Redeployment





SN 3 Employ Forces

3.1 Coordinate Forward Presence of Forces in Theaters

3.2 Manage National Strategic Firepower

3.3 Employ National Strategic Firepower

3.4 Protect Strategic Forces and Means

3.5 Provide Space Capabilities

3.6 Conduct Survivable Mobile Command Center (SMCC) Operations and Planning Functions

1.1 Determine Transportation Infrastructure and Resources

1.2 Conduct Deployment and Redeployment





4.1 Procure and Distribute Personnel

4.2 Provide for Base Support and Services

4.3 Provide for Personnel Support

4.4 Reconstitute National Forces and Means

4.5 Set Sustainment Priorities

4.6 Acquire Materiel

4.7 Acquire, Manage, and Distribute Funds

5.1 Operate and Manage Global Strategic Communications and Information Systems

5.2 Assess Worldwide and Regional Strategic Environment

5.3 Determine National Military Strategic Direction

5.4 Provide Strategic Direction to Forces Worldwide

5.5 Coordinate Worldwide Information Operations (IO)

5.6 Provide Public Affairs (PA) Worldwide

5.7 Manage DOD Resources

5.8  Documentation of Operations

7.1 Formulate Joint and Service Concepts, Doctrine, and Requirements

7.2 Conduct Research and Development

7.3 Structure the Force

7.4 Educate and Train the Force

7.5 Ensure Interoperability

6.1 Prepare for Mobilization

6.2 Alert Forces for Mobilization

6.3 Mobilize at Home Station

6.4 Move to Mobilization Station

6.5 Prepare Units and Individuals at Mobilization Station (MS) or CONUS Replacement Center (CRC) for Deployment

6.6 Mobilize CONUS Sustaining Base

6.7 Provide Command and Control Over Mobilized Forces

8.1 Support Other Nations or Groups

8.2 Provide DOD/Government-Wide Support

8.3 Coordinate Military Activities within the Interagency Process

9.1 Deter the use of  CBRNE Weapons by Threat of Force.

9.2 Deter by Denial

Warfighter Mission Area

(Top Levels)  

TA 1 Deploy/Conduct Maneuver

TA 2 Develop Intelligenc

TA 3 Employ Firepower

TA 4 Perform Logistics and Combat Service Support

TA 5 Exercise Command and Control

TA 6 Protect the Force

TA 7 Operate in a CBRNE Environment



SN 6 Conduct Mobilization



SN 8 Foster Multinational 

and Interagency Relations



SN 7 Conduct Force Development



SN 5 Provide Strategic 

Direction and Integration

Tactical Defense

Strategic National 

Operational Defense



SN 9 Manage Strategic 

Deterrence of CBRNE Weapons

Note: The UJTL has further decomposition of these tasks





OP 1 Conduct Operational Movement and Maneuver

OP 2 Provide Operational Intelligence, Surveillance, and Reconnaissance

OP 3 Employ Operational Firepower

OP 4 Provide Operational Logistics and Personnel Support

OP 5 Provide Operational Command and Control (C2)

OP 6 Provide Operational Force Protection

OP 7 Counter CBRNE Weapons in JOA

Strategic Theater

ST 1 Deploy, Concentrate, and Maneuver Theater Forces

ST 2 Conduct Theater Strategic Intelligence, Surveillance, and Reconnaissance

ST 3 Employ Theater Strategic Firepower

ST 4 Sustain Theater Forces

ST 5 Provide Theater Strategic Command and Control, Communications, and Computers (C4)

ST 6 Coordinate Theater Force Protection

ST 7 Establish Theater Force Requirements and Readiness

ST 8 Develop and Maintain Alliance and Regional Relations

ST 9 Coordinate Counterprolifertion in Theater








